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Preface

MSST2004, the Twelfth NASA Goddard / Twenty-first IEEE Conference on Mass Storage Systems and
Technologies has as its focus long-term stewardship of globally-distributed storage. The increasing preva-
lence of e-anything brought about by widespread use of applications based, among others, on the World
Wide Web, has contributed to rapid growth of online data holdings. A study' released by the School of
Information Management and Systems at the University of California, Berkeley, estimates that over 5
exabytes of data was created in 2002. Almost 99 percent of this information originally appeared on mag-
netic media. The theme for MSST2004 is therefore both timely and appropriate. There have been many
discussions about rapid technological obsolescence, incompatible formats and inadequate attention to the
permanent preservation of knowledge committed to digital storage. Tutorial sessions at MSST2004 detail
some of these concerns, and steps being taken to alleviate them. Over 30 papers deal with topics as diverse
as performance, file systems, and stewardship and preservation. A number of short papers, extemporane-
ous presentations, and works in progress will detail current and relevant research on the MSST2004 theme.

Our thanks go to the researchers, authors, and the Program Committee for their zeal and energy in putting
together an interesting agenda.

P C Hariharan
Nabil Adam
Publications Chairs

Ben Kobler
Conference Chair

1 http://www.sims.berkel ey.edu/research/projects/how-much-info-2003/execsum.htm
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Abstract:

The “Grid” is an emerging infrastructure for coordinating access across autonomous
organizations to distributed, heterogeneous computation and data resources. Data grids
are being built around the world as the next generation data handling systems for sharing,
publishing, and preserving data residing on storage systems located in multiple
administrative domains. A data grid provides logical namespaces for users, digital entities
and storage resources to create persistent identifiers for controlling access, enabling
discovery, and managing wide area latencies. This paper introduces data grids and
describes data grid use cases. The relevance of data grids to digital libraries and
persistent archives is demonstrated, and research issues in data grids and grid dataflow
management systems are discussed.

1 Introduction

A major challenge in the design of a generic data management system is the set of
multiple requirements imposed by user communities. The amount of data is growing
exponentially, both in the number of digital entities and in the size of files. The sources
for data are distributed across multiple sites, with data generated in multiple
administration domains, and on sites only accessible over wide-area networks. The need
for discovery is becoming more important, with data assembled into collections that can
be browsed. The need for preservation is becoming more important, both to meet legal
data retention requirements, and to preserve the intellectual capital of organizations. In
practice, six types of data handling systems are found:

Data ingestion systems

Data collection creation environments

Data sharing environments based on data grids
Digital libraries for publication of data
Persistent archives for data preservation

Data processing pipelines

A

The goal of a generic data management system is to build software infrastructure that can
meet the requirements of each of these communities. We will demonstrate that data grids
provide the generic data management abstractions needed to manage distributed data, and
that all of the systems can be built upon common software.



Data management requires four basic naming conventions (or information categories) for
managing data on distributed resources:
1. Resource naming for access to storage systems across administrative domains.
This is used to implement data storage virtualization.
2. Distinguished user names for identifying persons across administrative domains.
This is used to implement single-sign on security environments.
3. Distinguished file names for identifying files across administrative domains. This
is used to implement data virtualization.
4. Context attributes for managing state information generated by remote processes.
This is used to implement digital libraries and federate data grids.

A data grid [1,2] provides virtualization mechanisms for resources, users, files, and
metadata. Each virtualization mechanism implements a location and infrastructure
independent name space that provides persistent identifiers. The persistent identifiers for
data are organized as a collection hierarchy and called a “logical name space”. In
practice, the logical name spaces are implemented in a separate metadata catalog for each
data grid. Within a data grid, access to data, management of data, and manipulation of
data is done via commands applied to the logical name space.

To access data located within another data grid (another logical name space), federation
mechanisms are required. To manage operations on the massive collections that are
assembled, data flow environments are needed. We illustrate the issues related to data
grid creation, data management, data processing, and data grid federation by examining
how these capabilities are used by each of the six types of data management systems. We
then present the underlying abstraction mechanisms provided by data grids, and close
with a discussion of current research and development activities in data flow and
federation infrastructure.

2 Data Management Systems

Data management systems provide unifying mechanisms for naming, organizing,
accessing, and manipulating context (administrative, descriptive, and preservation
metadata) about content (digital entities such as files, URLs, SQL command strings,
directories). Each of the types of data management system approaches focuses on a
different aspect, and provides specific mechanisms for data and metadata manipulation.

2.1 Data ingestion systems

The Real-time Observatories, Applications, and Data management Network (ROADNet)
[3] project manages ingestion of data in real-time from sensors. The data is assembled
both synchronously and asynchronously from multiple networks into an object ring
buffer (ORB), where it is then registered into a data grid. Multiple object ring buffers are
federated into a Virtual Object Ring Buffer (VORB) to support discovery and attribute-
based queries. Typical operations are the retrieval of the last ten observations, the
tracking of observations about a particular seismic event, and the migration of data from
the ORB into a remote storage system.



A second type of data ingestion system is a grid portal, which manages interactions with
jobs executing in a distributed environment. The portal provides access to collections for
input data, and stores output results back into a collection. A grid portal uses the Grid
Security Infrastructure to manage inter-realm authentication between compute and
storage sites.

2.2 Data collection creation environments

Scientific disciplines are assembling data collections that represent the significant digital
holdings within their domain. Each community is organizing the material into a coherent
collection that supports uniform discovery semantics, uniform data models and data
formats, and an assured quality. The National Virtual Observatory (NVO) [4] is hosting
multiple sky survey image collections. Each collection is registered into a logical name
space to provide a uniform naming convention, and standard metadata attributes are used
to describe the sky coverage of each image, the filter that was used during observation,
the date the image was taken, etc. Collection formation is facilitated by the ability to
register the descriptive metadata attributes onto a logical name space. The logical name
space serves as the key for correlating the context with each image.

Other examples include: GAMESS [5], computational chemistry data collections of
simulation output; and the CEED: Caveat Emptor Ecological Data Repository. Both
projects are assembling collections of data for their respective communities.

2.3 Data sharing environments based on data grids

Scientific disciplines promote the sharing of data. While collections are used to organize
the content, data grids are used to manage content that is distributed across multiple sites.
The data grid technology provides the logical name space for registering files, the inter-
realm authentication mechanisms, the latency management mechanisms, and support for
high-speed parallel data transfers. An example is the Joint Center for Structural
Genomics data grid which generates crystallographic data at the Stanford Linear
Accelerator and pushes the data to SDSC for storage in an archive and analysis of protein
structures. The Particle Physics Data Grid [6] federates collections housed at Stanford
and Lyon, France for the BaBar high energy physics experiment [7]. The Biomedical
Informatics Research Network (BIRN) [8] is using a data grid to share data from multiple
Magnetic Resonance Imaging laboratories. Each project implements access controls that
are applied on the distributed data by the data grid, independently of the underlying
storage resource.

2.4 Digital libraries for publication of data

An emerging initiative within digital libraries is support for standard digital reference sets
that can be used by an entire community. The standard digital reference sets are created
from observational data collections, or from simulations, and are housed within the
digital library. Curation methods are applied to assure data quality. Discovery
mechanisms are supported for attribute-based query. An example is the HyperAtlas
catalog that is being created for the 2MASS and DPOSS astronomy sky surveys
[4,19,20]. The catalog projects each image to a standard reference frame, organizes the



projections into an atlas of the sky, and supports discovery through existing sky catalogs
of stars and galaxies.

The organizations participating in a collaboration may share their digital entities using a
collective logical view. Multiple logical views could be created for the same set of
distributed digital entities. These logical views may be based on different taxonomies or
business rules that help in the categorization of the data. The organizations, apart from
sharing the physical data, could also share the logical views as publication mechanisms.

The library community applies six data management processes to digital entities:
Collection building to organize digital entities for access

Content management to store each digital image

Context management to define descriptive metadata

Curation processes to validate the quality of the collection

Closure analyses to assert completeness of the collection and the ability to
manipulate digital entities within the collection

Consistency processes to assure that the context is updated correctly when
operations are performed on the content.

M
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2.5 Persistent archives for data preservation

The preservation community manages archival collections for time periods that are much
longer that the lifetimes of the underlying infrastructure [9,10,11,25,26,27]. The
principal concern is the preservation of the authenticity of the data, expressed as an
archival context associated with each digital entity, and the management of technology
evolution. As new more cost effective storage repositories become available, and as new
encoding formats appear for data and metadata, the archival collection is migrated to the
new standard. This requires the ability to make replicas of data on new platforms,
provide an access abstraction to support new access mechanisms that appear over time,
and migrate digital entities to new encoding formats or emulate old presentation
applications. Example projects include a persistent archive for the National Science
Digital Library, and a persistent archive prototype for the National Archives and Records
Administration [12.13]. Both projects manage data that is stored at multiple sites,
replicate data onto different types of storage repositories, and support both archival and
digital library interfaces.

The preservation community applies their own standard processes to data:

1. Appraisal — the decision for whether a digital entity is worth preserving

2. Accession — the controlled process under which digital entities are brought into
the preservation environment

3. Arrangement — the association of digital entities with a record group or record
series

4. Description — the creation of an archival context specifying provenance
information

5. Preservation — the creation of an archival form for each digital entity and storage

6. Access — the support for discovery services



2.6 Data Processing Pipelines

The organization of collections, registration of data into a data grid, curation of data for
ingestion into a digital library, and preservation of data through application of archival
processes, all need the ability to apply data processing pipelines. The application of
processes is a fundamental operation needed to automate data management tasks.
Scientific disciplines also apply data processing pipelines to convert sensor data to a
standard representation, apply calibrations, and create derived data products. Examples
are the Alliance for Cell Signaling digital library, which applies standard data analysis
techniques to interpret each cell array, and the NASA Earth Observing Satellite system
that generates derived data products from satellite observations.

Data processing pipelines are also used to support knowledge generation. The steps are:
1. Apply semantic labels to features detected within a digital entity
2. Organize detected features for related digital entities within a collection
3. Identify common relationships (structural, temporal, logical, functional) between
detected features
4. Correlate identified relationships to physical laws

3 Generic requirements

Multiple papers that summarize the requirements of end-to-end applications have been
generated in the Global Grid Forum [14]. They range from descriptions of the remote
operations that are needed to manage large collections, to the abstraction mechanisms
that are needed for preservation. The capabilities can be separated into four main
categories: Context management, data management, access mechanisms, and federation
mechanisms. The capabilities are provided by data grids:

Context management mechanisms
Global persistent identifiers for naming files.

Organization of context as collection hierarchy
Support for administrative metadata to describe the location and ownership of files
Support for descriptive metadata to support discovery through query mechanisms
Support for browsing and queries on metadata
Information repository abstraction for managing collections in databases

Data management mechanisms
Storage repository abstraction for interacting with multiple types of storage systems
Support for the registration of files into the logical name space
Inter-realm authentication system for secure access to remote storage systems
Support for replication of files between sites
Support for caching onto a local storage system and for accessing files in an archive
Support for aggregating files into containers

Access mechanisms

Standard access mechanisms: Web browsers, Unix shell commands, Windows
browsers, Python scripts, Java, C library calls, Linux I/O redirection, WSDL, etc.

Access controls and audit trails to control and track data usage



Support for the execution of remote operations for data sub-setting, metadata
extraction, indexing, third-party data movement, etc.

Support for bulk data transfer of files, bulk metadata transfer, and parallel I/O
Federation mechanisms

Cross-registration of users between data grids

Cross-registration of storage resources data grids

Cross-registration of files between data grids

Cross-registration of context between data grids

Data Grids provide transparency and abstraction mechanisms that enable applications to
access and manage data as if they were local to their home system. Data grids are
implemented as federated client-server middleware that use collections to organize
distributed data.

4 Data Grid Implementation

An example of a data grid is the Storage Resource Broker (SRB) from the San Diego
Supercomputer Center [15,16,17]. The SRB manages context (administrative,
descriptive, and preservation metadata) about content (digital entities such as files, URLs,
SQL command strings, directories). The content may be distributed across multiple types
of storage systems across independent administration domains. By separating the context
management from the content management, the SRB easily provides a means for
managing, querying, accessing, and preserving data in a distributed data grid framework.
Logical name spaces describe storage systems, digital file objects, users, and collections.
Context is mapped to the logical name spaces to manage replicas of data, authenticate
users, control access to documents and collections, and audit accesses. The SRB manages
the context in a Meta data Catalog (MCAT) [18], organized as a collection hierarchy.
The SRB provides facilities to associate user-defined metadata, both free-form attribute-
based metadata and schema-based metadata at the collection and object level and query
them for access and semantic discovery. The SRB supports queries on descriptive
attributes [21]. The SRB provides specific features needed to implement digital libraries,
persistent archive systems [10,11,12,13] and data management systems [22,23,24].

The Storage Resource Broker (SRB) in earlier versions used a centralized MCAT [18] for
storing system-level and application-level metadata. Though essential for consistent
operations, the centralized MCAT poses a problem. It can be considered a single-point of
failure as well as a potential bottleneck for performance. Moreover, when users are
widely distributed, users remote from the MCAT may see latency unacceptable for
interactive data access.

In order to mitigate these problems, the SRB architecture has been extended to a
federated environment, called zoneSRB. The ZoneSRB architecture provides a means for
multiple context catalogs to interact with each other on a peer-to-peer basis and
synchronize their data and metadata. Each zoneSRB system can be autonomous,
geographically distant, and administer a set of users, resources and data that may or may



not be shared by another zoneSRB. Each zoneSRB has its own MCAT for providing the
same level of features and facilities as done by the older SRB system.

The main advantage of the zoneSRB system is that now, there is no single point of
failure, as multiple MCATs can be federated into a multi-zoneSRB system. Users can be
distributed across the zones to improve quality of performance and minimize access
latencies to geographically distant metadata catalogs. The multiple zoneSRBs can share
metadata and data based on policies established by the collaborating administrators. The
level of collaboration can be varied to specify how much of the information is shared,
partitioned or overlapped, and whether the interactions are controlled by the users or the
zone administrators.

More information about the SRB can be found in [15,16,17,18]. In a nutshell, the SRB
provides all of the capabilities listed as generic requirements. The SRB provides
interoperability mechanisms that map users, datasets, collections, resources and methods
to global namespaces. It also provides abstractions for data management functionality
such as file creation, access, authorization, user authentication, replication and
versioning, and provides a means to associate metadata and annotation with data objects
and collections of data objects. Descriptive metadata is used for searching at the semantic
level and discovery of relevant data objects using the attribute-based discovery paradigm.
Figure 1 provides details about the modules that form the core of the SRB services.

( Application )

C, C++, Java Linux Unix Java, NT DLL/ OAL,
Libraries 1/0 Shell Browsers Python, HTTP WSDL,
Perl 0GSA

Federation Management

Consistency & Metadata Management / Authorization-Authentication-Audit

Logical Name Latency Data Metadata
Space Management Transport Transport
Catalog Abstraction Storage Abstraction
Databases Archives - Tape, File Svst Databases
DB2, Oracle, Sybase, HPSS, ADSM, ORB & ;J‘I’lixysN“'Tms DB2, Oracle, Sybase,
Postgres, mySQL, UniTree, DMF, Datascop Mac ’O SX, SQLserver,Postgl:es,
Informix CASTOR,ADS mySQL, Informix

5 48 & 4
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The SRB server is built using three layers. The top-layer is a set of server access APIs
written in C and Java that are used to provide multiple client interfaces. The middle layer
provides the intelligence for collection-based management, federation of data grids, data
movement, authentication, and authorization. The bottom-layer is a set of storage drivers
and MCAT database drivers that are used to connect to diverse resources. These drivers
have a well-defined and published API such that a new storage resource or data server
system can be integrated easily into the SRB system. For example, custom-based
interfaces to special drivers such as the Atlas Data Store System and CERN’s CASTOR
storage systems were written in just a few days. The SRB drivers for storage include,
HPSS, ADSM, Unix/Linux /Mac OSX and NT file systems, and for databases includes
DB2, Oracle, Postgres, Informix, and Sybase.

The middle layer of the SRB system supports the federation consistency and control
mechanisms needed to integrate multiple data grids and encapsulates much of the
intelligence needed to manage a data grid. This layer interacts with the MCAT to access
the context needed to control each type of data service.

The data grid technology based on the SRB that is in production use at SDSC at this date
manages over 90 Terabytes of data comprising over 16 million files.

5 Data Grid Federation

The specification of appropriate federation mechanisms is still a research project. The
federation of multiple data grids basically imposes constraints on the cross-registration of
users, resources, files, and context. The constraints may be invoked by either a user or
automatically implemented by the data management system. The constraints may be set
for either no cross-registration, partial cross-registration, or complete cross-registration.
It is possible to identify over 1500 possible federation approaches by varying the type of
cross-registration constraints that are imposed. In practice, ten of the approaches are
either in active use or proposed for use within scientific projects. Each data grid is called
a zone, with its own metadata catalog managing the logical name spaces for its users,
resources, files, and context. The approaches include:

5.1  Occasional Interchange

This is the simplest model in which two or more zones operate autonomously with very
little exchange of data or metadata. The two zones exchange only user-ids for those users
who need access across zones. Most of the users stay in their own zone accessing
resources and data that are managed by their zone MCAT. Inter-zone users will
occasionally cross zones, browsing collections, querying metadata and accessing files for
which they have read permission. These users can store data in remote zones if needed
but these objects are only accessible to users in the other zones. This model provides the
greatest degree of autonomy and control. The cross-zone user registration is done not for
every user from a zone but only for selected users. The local SRB administrator controls
who is given access to the local SRB system and can restrict these users from creating
files in the local SRB resources. (NPACI driven federation model [28])



5.2 Replicated Catalog

In this model, even though there are multiple MCATs managing independent zones, the
overall system behaves as though it were a single zone with replicated MCATs. Metadata
about the tokens being used, users, resources, collections, containers and data objects are
all synchronized between all MCATs. Hence, the view from every zone is the same. An
object created in a zone is registered as an object in all other sister zones and any
associated metadata is also replicated. This model provides a completely replicated
system that has a high degree of fault-tolerance for MCAT failures. The user can still
access data even if their local MCAT becomes non-functional. The degree of
synchronization, though very high in principle, in practice is limited. The MCATs may
be out of synchronization on newly created data and metadata. The periodicity of
synchronization is decided by the cooperating administrators and can be as long as days if
the systems change slowly. An important point to note is that because of these delayed
synchronizations, one might have occasional logical name clashes. For example, a data
object with the same name and in the same collection might be created in two zones
almost at the same time. Because of delayed synchronization both will be allowed in their
respective zones. But when the synchronization is attempted, the system will see a clash
when registering across zones. The resolution of this has to be done by mutual policies
set by the cooperating administrators. In order to avoid such clashes, policies can be
instituted with clear lines of partitioning about where one can create a new file in a
collection. (NARA federation model [12])

5.3 Resource Interaction

In this model resources are shared by more than one zone and hence they can be used for
replicating data. This model is useful if the zones are electronically distant, but want to
make it easier for users in the sister zone to access data that might be of mutual interest.
A user in a zone replicates data into the shared resources (either using synchronous
replication or asynchronous replication as done in a single zone). Then the metadata of
these replicated objects is synchronized across the zones. User names need not be
completely synchronized. (BIRN federation model [8])

5.4 Replicated Data Zones

In this model two or more zones work independently but maintain the same data across
zones, i.e., they replicate data and related metadata across zones. In this case, the zones
are truly autonomous and do not allow users to cross zones. In fact, user lists and
resources are not shared across zones. But data stored in one zone is copied into another
zone along with related metadata, by a user who has accounts in the sister zones. This
method is very useful when two zones are operating across a wide-area network has to
share data and the network delay in accessing data across the zones has to be reduced.
(BaBar federation model [7])

5.5 Master-Slave Zones

This is a variation of the 'Replicated Data Zones' model in which new data is created at a
Master site and the slave sites synchronize with the master site. The user list and resource
list are distinct across zones. The data created at the master are copied over to the slave
zone. The slave zone can create additional derived objects and metadata but these may



not be shared back to the Master Zone. (PDB federation model)

5.6 Snow-Flake Zones

This is a variation of the 'Master-Slave Zones' model, One can view this as a hierarchical
model, where a Master Zone creates the data that is copied to the slave zones, whose data
in turn gets copied into other slave zones lower in the hierarchy. Each level of the
hierarchy can create new derived products of data and metadata, can have their own
client base, and can choose to propagate only a subset of their holdings to their slave
zones. (CMS federation model [23]).

5.7 User and Data Replica Zones

This is another variation of the 'Replicated Data Zones' where not just the data get
replicated but also user names are exchanged. This model allows users to access data in
any zone. This model can be used for wide-area enterprises where users travel across
zones and would like to access data from their current locations for improved
performance. (Web cache federation model)

5.8 Nomadic Zones - SRB in a Box

In this model, a user might have a small zone on a laptop or other desktop systems that
are not always connected to other zones. The user during his times of non-connectedness
can create new data and metadata. The user on connecting to the parent zone will then
synchronize and exchange new data and metadata across the user-zone and the parent
zone. This model is useful for users who have their own zones on laptops. It is also
useful for zones that are created for ships and nomadic scientists in the field who
periodically synchronize with a parent zone. (SIOExplorer federation model)

5.9 Free-floating Zones — myZone

This is a variation of the "Nomadic Zone' model having multiple stand-alone zones but no
parent zone. These zones can be considered peers and possibly have very few users and
resources. These zones can be seen as isolated systems running by themselves (like a PC)
without any interaction with other zones, but with a slight difference. These zones
occasionally "talk" to each other and exchange data and collections. This is similar to
what happens when we exchange files using zip drives or CDs or as occasional network
neighbors. This system has a good level of autonomy and isolation with controlled data
sharing. (Peer-to-peer or Napster federation model)

5.10 Archival Zone, BackUp Zone

In this model, there can be multiple zones with an additional zone called the archive. The
main purpose of this is to create an archive of the holdings of the first set of zones. Each
zone in the first set can designate the collections that need to be archived. This provides

for backup copies for zones which by themselves might be fully running on spinning
disk. (SDSC backup federation model, NASA backup federation model [29])
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6 Grid Dataflow

A second research area is support for data flow environments, in which state information
is kept about the processing steps that have been applied to each digital entity in a work
set.

6.1 Need for peer-to-peer Data Grid Dataflows

A dataflow executes multiple tasks. Each task might require: different resources; access
to different data collections for input; storage of output products onto physically
distributed resources within a data grid; and disparate services that might be in the form
of web/grid services or simply executables of an application. The dataflow is described in
a data grid language. The dataflow is executed through a dataflow engine. Each
dataflow engine needs to be able to communicate with other dataflow engines in a peer-
to-peer federation for coordination. This allows dynamic distributed execution, without
having to specify a pre-planned schedule.

Placement scheduling is still required to find the right location for execution of each task.
In the data grid, the tasks in the dataflow could be executed in any of distributed
resources within the participating administrative domains. In general the following
factors must be considered for dataflow scheduling:

Appropriateness of a given resource for a particular task: Is there enough
disk space to hold result sets, and is the compute resource powerful enough to
execute the task within a desired time? Are the tasks sufficiently small that they
could be processed by less powerful systems?

Management of data movement: How can the amount of data moved for both
input and output files and for the executable be minimized?

Co-location of dependent tasks: How can tasks be co-located on the same
administrative domain or resource to minimize coordination messages that have to
be sent across the network?

6.2 Grid Dataflow System Requirements
Collections of data sets can be manipulated in a Data Grid dataflow. Instead of creating a
separate dataflow for each file, state information can be maintained about the aggregated
set of files for which processes have been applied. Related issues are:
Management of processing state: (e.g.) What information needs to be
maintained about each process?
Control procedures: (e.g.) What types of control mechanisms are needed to
support loops over collections?
Dynamic status queries: (e.g.) Can a process detect the state of completion of
other processes through knowledge of the placement schedule?

6.3 Data Grid Language

The SDSC Matrix project [33], funded by the NSF Grid Physics Network (GriPhyN)
[30], NIH Biomedical Informatics Research Network (BIRN) [8] and NSF Southern
California Earthquake Center (SCEC) [31], has developed a data grid language to
describe grid dataflow. Just like SQL (Structured Query Language) is used to interact
with the databases, the Data Grid Language (DGL) is used to interact with the data grids
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and dataflow environments. DGL is XML-based and uses a standard schema that
describes:
Control-based dataflow structures. These include sequential, parallel, and
aggregated process execution.
Context-based dataflow structures. These include barriers (synchronization points
or milestones), “For loops” (iteration over task sets) and “For Each loops”
(iteration over collection of files).
Event Condition Alternate Action (ECA) rules. Any event in the workflow
engine like completion or start of a task could be used to trigger a condition to be
evaluated dynamically and execute any of the alternate dataflow actions. The
conditions could be described using XQuery or any other language that would be
understood by the dataflow engine. This allows other useful or simple workflow
query languages to be used along with DGL.
Variables. Both global variables and local variables can be managed for the
dataflow. The variables are related to the dataflow, rather than an individual file
that is manipulated by the dataflow. Hierarchical scoping is used to restrict the
use of the dataflow variables to aggregates of processes.
Discovery. Queries from external grid processes are supported for determining
the completion status of a process and the state of variables.
A simple example of the use of dataflow systems is the management of the ingestion of a
collection into a data grid. The SCEC project implemented the collection ingestion as a
dataflow using the data grid language and executed the dataflow using a SDSC Matrix
Grid workflow engine.

6.4 SDSC Matrix Architecture

The architecture of the SDSC Matrix dataflow engine is shown in Figure 2. The
components are layered on top of agents that can execute either SRB or other processes
(SDSC Data Management Cyberinfrastructure, java classes, WSDL services and other
executables). The matrix dataflow engine tracks the dataflow execution. The dataflow
execution state can be queried by other applications or other dataflows that are executed
by the matrix engine. Persistence of the dataflow execution state is held in memory and
exported to a relational database.

Clients send DGL dataflow requests as SOAP [32] messages to the Java XML (JAXM)
messaging interface (Fig 2). The Matrix web service receives these SOAP messages and
forwards the DGL requests to the Data Grid Request Processor. The Request Processor
parses the DGL requests, which could be either a data grid transaction (new dataflow) or
a status query on another dataflow. A data grid transaction request is a long running
dataflow involving the execution of multiple data management and compute intensive
processes. The Transaction Handler registers a new transaction and starts the book
keeping and execution of the processes. The Status Query Handler is used to query the
state of execution of the transaction and the variables associated with a dataflow. In
Figure 2, the Matrix Engine components shown in white boxes have been implemented
for a stand-alone matrix workflow engine (version 3.1). Those in solid (black) boxes are a
work in progress to provide peer-to-peer grid workflow and involve protocols to
distribute the workflow. The P2P broker will be based on Sangam protocols [34] to
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Figure 2. SDSC Matrix Grid Workflow Engine Architecture for data flows

facilitate Peer-to-peer brokering between workflow engines. The protocols will be
loosely coupled with resource scheduling algorithms.

7 Conclusion

Data grids provide a common infrastructure base upon which multiple types of data
management environments may be implemented. Data grids provide the mechanisms
needed to manage distributed data, the tools that simplify automation of data
management processes, and the logical name spaces needed to assemble collections. The
Storage Resource Broker data grid is an example of a system that has been successfully
applied to a wide variety of scientific disciplines for management of massive collections.
Current research issues include identification of the appropriate approaches for federating
data grids, and the development of capable data flow processing systems for the
management of data manipulation.
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Background

Leeds was a major participant in three projects looking at digital preservation, viz Cedars
[1] (jointly with the Universities of Oxford and Cambridge), CAMiLEON [2] (jointly
with the University of Michigan), and the Representation and Rendering Project [3]. With
this background, work is beginning on setting up a digital curation centre [4]. for UK
academia.

As a result of this work, we strongly favour a policy of retaining the original byte-stream
(or possibly bit-stream, see below) as the master copy, and evolving representation
information (including software tools) over time to guarantee continued access to the
intellectual content of the preserved material. This paper attempts to justify that approach,
and to argue for its technical feasibility and economic good sense.

Thus we need long-term stewardship of the byte-streams, and long-term stewardship of
the representation information. We use the term representation information in the sense
of the OAIS model [5]. The purpose of the representation information is to give future
access to the intellectual content of preserved byte-streams. Without stewardship of the
representation information we would not be exercising stewardship of the preserved data.

Inevitability of Change in the context of long-term
Since computers were invented in the 1940s and 50s, there have many changes in the
representation of data. The binary digit has survived as an abstraction, and in today's

world the byte is a world-wide standard, although we sometimes have to call it an octet.

All we can be certain of for the long-term future is that there will be further change.
However, even though the technology used for representing such bits and bytes has
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changed over time, the abstract concept lives on. Nonetheless, the uses to which those
bits and bytes can be put have grown massively over the years.

Our work has always taken the view that "long-term" means many decades. As digital
information technology is barely 60 years old, and we have already lost all of the
software from the earliest machines, we need to mend our ways. We should plan that our
digital information will still be safe and accessible in 100 years. It is then likely that
developments over that time will render the material safe for millennia. In short, we are
talking of a time span over which all of our existing hardware technology is likely to be
obsolete, and also much of the software.

It is the representation information that makes the bridge between IT practices at the time
of preservation, and IT practices at the time of access to the information.

Abstraction is Vital

We can be confident that the concept of information will survive the passage of time, and
even the concept of digital information. We need to bridge the longevity of the
information concept to the certain mortality of the media on which the data lives. Our
approach is to ensure that everything is represented as a sequence of bytes. We have
confidence that the ability to store a sequence of bytes will survive for many decades, and
probably several centuries. Current technology usually does this by calling this sequence
a file, and storing it in a file system. There are many files in today's computer systems
that had their origins in previous systems.

The challenge that remains is to maintain the ability to extract the information content of
such byte-streams. The knowledge of the formats of such preserved data is itself
information, and is amenable to being represented digitally, and is thus amenable to
preservation by the same means as we use for the data itself.

By taking this focus on the storage of a stream of bytes, we divide the problem into two.

1. Providing media for storage, and copying byte-streams from older technology to
newer technology.

2. Maintaining knowledge of the data formats, and retaining the ability to process
these data formats in a cost-effective manner.

The OALIS representation net is the means by which the knowledge is retained. By
treating all data as an abstract byte-stream at the lowest level, we have a common frame
of reference in which we can record representation information, independent of any
particular data storage technology, and any particular data storing institution. We have a
framework in which representation information will be globally relevant.
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Keep the Original Data

We have no faith in long-lived media [6]. Our approach is always to keep the original
data as an abstract byte-stream and to regard it as the master.

Why? Because it is the only way to be sure that nothing is lost. Format conversion can
lose data through moving to a representation incapable of handling all the properties of
the original. It can also lose data through simple software error in the conversion process
that goes undetected until it is too late to read the previous data.

One of us (DH) has personal experience of both situations. One in which the data was
damaged, and one in which potential damage was avoided by keeping the original and
producing a format conversion tool.

How? We certainly cannot preserve the medium upon which the data is stored. In Cedars
we developed the concept of an underlying abstract form which enabled us to convert
any digital object into a byte-stream from which we could regenerate the significant
properties of the original. Our approach is to preserve this byte-stream indefinitely,
copying it unchanged as storage technology evolves.

The question then remains as to how we continue to have access fo the intellectual
content (another Cedars phrase) of the data, and not merely a stream of bytes. Our answer
to this is that we evolve the representation information over time so that it provides us
with the means to transform our original into a form that can be processed with the tools
current at the time of access. We believe that our work in the CAMiIiLEON project has
shown this to be feasible in the case of a very difficult original digital object of great
historical importance. Using emulation we successfully preserved the accessibility of the
BBC's "Domesday" project, see below and [16].

The very essence involves identifying appropriate abstractions, and then using them as
the focus of the rendering software. We achieve longevity by arranging that the rendering
software is implemented so as remain operational over the decades. The application of
our approach to emulation is covered in Emulation, Preservation and Abstraction [7]. We
have also investigated the same technique of retention of the original binary data coupled
with evolving software tools in the context of format migration [8].

Format Conversion — when?

It is obvious that when data is to be accessed some time after its initial collection, the
technology involved in this access will differ markedly from that in use when data
collection took place. There is also the real possibility that other technologies have been

and gone in the interim. Thus, format conversion is inevitable.

For data held in currently common formats, the amount of representation information
needed is trivial. Meaningful access to the data normally happens at the click of a mouse.
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A current computer platform will render a PDF file merely by being told that the format
is PDF. Conversely, faced with an EBCDIC file of IBM SCRIPT mark-up, the same
current platform might well render something with little resemblance to the original,
whereas back in 1975, the file could be rendered as formatted text with minimal
formality.

However, if we have representation information for IBM SCRIPT files that points us at
appropriate software for rendering the file contents on current platforms, the historic data
becomes accessible to today's users. Alternatively, we could have converted all the
world's IBM SCRIPT files into Word-for-Windows, or L*TgX, or .... We could argue
about the choice until all the current formats become obsolete, and we could well have
chosen a format that itself quickly became obsolete. We could have been tempted to
convert from EBCDIC to ASCII, but that could have lost information because EBCDIC
has a few more characters than ASCIIL.

We recommend that the format of preserved data be converted only when access is
required to the data, i.e. on creation of the Dissemination Information Package (DIP). For
a popular item, it would obviously make sense to cache the DIP, but not to allow the
reformatted DIP to replace the original as master. This means that the tracking of
developments in storage technology involves only the copying of byte-streams.
Moreover, when the format conversion has to be done, there will be improved
computational technology with which to do it [9].

Indirection is Vital

There isn't a problem in computer science that cannot be solved by an
extra level of indirection. Anon

The essence of our approach involves keeping the preserved data unchanged, and
ensuring that we always have representation information that tells us how to access it,
rather than repeatedly converting to a format in current use. We take the view that it is
very difficult (impossible?) to provide representation information that will be adequate
for ever. We propose that representation information evolves over time to reflect changes
in IT practice. This clearly implies a structure in which each stored object contains a
pointer to its representation information. This is easily said, but begs the question as to
the nature of the pointer.

We need a pointer that will remain valid over the long-term (i.e. 100 years). We need to
be wary of depending on institutions whose continued existence cannot be guaranteed.

Alongside this need for a pointer, we also have a need for a reference ID for each
preserved object. This needs to be distinct from the location of the object, but there needs
to be a service that translates a reference ID into a current location. This is the essence of
the Cedars architecture [10].
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Reference IDs could be managed locally within an archive store. Such IDs could then be
made global, by naming each archive store, and prefixing each local name with that of the
archive store.

There are various global naming schemes, ISBN, DNS, Java packages, URL, URI, URN,
DOI, etc. It may even be necessary to introduce another one, just because there is no clear
long-term survivor. What is certain is that there have to be authorities that give out
reference IDs and take responsibility for translating these IDs into facilities for access to
the referenced stored objects.

If we grasp the nettle of a global name space for reference IDs of stored objects and keep
the representation information in the same name space, we have the prospect of sharing
the evolving representation information on a world-wide basis. This will imply some
discipline if dangling pointers are to be avoided.

Enhance Representation Nets over time

In the Cedars Project we produced a prototype schema for a representation net following
the OAIS model, and populated it with some examples. After this experience, we had
some new ideas on the schema of the representation net. We believe that it is inevitable
that this area is allowed to develop further, and that operational archives are built so that
evolution in this area is encouraged to take place. We must accept that there is likely to
be revision in the OAIS model itself over the 100 year time-frame.

Also, we could see that to require a fully specified representation net before allowing
ingest could act as a disincentive to preservation of digital objects whose value is not in
doubt. In many cases, representation information existed as textual documentation. An
operational archive needs to be capable of holding representation information in this
purely textual form, although with an ambition to refine it later. Such information would
not actually violate the OAIS model, but there is a danger of being over-prescriptive in
implementing the model. For instance the NISO technical metadata standard for still
images [11] has over 100 elements, at least half of which are compulsory.

For some formats the most useful representation information is in the form of viewing
software. We need our representation nets to enable the discovery of such software (see
below). Many current objects need only to be introduced to a typical desktop computer in
order for them to be rendered. On the other hand, we experimented with obsolete digital
objects (from 1970s and 1980s) in order to see some of the issues likely to arise when our
grandchildren wish to gain access to today's material. We even tried to imagine how we
would have gone about preserving for the long-term future using the technology of the
1970s. It was abundantly clear that ideas are very different now than they were 30 or 40
years ago. We must expect that today's ideas could well be superseded over the long-
term.

In order to accommodate this, we must allow the content of objects in the representation
net to be changed over time, in sharp contrast to the original preserved objects where we
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are recommending retention of original byte-streams. It is vital that the reference ID that
is originally used for representation information is re-used for newer representation
information which gets produced as a result of development of new tools and ideas. That
way, old data gets to benefit from new techniques available for processing it. The
representation information that is being replaced should of course be retained, but with a
new ID, which should then be referenced by the replacement.

Representation Nets should link to software

Our representation nets in Cedars very deliberately contained software, or in some cases
references to it. We have no regrets on this issue. Ideally we want software in source
form in a programming language for which implementations are widely available, but it
seems churlish to refuse to reference the Acrobat viewer as a way of rendering PDF files,
just because we do not have the source, but see example 1 below.

A format conversion program that is known to work correctly on many different data
objects is clearly a valuable resource for access to the stored data, and should be available
via the representation network.

As regards the issue of longevity of such software, we argued earlier for the longevity of
abstract concepts such as bits, bytes and byte-streams. Programming languages are also
abstract concepts, and they too can live for a very long time. Current implementations of
C or FORTRAN will run programs from long ago. Other languages which have been less
widely used also have current implementations that function correctly.

The source text of a format conversion program which is written in a language for which
no implementation is available is still a valuable specification of the format, and has the
benefit of previously proven accuracy. We address the issue of evolving emulator
programs in C-ing Ahead for Digital Longevity [12], which proposes using a subset of C
as the programming language for writing portable emulators.

Examples

We illustrate the way in which we see representation information evolving over time, by
reference to three examples drawn from rather different computational environments.

Example 1: Acrobat files

In today's IT world it is very common to use Adobe Acrobat® portable document format
(PDF) for holding and transmitting electronic forms of what are thought of as printed
documents. The only representation information needed by today's computer user is the
URL for downloading the Acrobat® Reader™. The representation net for PDF files is
basically this single node, detailing how to gain access to the software for rendering the
data. In reality, it should be an array of nodes with elements for different platforms. All
preserved PDF files would reference this one piece of representation information. The
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recent appearance of the GNU open-source Xpdf [13] would be reflected by adding it to
this array.

Example 2: IBM SCRIPT files

One upon a time, the representation information for a preserved IBM SCRIPT file would
point to the IBM SCRIPT program for the IBM/360 platform. Unfortunately we did not
have the OAIS model in the 1970s, but if we had had an OAIS archive for storage of our
VM/CMS data, this is the only representation information that would have been needed.
(Actually the CMS file-type of SCRIPT performed the role of representation information,
much as file extensions do today on a PC.)

As the 30+ years elapsed, our putative OAIS archive would have expanded the
representation information for SCRIPT by information suitable for more current
platforms — including the human readable documentation for a live-ware platform.
There would probably also be reference to the Hercules project [14] which allows
emulation of IBM/360/370 systems of yesteryear. This need to keep up-to-date was
highlighted in the InterPARES project [15].

Example 3: The BBC Domesday Project

In 1986, to commemorate the 900th anniversary of the Domesday Book, the BBC ran a
project to collect a picture of Britain in 1986, to do so using modern technology, and to
preserve the information so as to withstand the ravages of time. This was done using a
micro computer coupled to a Philips LaserVision player, with the data stored on two 12"
video disks. Software was included with the package, some on ROM an some held on the
disks, which then gave an interactive interface to this data. The disks themselves are
robust enough to last a long time, but the device to read them is much more fragile, and
has long since been superseded as a commercial product.

Here we have a clear example where the preservation decisions placed (mis-placed) faith
in the media technology of the day, and more crucially in the survival of the information
technology practices of the time.

The CAMILEON project used this example as a test case to show the effectiveness of
emulation as a preservation technique. A detailed treatment is to be found on the
CAMIiLEON web site [16].

We can look at this example with particular reference to its long-term viability, both with
regard to the original efforts in 1986, and to the emulation work of 2002. We shall use it
to illustrate our ideas about the appropriateness of emulation software as part of the

representation information.

Firstly, a bit of background to the work.
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We have taken our own advice and preserved the data from the original disks as abstract
byte-streams. We can represent this step as the process marked A in the diagram (taken
from reference [7]):

Oiriginal digital Ay Friasansed — Prassrved
obpict h digital object E— digital object
@ @— @
B

G'rrgln.'-il platiorm Emulator 1 4." Emudatar 1.0
e =
i h { q{ |
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Passage of time
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The technique was to show that we could use emulation to bridge from the Original
platform to a different host platform, labelled Host platform 1 in the diagram. The
ingest step (marked A in the diagram) involves identifying the significant properties of
the original. The data consisted of the four disk surfaces, each with 3330 tracks, and some
software in ROM held inside the BBC micro computer. Some tracks were video images
and some held digital data which was often textual. We preserved the ROM contents
straightforwardly as binary files, and made each track of the disk into a binary file of
pixels for the video images, and a straightforward binary file for each of the digital data
tracks. This we claim preserves the significant properties of the software and data
necessary for it to run on the BBC computer with its attached video disk player. An
example representation network describing the capture process was constructed as part of
the Representation and Rendering Project [17]

To demonstrate the validity of this claim, we produced the emulator shown as Emulator
1 on the diagram. The original software relied on an order code and an API (applications
program interface) labelled 1 in the diagram. In order to achieve successful preservation
of this digital object, we need to reproduce this API with software that operates with a
more modern API, labelled 2 in the diagram.

The emulation of the BBC micro-computer was obtained from an open-source emulation

written by an enthusiast (Richard Gellman) and available on the net [18]. Although the
achievements of enthusiasts are not always ideally structured for use in digital
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preservation work, they can often provide a useful starting point for further development.
At the very least the source code can act as a handy reference point for new work.

The emulation of the video disk player was done by our own project staff. This emulation
software then becomes the major component of the representation information for this
data. Its longevity depends crucially on the longevity of the interface labelled 2. Here we
have used code that is written in C, and makes use of only a few Win32-specific API
calls. In other words our interface labelled 2, is not the whole API of Host platform 1,
but only the facilities that we have chosen to use. The move to another platform is made
easier by choosing to use as few as possible of the proprietary features of Host platform
1. We may need to recode a few bits of the screen driving routines, but by and large we
can expect to find on Host platform 2 an API (shown as 3) that has most of the features
needed on the new platform. We expect that a slightly revised emulator called Emulator
1.01 will readily be generated (step B) to run on Host platform 2. Meanwhile, the
preserved digital object will be completely unchanged, as indicated by the large equals
sign.

Example 3: The BBC Domesday Project — Evolution of Representation
Information

At the outset, the storage media consisted of two 12" video disks. The representation
information (a booklet supplied with the disks) basically said buy the appropriate
hardware including the two E-PROM chips holding software that is used in accessing the
video disk player. In addition, the BBC microcomputer had a well documented API for
applications programs. This API (or preferably the subset of this that happened to be
used) provides the interface labelled 1 in the diagram.

Our preservation of the data from its original preservation medium created byte-streams
that closely mirrored the actual physical data addressing. This maximised the validity of
the existing representation information, viz. the documentation of the API mentioned
above.

The emulator then implements this API, opening up the question of the API upon which
it itself runs. Thus we add to the representation information the emulator, and the
information concerning the API needed to run it. This is not yet stored in a real OAIS
archive, but we do have the materials necessary to achieve this, and data from the disks is
stored in our LEEDS archive[19].

Our care in producing an emulation system that is not tied too closely to the platform
upon which it runs illustrates our desire to produce representation information that will
indeed stand the test of time by being easily revised to accommodate newly emerging
technologies. This revised emulator becomes an addition to the representation
information, extending the easy availability of the original data to a new platform.
InterPARES [15] identified clearly the desire of users to access the material on the
technology of their own time.
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So why emulate in this case? The interactive nature of the digital object is really a part of
it. There is no readily available current product that reproduces that interaction, so we
treat the interaction software as part of the data to be preserved. On the better examples of
current desk-top hardware, it runs faster than the original.

Share and Cross-Reference Representation Nets

We have argued earlier for the impossibility of producing an adequate standard for
representation information which will retain its relevance over the decades. To attempt to
do so would stifle research and development. We must therefore expect that different data
storage organisations may develop different forms of Representation Information.
Initiatives such as the PRONOM [20] file format database and the proposed Global File
Format Registry will also produce valuable resources that should be linked from
representation information.

It would seem that collaboration should be the watchword here.

The emerging solutions for IBM SCRIPT files in example 2 are likely to be applicable to
any institution holding such data. With our proposed global namespace, they can all
reference the same representation net, and benefit from advancing knowledge on the
rendering of such files.

Global Considerations

The implementation of preservation on a global basis means that there will be no overall
command. Co-operation will have to be by agreement rather than by diktat. This situation
has some aspects that resemble the problems of achieving true long-term preservation.
We cannot predict the future accurately, nor can we control it to any great extent, so the
ambition to operate on a global scale despite being unable to control activities
everywhere in the world sits well with the need for future-proofing. The future is another
country whose customs and practices we cannot know.

Referential Integrity

We are proposing that no object that has a name in the digital store is ever deleted. It may
be modified, but never deleted. Thus, anyone may use a reference to an object in the
OALIS digital storage world confident that it will never become a dangling pointer.

However, the representation information in any OAIS archive will need to refer to
information outside its control. (This is actually an inevitable consequence of Godel's
incompleteness theorem — reflected in Cedars by describing nodes holding such
references as Godel ends.) Many of these external references will relate to the current
practice of the time.

A vital part of the management of such an archive will involve keeping an inventory of
all such external references, and maintaining a process of review of the inventory in the
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search for things that are no longer generally understood or refer to information that is no
longer available. The remedy in such cases is to update the referring nodes to reflect the
new realities. Clearly it is in the interests of good management to try to keep such nodes
to a minimum.

For example, a store would have a single node that describes the current version of
Microsoft Word to which the representation information for any ingested Word file
would refer. When this version becomes obsolete, this one node is updated with
information on how to access data in the old format, or to convert to a newer format.

The two level naming proposed earlier helps greatly in implementation of such a policy.
Digital Curation in the UK

The education funding authorities in Britain are currently in the process of setting up a
digital curation centre [4]. This is seen as a centre for oversight and co-ordination of
digital storage, and for R&D. The decision was announced shortly before Christmas. The
centre will be based in Edinburgh, the home of the existing e-Science Centre [21], and
EDINA [22].

The centre will not be a repository for the data itself.

It will provide consultancy and advice services, and a directory of standard file formats.

There will be a significant research activity, and a particular focus on digital integration,
the enabling of research combining data from different sources.

Academia is addressing its own problems, but what about the rest of the world of digital
information, e.g. engineering data? How confident are we that the CAD data for nuclear
power stations has an appropriate lifetime, or even half-life?

Summary

We argue strongly for retention of the original in the form of a byte-stream derived as
simply as possible from the original data, and for the use of representation information to
enable continued access to the intellectual content.

We take the view that for much material it is impossible to have perfect representation
information at the time of ingest, but that we must preserve the data and develop its

representation information over time.

Ideas on the nature of representation information will evolve over time. We must have
systems capable of taking on board changing schemas of representation information.

A two-level naming system, separating reference ID from location (and translating
between them) should be the practice for implementing pointers in an OAIS archive, as a
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prerequisite for our proposed policy of evolving representation information over time,
and sharing it on a global scale.

A Footnote on Bits versus Bytes

The OAIS model uses the bit as the lowest level. However, the byte is the ubiquitous unit
of data storage. In today's systems one cannot see how the bits are packed into bytes.
When a file is copied from one medium to another we know that whether we read the
original or the copy, we shall see the same sequence of bytes, but we know nothing of the
ordering of bits within the byte, and these may be different on the two media types. On
some media (e.g. 9-track tape) the bits are stored side-by-side.

Pragmatically, we regard the byte as the indivisible unit of storage. If the OAIS model
requires us to use bits, then we shall have a single definition of the assembly of bits into a
byte. This would enable us unambiguously to refer to the millionth bit in a file, but not
constrain us to hold it immediately before the million-and-oneth bit.

References:

[1] Cedars project http://www.leeds.ac.uk/cedars/

[2] CAMILEON project http://www.si.umich.edu/CAMILEON/

[3] Representation and Rendering Project http://www.leeds.ac.uk/reprend/

[4] UK National Digital Curation Centre

http://www jisc.ac.uk/index.cfm?name=funding_digcentre

[5] Reference Model for an Open Archival Information System (OAIS) ISO 14721:2002:
http://www.ccsds.org/documents/pdf/CCSDS-650.0-B-1.pdf

[6] The Medium is NOT the message. Fifth NASA Goddard Conference on Mass Storage
Systems and Technologies NASA publication 3340, September 1996. http://esdis-
it.gsfc.nasa.gov/MSST/conf1996/A6_07Holdsworth.html

[7] Emulation, Preservation and Abstraction, RLG DigiNews vol5 no4, 2001.
http://www.rlg.org/preserv/diginews/diginews5-4.html#feature2

[8] Research and Advances Technology for Digital Technology : 6th European
Conference, ECDL 2002
http://www.springerlink.com/openurl.asp?genre=article &issn=0302-

9743 &volume=2458 &spage=516

[9] Migration - A CAMILEON discussion paper —Paul Wheatley, Ariadne, Issue
29(September 2001 ) http://www.ariadne.ac.uk/issue29/camileon/

[10] Cedars architecture. http://www.leeds.ac.uk/cedars/archive/architecture.html
[11] NISO technical metadata standard for still images.
http://www.niso.org/committees/committee_au.html

[12] C-ing Ahead for Digital Longevity
http://www.leeds.ac.uk/CAMiILEON/dh/cingahd.html

[13] Xpdf Acrobat® renderer http://www.foolabs.com/xpdf/about.html

[14] Hercules IBM Emulator http://www.schaefernet.de/hercules/index.html

[15] InterPARES project http://www.interpares.org/book/index.ctfm, see also [23
[16] Domesday. http://www.si.umich.edu/CAMILEON/domesday/domesday.html

28



[17] Representation and Rendering Project case study
http://www.leeds.ac.uk/reprend/repnet/casestudy.html

[18] Richard Gellman and David Gilbert, BBC Emulator
http://www.mikebuk.dsl.pipex.com/beebem/

[19] LEEDS archive http://www.leeds.ac.uk/iss/systems/archive/
[20] PRONOM http://www.records.pro.gov.uk/pronom/

[21] EDINA http://www.edina.ac.uk/

[22] UK National e-Science Centre http://www.nesc.ac.uk/

[23] InterPARES? http://www.interpares.org/ip2.htm

29



30



FIBRE CHANNEL and IP SAN INTEGRATION

Henry Yang
McDATA Corporation
4 McDATA Parkway, Broomfield, CO 80021,
Tel: +1-720-558-4418
e-mail: Henry.yang@McDATA.com

Abstract

The maturity and mission-critical deployment of Fibre Channel (FC) in storage area
networks (SANs) creates a unique class of multi-terabit networks with demanding
throughput, latency, scalability, robustness, and availability requirements. This paper
reviews the state of and critical system-level requirements for SANs. It describes how
Internet SCSI (iSCSI), FC over IP (FCIP), and Internet FC Protocol (iFCP) integrate with
FC SANs and discusses associated benefits and challenges. Finally, the paper examines
case studies in performance and protocol tuning in high-speed, long-delay networks,
which are increasingly critical for FC-to-IP integration opportunities and challenges.

1.0 Introduction

Information technology (IT) is a key driver and challenge for businesses, government,
and research/development centers. Data centers are a critical asset and provide the
infrastructure that houses information processing, storage, and communication resources.
Corporations are under tremendous pressure to manage return on investment, massive
growth in information processing and storage needs at a global scale, management,
performance, availability, and scalability requirements, and the IT infrastructure. To add
to the challenges, there are many new technology and deployment decisions that have
significant implications in terms of value and impact to the data center.

SANSs are a critical part of the data center, and are based on high speed, high bandwidth,
low latency, and low error rate interconnects for scaling application, database, file, and
storage services. FC is the key technology and standard that drive rapid growth of SAN
deployment. The development of global and distributed file systems, content-addressable
storage, object-oriented storage, cluster and blade servers, and utility computing is
driving more integrated IP and FC network usage. The evolution of the data center and
new information and computing trends drives the data center toward a more dynamic
resource and performance provisioning and management model, which demands more
efficient and scalable computing, information storage, and networking. In addition,
business and operational requirements in the data center drive the scaling and evolution
of larger SANs encompassing metropolitan and wide-area distances, high security and
availability, and multi-protocol networks. In the face of these trends, ease of use,
configuration, and management of the SAN is even more important.

This paper reviews important requirements and deployment examples. It describes
emerging IP SAN technologies and how these technologies interface and integrate with
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FC. It also examines several protocol and design considerations, system-level behaviors,
and areas that need further research and enhancement. This paper leverages the efforts of
many engineers, architects, and researchers from the industry. The paper uses their
findings and recommendations, and tries to relate them to SAN applications.

2.0 The FC SAN Today

2.1 FC SAN Overview

FC technology [1] and product deployment has evolved from 1 gigabit per second (Gbps)
to 2 Gbps links, and there is development to introduce 4 Gbps and 10 Gbps links. An FC
network or fabric is a multi-terabit, low-latency switching network, mainly used to
interconnect servers to storage. Although a FC fabric is designed to support any-to-any
connectivity, the actual use tends to be some-to-some. Each server talks to a few storage
devices or each storage device talks to a few servers, with occasional traffic for backup or
other purposes involving devices shared by many sets of storage and servers. Deployment
of mid-range to high-end FC fabrics is based on FC directors [2], which are high-
availability switches with high-aggregate switching bandwidth and high port density. For
the edge part of a large or small fabric, smaller and lower-cost FC switches are typically
used. Directors and switches use one or more interswitch links (ISLs) to connect and
form a larger fabric. It is common to deploy one or more isolated FC fabrics, called SAN
islands. SANs are also extended to campus, metropolitan, and wide-area distances using
T1/T3, ATM, IP, SONET, dark fiber, and DWDM technologies.

E= Servers/Blade Servers

st

’ Switch H Switch H Switch H Switch H Switch H Switch H Switch H Switch H Switch H Switch ‘
Eﬁ Director Director X Inter-Switch
- | Link (ISL)

Servers/Blade Servers

Figure 1 Example of a Large FC Fabric

Figure 1 shows an example of a large (approximately 1000 node) fabric, with directors
and switches configured to provide high availability and high-aggregate bandwidth.
Servers are typically aggregated at the edge of the fabric, and storage arrays are typically
configured near the core of the fabric. It is typical to over-subscribe server link
bandwidth in comparison to storage array link bandwidth (more servers with respect to a
given storage array). A network of directors forms the core (or backbone) of the fabric.
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For a fabric to be operational, there is a fabric initialization, involving all switches,
directors, and devices. Initialization steps include parameter exchanges, Principal Switch
selection, address assignment, path computation, and zone merge operations. As part of
the path computation, directors and switches in a fabric run Fabric Shortest Path First
(FSPF) routing protocol to build the forwarding data base. FSPF is a link state protocol
that computes shortest path routes for frame forwarding. Within a FC fabric, there are
name services and state change notification protocol services for resource discovery,
configuration, and change management. FC zoning is an overlay network mechanism to
limit the visibility and connectivity of servers to storage devices. A device can be in one
or more zones, thereby enabling the sharing of servers (or clusters of servers) and storage
resources. When an ISL changes state, all these protocols normally run, and when an end
device comes up or goes down, name services and state change notification services run.
These services consume more and more resources as the fabric size grows.

2.2 Traffic Patterns in Fibre Channel

Most FC traffic uses the SCSI-FCP protocol [4] on top of FC Class 3 (unacknowledged
datagram) service. SCSI-FCP is a request-response protocol that provides frame
sequencing within transactions provided by lower-layer FC protocols. On frame loss or
error, the protocol performs a transaction-level time out and retransmission. No
retransmission of individual frames is supported. Time-out values are typically pre-
configured and not based on actual round trip delay. The performance of SCSI-FCP is
therefore sensitive to frame loss or frame level errors. Table 1 shows example read and
write transactions and protocols frames.

Transaction | Protocol Direction Frame Type Typical Frame Length
Read Server to Storage FCP _CMD (Read) 68 Bytes
Storage to Server FCP XFER RDY 48 Bytes
Storage to Server FCP _DATA (one or | Up to 2084 Bytes
more)
Storage to Server FCP RSP 64 Bytes
Write Server to Storage FCP CMD (Write) 68 Bytes
Storage to Server FCP XFER RDY 48 Bytes
Server to Storage FCP_DATA (one or | Up to 2084 Bytes
more)
Storage to Server FCP_RSP 64 Bytes

Table 1 Example SCSI-FCP Read and Write Protocol Frames

As bandwidth and delay product increases, it is critical to understand performance tuning
and error recovery mechanisms. For configurations with long delay, it is important to
consider the way data is moved (write or read). As shown in Table 1, the write
transaction has one additional round trip delay more than the read transaction. Therefore,
the read operation is faster when network delay is long.
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2.3 Critical Factors in SAN Deployment

SAN deployments today range from small fabrics with less than 100 devices to large
fabrics with several thousand devices. The following are factors critical to SAN design
and deployment:

High availability: The impact of down-time and lost of information to business is
severe. High availability requirements are quantified to vary from several 9’s, to
99.999%, to no down time. Most highly available fabrics are based on dual-rail
redundancy and highly available directors, switches, and gateways. Servers and
storage devices may have redundant paths through one fabric or through separate
redundant fabrics with no shared single point of failure. Directors and some
switches are designed with high-availability features, including fully redundant
and hot swappable field-replaceable units (FRUs) and hot software download and
activation, meaning that operation may continue through a software upgrade.

Robustness and stability: Some FC servers, associated host bus adapters (HBAs)
and storage devices are extremely sensitive to frame loss and frame out of order
delivery. Error recovery in the SCSI-FCP protocol is based on command and
transaction level time-out and retry. Therefore, SCSI-FCP expects very low
frame loss rate, since frame loss has significant performance impact. The design
of SANSs has to account for the following factors:

o It is important to limit and reduce FC fabric size in terms of number of
switching nodes. The goal is to limit the frequency of fabric initialization,
FSPF route computation, and traffic for state notification and name
services.

o It is critical to ensure there is adequate aggregate bandwidth (fabric-wide
and for individual links), to avoid severe and prolonged congestion. FC
fabrics use a link-level, credit-based flow control, which is useful for
handling short-term, bursty congestion. In FC, it is not common to use
active queue management techniques (e.g., based on random early
detection) to minimize queue build up. It is typical for a FC switch to
discard frames that have been queued for a pre-determined time (e.g., 0.5
to 1.0 second), as part of the stale frame discard policy. As the
deployment of multi-speed (1 Gbps, 2 Gbps, 4 Gbps, and 10 Gbps) ramps
up, the design of the network and switching architecture becomes more
challenging. As the size of network grows, comprehensive congestion
management mechanisms become more critical and current link-level
flow control may no longer be adequate.

Performance: Most FC switches and directors specify best-case frame latency to
be less than a few microseconds. But latency grows with loading and can result
in effective bandwidth to be significantly less than nominal bandwidth. Measured
frame latency at 70% link utilization [3] showed it was 5.2 to 6.5 microseconds
for one vendor’s product and 2.6 to 2222.6 microseconds for another vendor’s
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product. The lesson is that not all switches are designed equal. Switching
architecture issues like head-of-line blocking and internal resource bandwidth
(throughput or frame rate) limitations impact throughput, latency, and congestion
loss, especially at higher offered load.

¢ Distance extension: Requirements for disaster recovery and business continuance
(file/data mirroring, replication, and backup) are driving the deployment of SAN
extension to deliver better performance and availability. In addition to
robustness, stability, and performance considerations, it is important to
understand the configurations, products, and protocols and system tuning
parameters with respect to distance extension technology. We examine this topic
later.

e Scaling the SAN: A large number of FC fabrics deployed today are small islands
of fabrics that are not inter-networked into a large and connected SAN. Reasons
for deploying isolated islands include early adopters learning new technology,
difficulty and lack of confidence in management and operational stability of a
large fabric, and insufficient business and operational drivers (for connecting
islands of FC fabrics). However, there are many benefits of internetworking FC
islands. Resource sharing (such as tape library for backup) and the ability to
dynamically provision and allocate resource are some of the benefits. When
scaling an FC SAN, it is important to maintain performance and availability
properties. Since a FC fabric is similar to an IP layer 2 switching network, it is
important to constrain the number of switches in a fabric so the resulting fabric is
stable and robust. When interconnecting FC fabrics, it is critical to consider
isolating FC fabric local initialization and services, while allowing servers and
storage devices to be interconnected regardless of locality. This is an area of
further research and standardization work, and currently ANSI T11 has a fabric
extension study group addressing these topics.

3.0 FC & IP Integration & Challenges

3.1 IP SAN Developments

The emergence of iSCSI, FCIP, and iFCP standards [5, 6, 7, 8, 9] enables IP technology
to enhance the deployment and benefits of SANs. FCIP and iFCP protocols use a
common framing and encapsulation design. We examine the applicability, design, and
limitations of these technologies in the following sections. These protocols leverage the
matured IPSec standard and technology to enable security (including authentication,
integrity, and privacy). As part of the protocol suite, Internet Storage Name Service
(iISNS) [10] provides a method to manage and configure names, registry, discovery, and
zones for multi-protocol SANs. The use of Service Location Protocols (SLP) [11] to
discover services and resources is another critical part of the standard.
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3.2iSCSI

iSCSI is a SCSI over TCP transport protocol used between a SCSI initiator and a SCSI
target for storage-block level transport of SCSI commands and payloads. iSCSI protocol
uses TCP/IP and IPSec as its network transport and security protocols. It has many
features designed to leverage standard TCP/IP protocols to block storage needs. These
features include the use of multiple TCP connections (for a given session), cyclic
redundancy check (CRC) digests, out of order data placement, and TCP connection
failure recovery options. iISCSI design and analysis have been presented in several papers
[12, 13, 14, 15, 16].
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Figure 2 FC-iSCSI Gateway

In Figure 2, the FC-iSCSI gateway provides the internetworking of iSCSI devices with
FC devices, while communicating with each of the networks appropriately. While the FC
SAN and the IP SAN are operating independently, the gateway maps selected iSCSI
devices into the FC SAN and selected FC devices into the I[P SAN. When a FC server
creates a SCSI-FCP session to a storage device, the gateway intercepts the request and
acts as a proxy for the storage device. On the IP side, the gateway acts as a proxy initiator
(for the server), and creates an iSCSI session for the storage device. The gateway
maintains and manages the state of the gateway portion of supported sessions. For an IP-
based server creating an iSCSI session to a FC storage device, the gateway performs
similar roles as proxy target on iSCSI session and proxy initiator for the SCSI-FCP
session.

An iSCSI gateway performs several important functions, including FCP and iSCSI
session-level protocol translations, command and payload forwarding, error checking,
and command/session-level error propagation. A gateway has to manage device
discovery and registry (on the IP side with an iSNS server, and on the FC side with FC
name services), authentication of FC and IP devices, and mapping of device names to
local addresses, etc. It is important that a gateway is as transparent as possible to the
servers and storage devices using the gateway, while maintaining high data integrity. It
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should have very low latency and sufficient bandwidth to forward commands and
payloads, and support a sufficiently large number of sessions to enable storage
consolidation (a high end storage array on the FC side shared by a large number of IP
based servers). Management of the multi-protocol SAN is a critical part of the
deployment success.

3.3 FCIP

FCIP is a tunneling protocol that transports all FC ISL traffic. Similarly, FCIP uses
TCP/IP as the transport protocol and IPSec for security. A FCIP link tunnels all ISL
traffic between a pair of FC switches, and may have one or more TCP connections
between a pair of IP nodes for the tunnel end points. From the FC fabric view, an FCIP
link is an ISL transporting all FC control and data frames between switches, with the IP
network and protocols invisible. One can configure one or more ISLs (using FCIP links)
between FC switches using FCIP links. Figure 3 shows an example of FCIP links being
used as ISLs between FC switches A and B.
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Figure 3 FC-FCIP Tunnel

A key advantage of the FCIP tunnel approach is transparency to a fabric, as existing
fabric tools and services are used. Once a FCIP link is configured, existing fabric
operations and management continue. Similarly, fabric initialization, FSPF routing
protocol, and name/state change services run transparently over FCIP links. However,
since FC fabric-level control protocols run over the FCIP tunnel, IP and TCP connection
failures can disrupt the FC fabrics on both sides. Given the speed and bandwidth
differences between FC and a typical IP network used to interconnect remote SANs, the
design and management of congestion and over-load conditions is important to
understand.

For the FCIP tunnel, a simple FIFO (first in first out) frame forwarding queue design can
result in head-of-line blocking of fabric initialization protocol frames when the tunnel is
congested, or the TCP connection is in slow-start recovery mode. Another case to
consider is when a SCSI-FCP transaction time out occurs, the entire transaction (such as
1 MB block) might be retransmitted over an FCIP link that is experiencing congestion. In
addition, there might be multiple application streams using the same FCIP link, and there
is no mechanism to help reduce or avoid network congestion. These are possible
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scenarios of overload and congestion that can result in performance and stability issues
that impact the entire fabric. For a medium to large fabric, these are critical issues for
concern. Most FCIP deployments are based on small fabrics, where there are a small
number of devices and switches at each end of the FCIP link, and these issues are less
critical.

3.4 iFCP

iFCP technology is a gateway-to-gateway protocol for providing FC device-to-FC device
communication over TCP/IP. For each pair of FC devices, there is an iFCP session
created between a pair of gateways supporting the devices. An iFCP session uses a TCP
connection for transport and IPSec for security, and manages FC frame transport, data
integrity, address translation, and session management for a pair of FC devices. Since an
iFCP gateway handles the communications between a pair of FC devices, it only
transports device-to-device frames over the session, and, hence, the FC fabrics across the
session are fully isolated and independent. This is a major difference between iFCP and
FCIP, in that FCIP builds an extended fabric, tunneled over IP.

In contrast to an FC-iSCSI gateway, an iFCP gateway transports FC device-to-device
frames over TCP, and in most cases original FC frames, including the original CRC and
frame delimiters, are transported. An FC-iSCSI gateway terminates and translates SCSI-
FCP protocol from the FC side and similarly terminates and translates iSCSI protocol
from the IP side.
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Figure 4 FC-iFCP Gateway

The iFCP draft standard specifies an address-translation mode as well as an address-
transparent mode, depending on whether the FC addresses of devices are translated or
not. An FC device exchanges login and protocol parameters with another FC device using
FC link service protocol frames as part of the session creation and parameter exchange
protocol. In address-translation mode, a gateway intercepts these device-to-device link
service protocol frames and translates device addresses embedded in the frames. It
regenerates frame CRCs when the original frame content is changed, which imposes
extra overhead on the iFCP gateway. Address translation is a particularly useful feature
when interconnecting FC fabrics. It enables installation of a gateway between existing
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fabrics without requiring fabric address changes. A gateway manages the session state,
addresses translation and mapping, and provides proxy functions for remote devices. In
addition, a gateway performs security functions (like authentication of devices), and
works with an iISNS server for registry and discovery functions.

The configuration and management of an iFCP gateway is more involved than for an
FCIP gateway, as each device-device session has to be set up. Also, an iFCP gateway has
more device proxy-related states to manage. As the number of device-to-device sessions
increases, an iFCP gateway design becomes more complex and may result in
performance and stability issues. However, one can use admission control techniques to
limit the number iFCP sessions allowed for a gateway. Since an iFCP gateway is
managing device-to-device communications, it can enforce some degree of flow control
by pacing command forwarding at the time of congestion. The iFCP specification allows
an optional unbounded connection feature, which sets up and uses a pool of backup TCP
connections for fast-session fail-over support. This assists a gateway in providing faster
connection fail-over.

3.5 TCP/IP & Transport Protocol Discussions

Some classes of applications have different requirements for transport services and
protocols. For example, applications that prefer timeliness in delivery over reliable data
delivery (such as RealAudio, Voice over IP) prefer a different transport service and
protocol design [17] than that of TCP. Also, for applications that prefer a different type of
fault tolerance, reliability, and a non-byte stream-oriented transport service, a different
type of transport protocol might be needed (such as Stream Control Transmission
Protocol (SCTP) [18]). These are examples of new transport protocol research and
standard development activities. TCP protocol is undergoing many enhancements to
improve performance under different operating conditions, and these enhancements
include High Performance Extensions (TCP Window Scaling Option, Round-Trip Time
Measurements, Protect Against Wrapped Sequence Numbers) [19], Selective Ack Option
[20, 21], Explicit Congestion Notification [22, 23], Eifel Detection Algorithm [24], and
High Speed TCP (HSTCP) [25].

As part of the design considerations for an I[P SAN, the design and tuning of TCP for the
SAN is critical. For iSCSI servers and storage devices, the design and tuning of protocol
off-load, zero-copy, interrupt coalescing, and buffer-MTU-MSS tuning are critical (MTU
is the maximum transfer unit, MSS is the maximum segment size). For iSCSI, FCIP, and
iIFCP gateway design, buffer-MTU-MSS tuning is very critical and several of the
aforementioned TCP enhancements are important considerations for scaling the IP SAN
for 1 to 10 Gbps speeds. For long and fast network (LFN), HSTCP enhancement is an
important design. Multiple TCP connections for iSCSI, FCIP link, and unbounded iFCP
connections are critical considerations for load balancing and high availability.

In addition to the IP based transport, there are developments for operating Gigabit

Ethernet and FC protocol directly over SONET-based transports for Generic Frame
Protocol ITU-T G.7041 standards [26].
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4.0 Some Case Studies

4.1 Experiment of 10 Gbps Transcontinental Data Access

As part of the Supercomputing Conference 2002 demonstration of SAN extension over a
multi-gigabit transcontinental network, [27] test results of an FC SAN interconnected
with iFCP gateways over a 10 Gbps link from San Diego to Baltimore were presented.
Figure 5 shows the configurations used for the experiment.

IP Switch/Router IP Switch/Router

FC Switch

i

IP SAN GW Force 10
12000

Figure 5 Schematic of Data Access for the SC'02 demonstration

The Supercomputing ’02 experiment proves the operation of a network running FC over
IP network, using iFCP gateways, between the San Diego Supercomputer Center (SDSC)
and the SDSC booth in Baltimore. The experiment demonstrates that FC traffic, using
iFCP gateways, runs over a 10 Gbps link in excess of 2,600 miles, with a round-trip
latency of 70 to 90 milliseconds. Aggregate throughput was relatively constant at 717
MB/s, and read performance was slightly better than write performance. In addition to the
IP/iFCP based demo [27], there was another experiment of FC traffic over FCIP using a
10 Gbps SONET link, configured between the Pittsburgh Supercomputing Center (PSC)
booth and the SDSC booth at the SC’02 show.
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4.2 Remote Mirroring
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Figure 6 Remote Mirroring — Throughput vs Delay

When performing remote mirroring of logical units (LUNSs), remote copy operations must
synchronize data copied to each of the LUNSs to ensure data coherency within the mirror
group. The effective throughput of the remote mirroring of 12 LUNs was shown to drop
from 25 MBps to about 5 MBps as the round trip delay increases from 0 to 10 ms, as
shown in Figure 6 [28]. It is important to configure and tune file and block size, MTU,

MSS, and synchronization rate. In addition, the use of compression to reduce the amount
of data transfer is important.

4.3 Delay and Cache Effect on I/O Workload
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Figure 7 Delay and Cache Effect of PostMark Experiment

PostMark was used to test the delay and cache sensitivity of the I/O workload of a large
email server [29]. Figure 7 shows the PostMark transactions rate of I/O from a FreeBSD
host to a storage element (SE) with varying delays (to the SE) and cache sizes in
FreeBSD VM cache. The transaction rate declines as the delay is increased, and with
larger cache sizes the transaction rate increases. Application performance sensitivity with
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respect to delay and error recovery is an area that needs further research and
understanding.

4.4 Long Fast Network Experiment

In another case [30], the University of Tokyo conducted an experiment using ‘iperf’
running TCP between Maryland and Tokyo, traversing the Abilene and APAN networks.
The result was surprising in that Fast Ethernet is sometimes faster than Gigabit Ethernet
on LFN. The main cause of the throughput degradation with Gigabit Ethernet LFN tests
was congestion overflow of an intermediate router, resulting in cranking of TCP time out,
slow start and congestion control mechanisms. Transmission rate control is important to
mitigate the overflow in the bottleneck’s buffer in addition to the window size control.
Therefore, transmit rate or bandwidth limiting is another important mechanism that
avoids or mitigates the impact of congestion overflow in an intermediate network.

4.5 Fast Write

We examine a method to improve the write performance over a long delay network. As
shown in Table 1, a SCSI write transaction incurs two round trip delays for a data block.
The maximum block size is determined by the target (storage) device’s buffer capacity
and is specified by the target in the XFR_RDY message. For example, writing one MB of
data using 64 KB blocks takes 16 transactions, which is 32 round trips plus data transfer
time. Fast Write [31] is a way to minimize round-trip delay overhead and accelerate SCSI
write performance leveraging a gateway’s buffer capacity. The XFR RDY is spoofed by
the gateway on the initiator (server) side of the network, and the data is buffered by the
gateway on the target side of the network until the target sends its own XFR RDY. In
addition, the use of TCP protocol with selective retransmission (on error) provides better
frame loss recovery than retransmitting the entire block on timeout (as in the SCSI-FCP
case). With Fast Write, the number of round trip involved for a 1 MB transfer is reduced
to two round trips.
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Figure 8 Fast Write Example
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Figure 8 shows an example of Fast Write, where a 1 MB transfer is negotiated between
the source and the left-hand gateway as well as between the two gateways. For the write
operations between the final gateway and destination, the maximum block size is
specified by the destination. Most of the round-trips required are over the SAN between
the right-hand gateway and destination. Therefore, the SAN should have higher
bandwidth, lower latency, and lower error rate than the WAN connection between
gateways. Fast Write is an innovative method of using standard protocols to leverage the
capability of a gateway and leverage TCP protocol benefits over WAN.

5.0 Summary

We present several of the critical requirements and best practices for FC SAN
deployments. We examine I[P SAN technologies and protocols, and show that FC and IP
integration works well - integrated SANs are a critical part of today’s data center. We
explore how several new high-speed protocol extensions work, and areas that need
further research and development. The deployment of high-speed and long-distance
networks for data centers (while providing good performance and reliability) is becoming
very important and has potential value as well as challenges.
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1 Introduction

The longevity of many data formats is uncertain at best, and more often is disturbingly
brief. Maintenance of backwards compatibility of proprietary formats is frustratingly
limited. The physical media that store digital data are ephemeral. Even if the data are
properly preserved, the information that allows the data to be searched and which
maintains the context of the data is often lost, threatening data utility. These are only a
few of the formidable problems that threaten the long-term preservation and long-term
use of digital data.

Over the past decade, much has been written about the problems of long-term digital
preservation (see for example [14], [15], [32], [38], and [39]). Many approaches or
strategies to address these problems have been proposed (see for example [7], [10], and
[32]), and a number of prototypes and test beds have been implemented (see for example
[44]). No one has developed a comprehensive solution to these problems. In fact, there
may not be a single solution.

Most of the literature applies directly to the needs of libraries, museums, and records
management organizations. Only rarely are issues related to preservation of science data
discussed directly. Stewards of scientific data often face much different issues than the
typical library, museum, or records archive. Some issues are simpler others more
complex.

In this paper, we provide a brief history of data stewardship, particularly science data
stewardship, define long-term stewardship; and discuss some of the problems faced by
data managers. We describe a broad array of data stewardship issues, but we will focus
on those that are particularly amenable to technological solutions or that are exacerbated
when archives are geographically distributed.

2 A Brief History of Scientific Data Stewardship
A cursory review of scientific data stewardship as a discipline distinct from document

preservation or records management suggests that it is a fairly recent concept. For most
of human history, what little scientific data existed was recorded in notebooks, logs or
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maps. With luck, a library or archive would collect and preserve these logs and maps.
The archives may have been maintained by the church, a professional society, or perhaps
were established through government regulation, but it was generally an ad hoc affair.
Unless a potential data user was already aware of the existence and location of certain
“data set,” it was extremely difficult to find and access the data.

The establishment and growth of academic and public libraries in more recent centuries
greatly improved data preservation and access. Libraries were at the forefront of new data
cataloging, indexing, and access schemes; librarians were critical data stewards. Yet the
“data” were still primarily in the form of monographs and logbooks, and, logically,
libraries focused more on books, journals, and other publications more concerned with
data analysis. (Maps may have been as readily archived as books and journals). It wasn’t
until the establishment of the World Data Centers (WDCs) in 1957-1958 that the concept
of a publicly funded facility specifically charged with providing data access and
preservation became prominent [1].

The World Data Center system originally archived and distributed the data collected
during the International Geophysical Year [1]. The data in question were generally small
in volume and certainly not digital, but the concept that an institution would focus on the
preservation and distribution of raw data as opposed to the interpretation of those data
was revolutionary. Furthermore, the WDCs were organized by disciplines such as
glaciology and meteorology. This helped reinforce an association between discipline-
specific science and data stewardship.

Since then, the number of discipline-specific data centers has grown. In the US a total of
nine national data centers were established, primarily sponsored by NOAA, DOE, USGS
and NASA [2] to archive and distribute data in disciplines such as space science,
seismology, and socioeconomics. The development of these world and national centers
made finding relevant data a little simpler. Now there was likely to be an organization
that could be queried if only by mail or telephone. If they couldn’t provide the data
directly, they were usually able to provide references to other places to look.

Local and state governments, universities, and even commercial entities have continued
the trend and established a variety of data centers, typically organized around disciplines
or subject areas as diverse as “advertising” [3] or “cancer in Texas” [4]. The Federal
government again made a significant contribution in the early 1990s when NASA
established eight discipline-specific Distributed Active Archive Centers (DAACs) to
collaboratively archive and distribute data from NASA’s Earth Science Enterprise (ESE).

In some ways the DAAC system followed the model of the distributed and discipline-
specific World and National Data Centers, and NASA typically collocated the DAACs
with already established data centers [2]. However there are some key differences in the
approach. On one hand, DAACs are intended to only archive and distribute data during
the most active part of the data life cycle. The DAACs are to transfer their data to a
permanent archive several years after each spacecraft mission in the ESE program ends,
but the details of this transfer are yet to be finalized. On the other hand, an early and
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important goal of the ESE was to make finding and obtaining Earth science data simpler
than it had been.

The DAAC:S are part of a larger system of remote sensing instruments and data systems
called the Earth Observing System (EOS). They are linked together through the EOS
Data and Information System (EOSDIS) Core System (ECS), which provides tools and
hardware to handle ingest, archival, and distribution of the large volumes of data
generated by EOS sensors and heritage data sources. An important component of ECS is
an electronic interface that allows users to search and access the holdings of all of the
DAAC s simultaneously. This interface was initially developed as an independent client
that users would install on their own machine, but shortly after ECS development started,
the first web browsers became available. This led to the development of the EOS Data
Gateway (EDGQG), a web-based search and order tool. Currently the EDG allows search
and access to DAAC data as well as data located at several data centers scattered around
the world.

What is important to note about ECS and the DAACS is that it was arguably the
functional beginning of new model of data management where data archival was
geographically distributed, but search and order were centralized. It is also notable that
this was a newly comprehensive effort to acquire, archive, and provide access to a very
large volume of data but there is still no concrete plan for the long-term disposition of the
data. Both these trends—centralized access to decentralized data and inadequate planning
for long term archival —continue today. Indeed NASA is moving further away from a
data center approach with its new Strategic Evolution of Earth Science Enterprise Data
Systems (SEEDS) [12].

Of course, the World Wide Web has been a major driver in the increased decentralization
of data storage. Furthermore, improved search engines theoretically make it easier than
ever to find data. We have even heard it suggested that Google may be the only search
engine needed. General search engines, however, provide little information to help a user
determine the actual applicability or utility of the data found. Little of the information
currently available on the web has been subject to the levels of peer-review, copyediting,
or quality control traditionally done by data managers or library collection specialists
[18]. Finally, no mechanism ensures the preservation of much of the information
available via the Web. Often web sites cited in a paper are no longer active mere months
after the publication of the paper [43].

There are many efforts underway to address some of the issues inherent in distributed
Earth-science data systems including the overall Web. Some examples of centralized
search tools for distributed scientific data include:

* NASA'’s Global Change Master Directory (GCMD) (http://gcmd.nasa.gov)

* The Distributed Oceanographic Data System
(http://www.unidata.ucar.edu/packages/dods/index.html)
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* The Alexandria Digital Library Project (http://alexandria.ucsb.edu/)

e The National Spatial Data Infrastructure (NSDI)
(http://www.fgdc.gov/nsdi/nsdi.html)

Some of these efforts predate the World Wide Web, and some like the GCMD are strictly
search tools, while others such as the NSDI attempt (with mixed success) to provide
actual data access.

As data managers at the National Snow and Ice Data Center (NSIDC), we are primarily
concerned with Earth science data, but we should note that many of the issues we will
discuss apply to a variety of disciplines. Based on some of our experience at a session on
“Virtual Observatories” at the Fall 2003 meeting of the American Geophysical Union, it
seems that non-Earth Science related disciplines sometimes lag behind the Earth sciences
in the management of their data. Mechanisms for simultaneously searching and
accessing data stored at multiple distributed data centers may not exist. For example, no
equivalent to the GCMD or EDG currently exists for the solar or space physics
community. This situation is rapidly changing. Numerous groups are working on virtual
observatory concepts, which in some ways are reminiscent of the EOS DAAC system
described earlier.

We should also be aware of the growth of private records management companies. It is
certainly possible for commercial entities to address some of the issues of modern data
stewardship, but very little research has been done to accurately quantify the necessary
costs of a distributed data management infrastructure. Nor have there been any significant
efforts to do a cost-benefit analysis of the various components of such a structure [17].
This is especially true in the international context, where not only is distributed data
management more challenging, but cost models become more difficult. For example,
different countries have data access and pricing policies that are rooted less in economics
than in political or philosophical issues such as the right for citizens to access government
documents (See [17] and [16] for examples.).

In the following sections, the challenges of providing distributed data discovery and
access, while adequately addressing long-term stewardship will be discussed. NSIDC's
more than 25-year history as:

* A World Data Center

* Part of a NOAA cooperative institute

* A NASA Distributed Active Archive Center (DAAC),

* NSF's Arctic System Science (ARCSS) Data Coordination Center ADCC) and
Antarctic Glaciological Data Center (AGDC)
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* A central node for the International Permafrost Association's (IPA) Global
Geocryological Data System (GGD)

will serve as one source of examples.

3 Long-Term Stewardship Defined
Within the data management field, “long-term” is typically defined as:

A period of time long enough for there to be concern about the impacts of
changing technologies, including support for new media and data formats,
and of a changing user community, on the information being held in a

repository[5].

Given the current rate of technological change, any data-generating project or program
with a duration of five or more years should be considered as long-term and will need to
take changes in technology into account.

Stewardship, especially data or scientific stewardship is more difficult to define. Of the
107 results recently found with a Google search of the phrase “scientific stewardship,”
very few (primarily NOAA sites, a few religious sites, and one lumber company) actually
defined what the phrase meant in their context. These concepts are relatively new and do
not show up in standard information science dictionaries or encyclopedias.

The term data stewardship was used in the early 1990s by the Department of Defense in
DOD Directive 8320.1-M.1, which defined data administration as “the person or group
that manages the development, approval, and use of data within a specified functional
area, ensuring that it can be used to satisfy data requirements throughout the
organization” [40].

Two other relevant definitions can be found in the literature. The first comes from the
vision statement from a workshop sponsored by NASA and NOAA which states that
long-term archiving needs to be a “continuing program for preservation and responsive
supply of reliable and comprehensive data, products, and information ... for use in
building new knowledge to guide public policy and business decisions” [11]. The second
definition was presented by John J. Jensen of NOAA/NESDIS at the 2003 IEEE/NASA
Mass Storage Conference, as “maintaining the science integrity and long term utility of
scientific records” [45].

Both definitions associate scientific stewardship with data preservation as well as access
or use in the future. These dual needs are also recognized in the library and records
communities (see for example [44] and [46]). Beyond simple access to the original
science data, good science stewardship has been shown to allow future development of
new or improved products and for use of data in ways that were not originally anticipated
[11]. To support these uses however, extensive documentation is needed including
complete documentation about the characteristics of the instrument/sensor, its calibration
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and how that was validated, the algorithms and any ancillary data used to produce the
product, etc. [11] and [12]. This level of associated documentation goes well beyond the
typical metadata needs of library or records materials.

4 Data and Metadata Related Challenges

4.1 Open and Proprietary Data and Metadata Formats

The challenges of preserving information for the long term when it is stored in a
proprietary format (e.g., MS Word) have been described elsewhere [6]. Commercial
pressures do not allow companies to maintain backwards compatibility with each new
release for very long. This leaves a very narrow window of opportunity for the
information to be migrated to a newer version of the format or a different format, with the
attendant risk of loss of functionality or information with each migration.

In the science stewardship realm this may not seem like a large concern since data are
still often stored as ASCII tables, flat binary files or one of an increasing number of
community standard formats (e.g., shapefiles, HDF-EOS 4). However, much of the
associated information about the data - the information that will be needed decades later
to allow reanalysis or reprocessing or to allow the development of new products - may
very well be stored in a wide variety of proprietary formats (e.g., CAD files, MS Word
document).

Even when the data are stored in a non-proprietary format (e.g., CDF, net-CDF or HDF-
EOS), the data cannot be maintained forever in their original format. Even so-called
standard formats evolve with changes in technology. For example, much of the data
stored in the typically petabyte-scale archives of the NASA DAACS, are stored in either
HDEF-EOS 2.x or HDF-EOS 5.x formats (there are no 3.x or 4.x versions). HDF-EOS 5.x
was developed as technological changes mandated entirely new data system architectures
incompatible with HDF-EOS 2.x. While tools are available to help users migrate data
from the 2.x version to the 5.x version, the new version is not entirely backwards
compatible. NASA is currently committed to funding maintenance of both versions [8],
but it is not clear whether maintenance will continue once the data are transferred to
another agency for long-term archival.

Format evolution can cause particular problems in the Earth sciences where it is
necessary to study long data time series in order to detect subtle changes. For example,
NSIDC holds brightness temperature and derived sea ice data from a series of passive
microwave remote sensing sensors. This is one of the longest continuous satellite remote
sensing time series available, dating back prior to 1978. NASA is continuing this time
series with a new higher resolution sensor, the Advanced Scanning Microwave
Radiometer (AMSR), aboard the Aqua spacecraft. This is an exciting new addition, but
scientists and data managers must work to tie the AMSR data into the existing time
series. Not only will there be the normal, expected issues of intercallibrating different but
related sensors, but someone will likely need to do some data format conversion. The
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currently intercallibrated historical data is available in flat binary arrays with ASCII
headers while the AMSR data is available in HDF-EOS.

Issues such as these have resulted in a call by some for the establishment of a digital
format archive [9], while others have called for conversion to a “Universal Data Format”
or other technology-independent-representation upon archival (see for example [10],
[13], and [32]). Both of these options require additional research according to a recent
NSF-DELOS report [14]. They also increase the need for good metadata describing data
format transformations and how these transformations may affect the utility of the data.

4.2 Which Standards and What Metadata?

One of the lessons learned from the ESE experience is that “community-based standards,
or profiles of standards, are more closely followed than standards imposed by outside
forces” [12]. Developers of the ECS system recognized that having all of the data from
the entire suite of satellites and sensors in the same format would simplify user access.
After consideration of several potential formats, NASA settled on the HDF-EOS, a
derivative of the HDF format standard [8]. A variety of user and producer communities
rebelled. As a result, while much of the data stored in the ECS system is stored in HDF-
EOS format, there are a number of products, notably the GLAS data stored at NSIDC,
that are not in HDF-EOS format.

In addition to the recognition that user community involvement is necessary for
successful standards development and adoption, the other important concept from the
quote above is the notion of a standards profile, “a specific convention of use of a
standard for a specific user community” [12]. It is typically not enough to say that a
particular format standard is being used (e.g., HDF or netCDF); it may be necessary to
define specific usage conventions possibly even content standards acceptable to a given
user community in order to ensure interoperability. These specific conventions or
profiles may vary from community to community.

Probably one of the most overworked expressions in the IT industry is “Which standards?
There are so many to choose from.” It is ironic that not only are there so many standards
of a type to choose from; but also that there are so many types of standards about which
one must make choices. In the data stewardship realm it is not enough to think about data
preservation and data access format standards; one must also think about standards for
metadata format and content, documentation format and content, interoperability, etc.
For metadata, the question is compounded further by the need to distinguish the type of
metadata under discussion, e.g., metadata for data discovery, data preservation, data
access, etc.

The Open Archival Information System (OAIS) Reference Model [5] provides an
information model (see Figure 1) that describes the different kinds of information needed
in order to ingest, preserve and provide access to digital or analog objects. The model
appears to be gaining some acceptance in the library and archive communities. It is based
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on the concept of an Information Package that can be found by examining its associated
Descriptive Information. The components of the Information package itself are:

Conlen
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Package |
Deesscri ptive
Infoammation
About

Figure 1: Information Package Components and Relationships [19]

Content Information-containing both the data object to be preserved as well as
enough Representation Information for a targeted user community to understand the
data object’s structure and content. For science data this would include identification
of the data format and any associated profile.

Of the two components, structure and content, content is more difficult to obtain. The
science community has become so specialized that community-specific jargon and
underlying assumptions are pervasive. Capturing and documenting these, so that
others outside that very small peer group can understand and use the data, is
challenging.

In a very distributed environment, such as the virtual observatories of the future, there
will be many thousands or millions of Data Objects preserved in many different
places, all of which have the same data format or even the same standard profile. It
would be impractical to store the same format information with each object. This
may bolster the argument for establishing centralized data format repositories [9], but
would require considerable coordination to be successful.

Preservation Description Information (PDI)-containing the information needed to
preserve the object for the long-term. The PDI is comprised of 4 components:

o Provenance, or the history of the Data Object. In the science arena, this
involves tracking the processing history, what input products were used, what
version of which algorithms were used, what ancillary information was used
for calibration and validation, as well as a host of other instrument-related
information. It also includes information about when and where the data were
created, processed, and acquired; as well as who was responsible for their
creation and what changes have taken place since.
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o Reference Information-including information needed to identify this object
from the universe of other objects. Much has been written about the need for
persistent and unambiguous identifiers (see for example [32], [34], and [15])
and various communities have proposed standards for these (see for example
[33] and [13]). A key finding is that in a distributed environment a name
issuing authority is needed to prevent naming collisions [32]. In the science
community, a hierarchy of identifiers is typically needed. For example, in the
ECS system, Earth Science Data Types (ESDT’s) are used to identify a data
set, or class of objects, while granule ids are used to identify specific objects
within the set.

o Fixity Information-documenting the methods used to ensure that the object
hasn’t been changed in an undocumented manner. This typically includes
Cyclic Redundancy Check (CRC) values, digital signature keys, etc. This
topic is addressed separately later in this paper.

o Context Information-documenting why this object was created and how it
relates to other objects.

While the OAIS reference model discusses the types of metadata or information that must
be gathered in order to preserve an object, it leaves the actual definition of that metadata
to the individual archive or archive group. Several groups within the library community
have independently developed their own preservation metadata specifications (see [21],
[22], [23], and [24]) and have recently come together under the joint auspices of the
Research Libraries Group (RLG) and the Online Computer Library Center (OCLC) to
develop an OAIS-based metadata framework that “could be readily applied to a broad
range of digital preservation activities” [25].

While providing a useful starting point for the science community, the OCLC/RLG
framework is not adequate for preserving science data. The science community is
typically more interested in preserving information about how the data were created than
in preserving any particular presentation mechanism. This is to be expected given the
different kinds of uses to which patrons of libraries and science users put the materials
accessed. Typically a library patron expects to experience the material using his or her
senses; to read, listen to, touch, or watch; but not to transform the materials accessed.
Scientists typically access data so that it can be transformed, analyzed, used as an input to
a model or new product, compared with other data, etc. Changes in presentation format
over time as technology, programming languages, and visualization tools change, are not
that important — the important things are the original bits and their meaning.

In the earth science realm probably the most relevant metadata standard is the “Content
Standard for Digital Geospatial Metadata” established by the Federal Geographic Data
Committee (FGDC) [19]. President Clinton mandated that federally funded geospatial
data (i.e., most Earth science data including ESE data) adhere to the FGDC standard in an

11 April 1994 executive order [20]. The FGDC standard “was developed from the
perspective of defining the information required by a prospective user to determine the
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availability of a set of geospatial data; to determine the fitness and the set of geospatial
data for an intended use; to determine the means of accessing the set of geospatial data;
and to successfully transfer the set of geospatial data” [19]. As such, there is some but not
complete overlap with the kinds of metadata called for by the OAIS reference model.
Much of the preservation metadata called for by the OAIS model is not part of the FGDC
standard.

In the international standards realm, the equivalent to the FGDC standard is the ISO
19115 standard [26]. Like the FGDC standard, the ISO standard is meant to facilitate,
discovery, assessment for use, access and use and, like the FGDC standard, does not
address much of the preservation metadata of the OAIS reference model. The FGDC has
developed a draft “cross-walk” between the FGDC and ISO 19115 standards which will
help FGDC-compliant users also become ISO 19115 compliant users.

Both the FGDC and ISO 19115 standards are content standards, not implementation
standards, yet organizations must choose implementation options. Consensus seems to
be building that Extensible Markup Language (XML) should be the implementation
standard for metadata. ISO Technical Committee 211 is in the process of developing an
UML implementation standard for the ISO 19115 metadata standard that will include an
associated XML schema. XML is also the recommendation of the National Research
Council [2].

4.3 Preservation vs. Access

Users want data in formats that are easy to use. The desired format may be a community-
based standard, or it may be a format that is compatible with other related data sets.
Furthermore, our experience at NSIDC shows that users usually need spatial or temporal
subsets of large collections and may need to combine several products. They may also
need the data in a different grid or projection than the original data. In other words, the
utility or essence of science data is not strongly associated with any particular access
format. Indeed, many different formats, grids, and projections may need to be supported
at any given time. This is significantly different from other disciplines concerned with
digital preservation where it is often essential to preserve the essence of the original
experience for multimedia digital objects such as movies, applications, or interactive web
sites. In the Earth science community it makes more sense to consider preservation and
access formats independently. Access formats are likely to change quickly over time,
while preservation formats should be more stable.

There are similar issues with preservation and access metadata. There are advantages to
preserving the metadata with the actual data (see section 4.4), but much of the metadata is
only relevant to the archivist. The preservation-specific metadata should probably be
separated from the data upon delivery to the user to minimize user confusion.

Some have called for completely separate storage of preservation and access data [13].
However, storage of multiple copies of the data is unaffordable with large data sets or
when there are multiple access formats. In many cases, the issue may be how to afford
preservation of even a single copy of the data! There is some agreement that the best
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CD contained over 50 data sets and nearly 100 references to other data sets held by
different “nodes” of the GGD system. Unfortunately, funding for the GGD did not
continue past 1998. It wasn’t until 2002, when a new initiative started to create an
updated version of the CD (now a three CD set [42]), that any maintenance of the data
from the 1998 version resumed. Regrettably, dozens of the distributed or “brokered”
products were no longer readily available. NSIDC has plans to try and track down or
“rescue” some of these data sets, but the four- to five-year time lag and the globally
distributed nature of the data sets will make it very challenging. This illustrates the need
for nearly constant tracking of distributed data to ensure its continued availability, or a
clear and usable means (with incentives) for providers to provide updates to any central
access point.

4.5 Data Security and Integrity

Ultimately, keeping track of data and metadata becomes an issue of data integrity.
Scientists need to trust the validity of the data they use. They need to know that the data
came from a scientifically reputable source and that the data have not been corrupted in
any way.

Scientific integrity is an ill-defined concept, but it is rooted in the scientific method.
Experiments must be repeatable. Results from experiments should be published in peer-
reviewed literature. The data and information used in the experiment must be specifically
acknowledged and generally accessible when possible. Traditionally this is handled in
the literature through a system of formal citations. But while methods for citing
information sources are well established and traceable, methods for citing data sources
are more variable. Historically, with small non-digital data sets, the data may have been
published directly in a journal or monograph that could specifically be cited. This was not
an entirely consistent process, though, and as data sets have grown, authors have adopted
different methods for acknowledging their data sources. Some authors may provide a
simple acknowledgement of the data source in the body of an article or the
acknowledgements section. Other authors may cite an article published by the data
provider that describes the data set and its collection.

As publishers of data, we at NSIDC have found these historical approaches lacking.
General data acknowledgements are difficult to trace, are often imprecise, and sometimes
do not acknowledge the true data source. For example, an acknowledgement of
“NSIDC’s SSM/I sea ice data” could actually refer to one of several different data sets
and it makes no reference to the actual scientists who developed the sea ice algorithm.
Citing a paper about the data is better, but in many cases such papers may not exist, they
may only describe a portion of the data set, or their description may not be relevant to the
new application of the data. In any case, it is not clear how to actually acquire the data—a
necessary step if an experiment is to be repeated. We recommend that users cite the
actual data set itself, much as they would a book or journal article. The “author” is
typically the data provider or the person who invested intellectual effort into the creation
of the data set (e.g., by creating an algorithm), while NSIDC or other archive that
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distributed the data might be considered the publisher. It is also crucial to include
publication dates to distinguish between different versions of related data sets. In any
case, we try and provide a specific recommended citation for every data set we distribute.
Although we have met some sporadic resistance from occasional providers who wish
only for their papers to be cited, this approach has become broadly accepted. It is the
approach specifically recommended by the International Permafrost Association ([41],
[42]), and has generally been accepted by the other NASA DAACS.

This formal citation approach works well when there is a clear and reputable data
publisher even in a distributed environment. But the distributed environment may provide
additional challenges, especially if data sources are somewhat ephemeral or hard to
identify. For example, in a peer-to-peer system, the access mechanism needs to
specifically identify the different peers and possibly some assessment of their stability.
This is somewhat different than peer-to-peer systems in other areas such as music where
users generally don’t care where the music came from as long as it is the piece they
wanted. With the rise of electronic journals we have also heard informal discussion of
including the actual data used in the publication itself. Although this approach obviously
includes many of the same data preservation challenges already discussed, it is an
intriguing concept worthy of further exploration.

Once the scientific integrity of a data set has been assured, assurance is needed that the
data received is what was expected. Several authors discuss the use of public/private key
cryptography and digital signatures as methods for ensuring the authenticity of the data
(see for example [35] and [36]). Lynch points out that we know very little about how
these technologies behave over very long times and that, as a consequence, information
about evolution of these technologies will likely be important to preserve [37].

For a scientist to be able to trust that the data have not been changed the scientist must be
able to trust that the preservation practices of the source of the data are adequate: that
archive media are routinely verified and refreshed, that the facilities are secure, that
processes to verify and ensure the fixity of the data are operational, that geographically
distributed copies of the data are maintained as a protection against catastrophe, and that
disaster recovery plans and procedures are in place. To verify these practices, the
RLG/OCLC Working Group on Digital Archive Attributes suggests that a process for
certification of digital repositories be put in place [34]; while Ashley suggests that
administrative access to data and metadata be “subject to strong proofs of identity” [36].
Once again, a distributed data environment may make implementing these suggestions
more difficult.

4.6 Long-Term Preservation and Technology Refresh
A continual theme in this paper is how the speed of technological change presents a
major challenge for preserving data over the long term. As a recent report by the

National Science Foundation and the Library of Congress puts it “digital objects require
constant and perpetual maintenance, and they depend on elaborate systems of hardware,
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data user community. A good data manager, equipped with the right tools, should be
working closely with the data provider to uncover any known limitations in the data.

For example, it may be self evident to developers of sea ice detection algorithms for
passive microwave remote sensing that their methodology is well-suited to detection of
trends in ice concentration over time but ill-suited for representing precise local ice
conditions on a given day. This may not be apparent to a biologist who uses a near-real
time passive microwave derived product to associate sea ice conditions in the Beaufort
Sea with polar bear migration. While this is an extreme example, it highlights the need
for scientists and data managers to work closely together to carefully document and track
new and potentially unexpected uses of the data. It is also important to realize that the
risks of inappropriate data applications could increase over time.

Of course data can also be improved. New algorithms, new calibration methods, and new
instruments may be developed. In Earth science in particular, it is important to detect
variability over long time periods. This means that different instruments must be
intercallibrated to ensure a consistent time series, i.e. we need to be able to ensure that
any changes we detect in a data stream result from actual geophysical processes not just
changes in instruments or algorithms. This again requires collaboration between the data
manager and the scientist. This is certainly possible in distributed environments, but
mechanisms should be established to ensure that information about data harmonization
and improvements are readily available to users. Traditionally, this was the role of the
data steward or data manager (see, for example, [29]). It is less clear how this would
work in a distributed environment, but knowledge bases and data mining systems are
likely to contribute.

On a related note, to ensure maximum scientific understanding of an issue, data and
support services need to be readily available to as many users as possible [11]. This is
necessary to ensure all possible scientific ideas are explored and that scientific
experiments can be duplicated. The necessary broad access may be better realized in a
distributed data model, but only if the challenges in section four are addressed. Again this
will require close interaction with the users.

Historically, NSIDC has addressed these scientific issues by working closely with its data
providers and by having scientific data users and developers on staff. This becomes a less
practical approach in a distributed data environment where data may be held and
distributed by individuals and institutions with varying levels of scientific and data
management expertise. It will become increasingly important to formally address the
relationship of data managers and scientists as new distributed data management models
are developed.

5.2 Decisions, Decisions, Decisions - Deciding What Data to Acquire
and Retain

One of the most difficult decisions in data archival is which data to acquire and keep and
which data to throw away. Although, there is still no effective business model that
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demonstrates the costs and benefits of long-term data archival [15], it is clearly
impractical to keep all data for all time. That said, we need to recognize that many data
sets often have unexpected future applications (see [11] for examples). A simple
approach would be to archive a very low level of the data along with the necessary
algorithms to process the higher level products. However, this must be viewed only as a
minimum since it does not allow for the necessary simple and broad access described
above.

It is probably not possible to describe any one infallible data acquisition and deposition
scheme. However, any data stewardship model must explicitly include a method for
development of such a scheme for different types of data and user communities. These
schemes must explicitly include knowledgeable and experienced users of the data who
are directly involved in generating new products and data quality control [11].

5.3 Upfront Planning

Our experience at NSIDC has shown that by working with the scientists and data
providers early in an experiment or mission, ideally before any data are actually
collected, we can significantly improve the quality and availability of the data. Most
scientists can probably think of a field campaign where the data are no longer available.
NSIDC worked to avoid this problem by working closely with the investigators
conducting the Cold Land Processes field experiment in the Colorado Rocky Mountains
during the winter and spring of 2002 and 2003 (see [30]). Not only was NSIDC involved
in the planning of the data collection, but also provided data technicians who worked
closely with field surveyors during the experiment. These data technicians learned the
data collection protocol with the surveyors, helped collect some of the data, and entered
the data into computers the night after they were collected. By learning the protocol and
immediately entering the data, technicians were able to identify missing values and
anomalies in the data and run some automated quality control checks. They were then
able to follow up with the surveyors soon after they collected the data to correct specific
problems and to improve later data collection. Technicians were also able to provide the
data to the lead scientists for immediate assessment. Overall, this led to a 10 to 20 percent
improvement in data quality [31].

NSIDC has had similar experience with recent satellite remote-sensing missions. NSIDC
is the archive for all the data from NASA’s Advanced Microwave Scanning Radiometer
(AMSR) and Global Laser Altimetry System (GLAS). Although NSIDC was not directly
involved in the acquisition of the data, it did work closely with the mission science and
instrument teams well before the instruments were even launched. This allowed the data
managers to have a much greater understanding of the engineering aspects of the data and
the algorithms used to produce the higher-level products. The result is much better
documentation and much earlier data availability. Data from both of these missions were
available to the public only months after launch, in contrast to years with some historical
systems where data managers were not involved until well after their launch (e.g, sea ice
data from SSM/T).
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There is nothing inherent about distributed data systems that should preclude early
involvement of data managers, but again this is something to consider in the design of
those systems. Furthermore, data manager involvement could be more difficult if
traditional data management organizations are not directly involved in the distributed
data system.

6 Conclusions

The scientific method requires that experimental results be reproducible. That means the
data used in the original experiment must be available and understandable. Furthermore,
reexamination of an early data set often can yield important new results.

Maintaining access to and understanding of scientific data sets has been a challenge
throughout history. The trend to a more geographically distributed data management
model may improve data access in the short run but raises additional challenges. We
should be able to address many of these challenges by developing new tools and data
management systems, but we must not forget the human component. Experience and a
review of the known data management issues show that we achieve the greatest success
in long term data stewardship only when there is a close collaboration between data
providers, data users, and professional data stewards. As we move forward, we need to
ensure that new technologies and new data archive models enhance this collaboration.
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Abstract

The National Archives and Records Administration (NARA) is the nation’s recordkeeper.
NARA is a public trust that safeguards the records of the American people, ensuring the
accountability and credibility of their national institutions, while documenting their
national experience. Today NARA holds an estimated 4 billion records nationwide. The
Archives consists of the permanently valuable records generated in all three branches of
the Federal Government. These record collections span this country’s entire experience,
across our history, the breadth of our nation, and our people. While paper documents
presently predominate, NARA holds enormous numbers of other media, such as reels of
motion picture film, maps, charts, and architectural drawings, sound and video
recordings, aerial photographs, still pictures and posters, and computer data sets. It is that
last medium, the electronic records, that is the fastest growing record keeping medium in
the United States and elsewhere in the world. Since 1998, NARA has established key
partnerships with Federal Agencies, state and local governments, universities, other
national archives, the scientific community, and private industry to perform research
enabling better understanding of the problems and the possibilities associated with the
electronic records challenge. The challenge of electronic records encompasses the proof
and assurance of records authenticity and assurance of record persistence and ready
access to records over time.

1. Background/General Project Description
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“Electronic records pose the biggest challenge ever to record keeping in the Federal
Government and elsewhere. There is no option to finding answers...the alternative is
irretrievable  information, unverifiable documentation, diminished government
accountability, and lost history.”

John Carlin, The Archivist of the United States

The National Archives and Records Administration (NARA) is the nation’s recordkeeper.
NARA is a public trust that safeguards the records of the American people, ensuring the
accountability and credibility of their national institutions, while documenting their
national experience. Pursuant to legislation codified under Title 44 of the United States
Code the Archivist of the United States has authority to provide guidance direction and
assistance to Federal officials on the management of records, to determine the retention
and disposition of records, to store records in centers from which agencies can retrieve
them, and to take into the archival facilities of the National Archives and Presidential
libraries, for public use, records that he determines “to have sufficient historical or other
value to warrant their continued preservation by the United States Government." (44
U.S.C. 2107) Similarly, under the Presidential Records Act, when a President leaves
office, the Archivist of the United States assumes responsibility “for the custody, control,
and preservation of, and access to, the Presidential records of that President”. Both the
Government and the public rely on NARA to provide this and subsequent generations of
the American public with access to extraordinarily high accretion rate, increasingly
diverse, and arbitrarily complex collections of historically valuable federal, presidential
and congressional electronic records collections.

The technology challenge confronting NARA is repeatedly confirmed as among the
President’s research priorities. In the supplement to the President’s budget for fiscal year
2004, The National Science and Technology Council expressly acknowledges that
“R&D in advanced technologies that enable preservation and utility of electronic
information archives...,” and “...digital archives of core knowledge for research and
learning” is “far from finished.” Especially prominent is the Council’s explicit
identification of “....substantial technical issues — such as interoperability among file
formats, indexing protocols, and interfaces; data management, storage and validation; ...
and long term preservation — that impede development of digital libraries...” Similarly
noted is research enabling agencies to move “...toward two ambitious goals: quick, easy,
and secure on-line access for citizens to government services and information, and radical
reduction in internally duplicative record-keeping, ... through coordinated development of
IT standards and procedures...” [1]

Experts predicted in FY2003 that electronic records volumes will swell by orders of
magnitude over this decade, presenting enormous challenges for society along with
unprecedented opportunities for U.S. advanced research and technological innovation.”,
...fused with requirements for... “technologies for rapid mining, filtering, correlating and
assessing of vast quantities of heterogeneous and unstructured data”, and... “tools for
collecting, archiving and synthesis.” [2]

Similarly, among the president’s FY2002 research priorities:
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“Strategies to assure long-term preservation of digital records constitute another
particularly pressing issue for research. As storage technologies evolve with increasing
speed to cope with the growing demand for storage space, the obsolescence of older
storage hardware and software threatens to cut us off from the electronically stored past.”

[3]

The Archivist is authorized by law to “conduct research with respect to the improvement
of records management practices and programs.” [44 U.S.C Section 2904(c)(2)]. Since
1998, NARA has established key partnerships with Federal Agencies, state and local
governments, universities, other national archives, the scientific community, and private
industry to perform research enabling better understanding of the problems and the
possibilities associated with the electronic records challenge.

NARA'’s Key Research Partners

National Science Foundation (NSF)

San Diego Supercomputer Center (SDSC)

University of Maryland (UMd)

Georgia Tech Research Institute (GTRI)

U.S. Army Research Laboratory (ARL)

National Computational Science Alliance (NCSA)
National Institute of Standards of Technology (NIST)
National Nuclear Security Administration (NNSA)
National Aeronautics and Space Administration (NASA)
U.S. Department of Defense (DOD)

Library of Congress (LC)

International Research on Permanent Authentic Records in Electronic Systems
(InterPARES)

Digital Library Federation (DLF)

e Global Grid Forum (GGF)

NARA’s ERA Program includes ongoing sponsorship, support, and collaboration in
technology research activities relevant to developing and sustaining the systematic
capability for transfer, preservation, and sustained access to electronic records. ERA
must be dynamic in response to continuing technology evolution, ensuring that electronic
records delivered to future generations of Americans are as authentic decades in the
future as they were when first created.

Among the findings presented in the report of the Committee on Digital Archiving and
the National Archives and Records Administration of the Computer Science and
Telecommunications Board (CSTB) for the National Research Council of the National
Academies are findings that while no turnkey system, application, or product exists in the
marketplace which meets NARA’s requirements, the system can and should be built. [4]
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2. Program Status

In response to the digital records challenge, Congress, in November 2001, acting through
the Treasury and General Government Appropriations Act {P.L.107-67}, approved the
fiscal 2002 budget that included $22.3 million for Electronic Records Archives (ERA)
Program. Similarly, in January 2003, Congress, acting through the Consolidated
Appropriation Resolution, 2003 {P.L.108-7}, approved the fiscal 2003 budget that
included $11.8 million for the Electronic Records Archives (ERA) Program. At the time
of this writing, and while the final appropriations have not passed, both the House of
Representatives and the Senate have agreed to fund the ERA Program at the $35.7M
level in the President’s FY2004 request. The official Request for Proposal (RFP) for the
ERA system was released to the public on December 5, 2003. At the time of the RFP
release, proposals from industry were required to be submitted to NARA by January 28,
2004. The ERA program schedule calls for up to two contract awards to be made by
mid-2004.

NARA has structured the ERA procurement to fundamentally be a challenge to industry
to propose innovative ways to address the challenges represented by the large number
and variety of electronic records generated and used by the Federal government. The
ERA procurement strives to define the electronic records challenge without prescribing
implementations or techniques with which to address the issues. Again, NARA wants to
engage industry in crafting long term responses to the various technical and operational
issues that ERA represents. This paper goes on to explore some of the archival,
technical, and operational issues that the ERA program sees as important to the success
of ERA.

3. Goals, Issues, and Challenges for Electronic Records - Persistence, obsolescence,
access over time

Today NARA holds in the National Archives of the United States and the Presidential

Libraries an estimated 4 billion records nationwide. The archives consist of the

permanently valuable records generated in all three branches of the Federal Government,

supplemented with donated documentary materials. [5]

These records span this country’s entire experience, across our history, the breadth of our
nation, and our people. Not surprisingly, with the passage of time, the medium of the
records of the United States has become diverse in format. While paper documents
presently predominate, NARA holds enormous numbers of

e reels of motion picture film,
maps, charts, and architectural drawings,
sound and video recordings,
aerial photographs,
still pictures and posters, and
computer data sets. [6]

It is that last medium — computer data sets - the electronic records, that is the fastest
growing record keeping medium in the United States and elsewhere in the world.
According to the How Much Information? 2003 study from the University of California
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Berkley School of Information Management and Systems, released in October 2003, the
worldwide production of original information stored digitally on magnetic media has
grown by 80% in the time elapsed between the 1999 and 2002 samples. The upper
boundary study volume estimate in that category of information for 1999 was 2.8 Peta
Bytes and for 2002 — 4.99 Peta Bytes. [7]

The digital (electronic) storage of information —has been growing in proportion to the rise
in creation and use of information in general. There is no consensus optimal method for
the long term preservation of electronic records. A number of approaches are being used
in the industry singly and in combination. Each of the approaches brings with it its own
cost, as well as operational and reliability concerns. The larger the size of the electronic
records holdings, the more important it is to carefully select and design the preservation
approach.

Preserving electronic records serves the same fundamental purpose as preserving any
other type of record: to enable the records to continue to provide evidence and
information about the decisions, acts, and facts described in the records with the same
degree of reliability as when the record was created. However, the process of preserving
electronic records is substantially different than the preservation of traditional, non-
electronic records. Traditional records are aptly termed “hard copy” in that the
information that the record contains is inscribed in a hard, indissoluble manner on a
physical medium, and the physical inscription conveys the information the record is
intended to provide. Therefore, preservation traditionally focused on the physical object.
However, an electronic record is inscribed on a physical medium as a sequence of binary
values which must always be translated into a different form — the form of a record — in
order to communicate the information the record was meant to convey. Therefore,
preserving an electronic record requires maintaining the ability to reproduce that record
from stored data. While the preservation of a paper record can be deemed successful if
that record remains physically intact in storage, the success of a process of preserving an
electronic record can only be verified by translating the stored bits into the form of the
record. It is the result of this reproduction, not the stored bits, that literally is the
electronic record. If the wrong process is applied, or if the process is not executed
correctly, the result will not be an authentic copy of the record. Over time, reproducing
an electronic record is challenging because the conventions for representing information
in digital form change along with hardware and software. Newer systems may not be
able to process older formats, or may do so incorrectly. [8]

Archiving of electronic records brings with it an increased challenge of authenticity of
the record and a more difficult burden of proof of that authenticity. For the ERA
program, electronic record authenticity is defined as the property of a record that it is
what it purports to be and has not been corrupted. Given the legal, historical, and
cultural significance of national or institutional record holdings, authenticity of the
records is essential. Establishing authenticity of a paper, photographic negative, or other
physical medium-based record has historically been accomplished by establishing that the
record itself is, or is based on, an original via the proof that the medium of the record (or
the medium of the basis record) is the original and there is a clear chain of custody
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associated with the record. Stringent requirements assigned to electronic record
collections to support a continuing burden of proof relates to the attainment of criteria for
authenticity over time. Electronic records present special challenges with respect to the
proof of record authenticity as the record is preserved over time due to the both increased
risk of corruption of the record when it exists in digital form.

Records are being created in progressively larger volumes through the use of electronic
hardware and the associated software applications. Some of the records are traditional
textual or graphic documents that could have been originated with the use of pen and
paper. At least in theory, their content can be preserved in hard copy. The bulk of them,
however, are in most respects indelibly tied to the technology that produced them, such as
the contents of data base systems, interactive Web pages, geographic information
systems, and virtual reality models. [9] These later types of electronic records need to be
preserved in electronic form in order to preserve the essential properties of the record
other than pure content - the context, structure, and behavior. Whenever a mix of
technologies are involved in the creation, maintenance, and presentation of the record,
preservation is far more involved than the preservation of the precise sequence of bits
constituting instrument reading, an ASCII text, or a bitmap graphic document.

All of the electronic records in lesser or greater degrees rely for access on the use of
technologies that arise and evolve rapidly and just as rapidly become obsolete.
Computing platforms on which the records are created, preserved, or examined,
communication infrastructures interconnecting these platforms, data recording media,
and, perhaps most importantly, data recording formats are all subject to rapid
obsolescence while the records themselves must persist.

Preservation approaches for electronic records are multifold and can be broadly
categorized in following areas of concern:

e Media

e Hardware Technology

e Software Technology, including record formats

e Archival: provenance, authenticity, context, structure and appearance.

A significant complicating factor in preservation of an electronic record is the necessity
to preserve some of the associated linkages to other records. The loss of such linkages
may, at best, lead to the loss of context or, at worst, render the record itself unreadable.

Preservation of electronic records is the end-to-end process which enables re-production
of an authentic copy of the record. To assure that reproduction preservation of electronic
records extends beyond protection of the record physical medium to protection of record
accessibility and assuring record authenticity over time. Assuring persistence of records
means ensuring that the records are not only readable but also intelligible after the
passage of time. Assuring record authenticity means ensuring that the records are not
inadvertently or deliberately altered or corrupted over time and that the authenticity can
be adequately proven. [10]
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Finally, a fundamentally important aspect of ensuring that the records are accessible over
time is appropriate processing of the records as they enter the electronic archive with
respect to establishing appropriate searchable archival structures and relationships and
extraction and storage of associated metadata. Preservation methods which maintain
dependencies of records to obsolete technologies tend to increasingly constrain access
over time. Continuing general public access to old and obsolete technologies may not be
possible except in highly limited environments or circumstances. In example, general
public access to an emulator appropriate to enable reliable future rendition of electronic
records created in the technology of an early 1990’s proprietary geographic information
system in the hypothetical context of 2020 vintage computing is not presently assured.

4. System Characteristics and Drivers

The ERA system, because of its size, scope, ingest and access loads, and commitment to
long term preservation and servicing of government records, will require deployment and
design approaches that support its unique nature and mission goals. When designing and
deploying ERA, NARA must take a long term view for the system’s operation and its
required scalability, reliability, and cost effective operations. This long term vision will
accommodate the use of outsourcing of potential processing and hosting services while at
the same time ensures NARA’s stewardship of the records trusted to it.

4.1 Design and Deployment Goals

There are certain assumptions and drivers that sculpt the deployment approach for ERA.
These assumptions and design drivers are collectively considered the design and
deployment goals for the ERA program. These goals include:

e NARA must own and control at least one set of all holdings of electronic records
entrusted to it. This is required for protection of the records and fulfillment of
NARA'’s mission to ensure long term preservation and access to the government’s
records.

e The ERA system is one of NARA’s contributions to the Federal Enterprise
Architecture (FEA) and fulfills a critical role in the development and deployment
of NARA’s own Enterprise Architecture (EA).

e The design and deployment vision for ERA must allow for the contracting out of
record processing and access support, if NARA chooses to exercise that option in
the future. The contracting out of record services must be done within the context
of NARA’s mission and ultimate responsibility for the integrity of the records.

e Minimize government ownership of equipment and facilities. This desire must be
balanced against NARA’s stewardship of the records and commitment to FEA
support.

e Allow industry and academia to provide value added services on record holdings.

e Produce a highly reliable system design. Characteristics of such a design include:

o Avoidance of single point/site of failure.

o Graceful performance degradation of the system when failures occur

o Maintain system operations in face of remedial maintenance (RM),
preventative maintenance (PM), and planned upgrades/changes
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4.2 System Design Drivers

In addition to the deployment goals, the design and deployment of ERA must take into
account certain architectural demands and aspects of the ERA record preservation
domain itself. These drivers must be accommodated in any deployment and design
strategy for the ERA system. These drivers include:

The size of the ERA record holdings. ERA permanent records holdings are
projected to be in excess of 100 PBs of data 12-15 years after deployment, with
continued growth in holdings in subsequent years. The sheer volume of data that
must be accommodated, as well as its associated access loads, is a huge driver that
must be accounted for in the ERA architecture. Architectural concepts including
distributed deployment(s), load balancing techniques, and multiple sources for
access to high demand records are applicable to the holdings size aspect of ERA.
Insuring the integrity of the record holdings. The records must be protected from
loss, alteration, or the lack of access capability over time. Appropriate security
and accommodation of timely backup of holdings with subsequent restoration of
access are techniques that are required in this area.

The evolutionary nature of the ERA system. This aspect is most pronounced in
two areas:

- Changes to the Persistent Preservation approaches used for records. Over
time electronic records will need to be stored, represented, and accessed in
different ways given the forward march of computer technology and the
rapid obsolescence of formats and techniques.

- Independent of the record preservation techniques, the general
infrastructure and support technologies used in ERA will need to be
updated and upgraded over time. Technology insertion into the ERA
design will be imperative.

The heterogeneity of assets in ERA will complicate storing and providing access
to the assets, as well as preserving them. The scope of this issue can be
appreciated by considering that ERA records can be classified via three different
attributes.

o Record Types (RTs) — Any record will be classified according to its
intellectual format. Examples of record types include letters, ledgers,
maps, reports, etc.

o Data types (DTs) — A data type is a set of lexical representations for a
corresponding set of values. The values might be alphabetic characters,
numbers, colors, shades of grey, sounds, et al. The lexical representation
of such values in digital form assigns each value to a corresponding binary
number, or string of bits. A data type may be simple, such as the ASCII
representation of alphabetic characters, or composite; that is, consisting of
a combination of other data types. An electronic record consists of one or
more digital components; that is, strings of bits each of which has a
specific data type.

o Varied classes/collections of holdings — Records of the same RT and DT
may still belong to different record series or collections, which further
define the nature of the record. Examples of high level collections or
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series could include particular Presidential collections, Federal record
series, and potentially record series in Federal Record Centers (FRCs).

5. Conclusion

This paper has provided an overview of the NARA ERA program and the challenges that
face NARA is the areas of electronic records preservation, system deployment, and
archival management of the Nation’s permanent records. The NARA ERA program
represents a bold initiative in electronic records management and preservation and is a
call for industry to propose new and innovative approaches to the unique issues NARA
faces as the steward of the government’s electronic records. Through the fusion of
different technologies such as distributed computing, large scale object storage and
access methods, secure infrastructure, and forward thinking record preservation
strategies, ERA will open and exciting new era for electronics records management and
access.
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Abstract:

The long-term preservation of digital entities requires mechanisms to manage the
authenticity of massive data collections that are written to archival storage systems.
Preservation environments impose authenticity constraints and manage the evolution of
the storage system technology by building infrastructure independent solutions. This
seeming paradox, the need for large archives, while avoiding dependence upon vendor
specific solutions, is resolved through use of data grid technology. Data grids provide the
storage repository abstractions that make it possible to migrate collections between
vendor specific products, while ensuring the authenticity of the archived data. Data grids
provide the software infrastructure that interfaces vendor-specific storage archives to
preservation environments.

1. Introduction

A preservation environment manages both archival content (the digital entities that are
being archived), and archival context (the metadata that are used to assert authenticity)
[8]. Preservation environments integrate data storage repositories with information
repositories, and provide mechanisms to maintain consistency between the context and
content. Preservation systems rely upon software systems to manage and interpret the
data bits. Traditionally, a digital entity is retrieved from an archival storage system,
structures within the digital entity are interpreted by an application that issues operating
system I/O calls to read the bits, and semantic labels that assign meaning to the structures
are organized in a database. This process requires multiple levels of software, from the
archival storage system software, to the operating system on which the archive software
is executed, to the application that interprets and displays the digital entity, to the
database that manages the descriptive context. A preservation environment assumes that
each level of the software hierarchy used to manage data and metadata will change over
time, and provides mechanisms to manage the technology evolution.

A digital entity by itself requires interpretation. An archival context is needed to describe
the provenance (origin), format, data model, and authenticity [9]. The context is created
by archival processes, and managed through the creation of attributes that describe the
knowledge needed to understand and display the digital entities. The archival context is
organized as a collection that must also be preserved. Since archival storage systems
manage files, software infrastructure is needed to map from the archival repository to the
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preservation collection. Data Grids provide the mechanisms to manage collections that
are preserved on vendor-supplied storage repositories [7].

Preservation environments manage collections for time periods that are much longer than
the lifetime of any storage repository technology. In effect, the collection is held
invariant while the underlying technology evolves. When dealing with Petabyte-sized
collections, this is a non-trivial problem. The preservation environment must provide
mechanisms to migrate collections onto new technology as it becomes available. The
driving need behind the migrations is to take advantage of lower-cost storage repositories
that provide higher capacity media, faster data transfer rates, smaller foot-print, and
reduced operational maintenance. New technology can be more cost effective.

2. Persistent Archives and Data Grids

A persistent archive is an instance of a preservation environment [9]. Persistent archives
provide the mechanisms to ensure that the hardware and software components can be
upgraded over time, while maintaining the authenticity of the collection. When a digital
entity in migrated to a new storage repository, the persistent archive guarantees the
referential integrity between the archival context, and the new location of the digital
entity. Authenticity also implies the ability to manage audit trails that record all
operations performed upon the digital entity, access controls for asserting that only
archivists performed the operations, and checksums to assert the digital entity has not
been modified between applications of archival processes.

Data grids provide these data management functions in addition to abstraction
mechanisms for providing infrastructure independence [7]. The abstractions are used to
define the fundamental operations that are needed on storage repositories to support
access and manipulation of data files. The data grid maps from the storage repository
abstraction to the protocols required by a particular vendor product. By adding drivers
for each new storage protocol as they are created, it is possible for a data grid to manage
digital entities indefinitely into the future. Each time a storage repository becomes
obsolete, the digital entities can be migrated onto a new storage repository. The
migration is feasible as long as the data grid uses a logical name space to create global,
persistent identifiers for the digital entities. The logical name space is managed as a
collection, independently of the storage repositories. The data grid maps from the logical
name space identifier to the file name within the vendor storage system.

Data grids support preservation by applying mappings to the logical name space to define
the preservation context. The preservation context includes administrative attributes
(location, ownership, size), descriptive attributes (provenance, discovery attributes),
structural attributes (components within a compound record), and behavioral attributes
(operations that can be performed on the digital entity). The context is managed as
metadata in a database. An information repository abstraction is used to define the
operations required to manipulate a collection within a database, providing the equivalent
infrastructure independence mechanisms for the collection.
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Archivists apply archival processes to convert digital entities into archival forms. Similar
ideas of infrastructure independence can be used to characterize and manage archival
processes. The application of each archival process generates part of the archival
context. By creating an infrastructure independent characterization of the archival
processes, it becomes possible to apply the archival processes in the future. An archival
form can then consist of the original digital entity and the characterization of the archival
process. Virtual data grids support the characterization of processes and on demand
application of the process characterizations. A reference to the product generated by a
process can result in direct access to the derived data product, or can result in the
application of the process to create the derived data product. Virtual data grids can
characterize and apply archival processes.

Data grids provide the software mechanisms needed to manage the evolution of software
infrastructure [7] and automate the application of archival processes. The standard
capabilities provided by data grids were assessed by the Persistent Archive Research
Group of the Global Grid Forum [8]. Five major categories were identified that are
provided by current data grids:

1. Logical name space; a persistent and infrastructure independent naming
convention

2. Storage repository abstraction; the operations that are used to access and manage
data

3. Information repository abstraction; the operations that are used to organize and
manage a collection within a database

4. Distributed resilient architecture; the federated client-server architecture and
latency management functions needed for bulk operations on distributed data

5. Virtual data grid; the ability to characterize the processing of digital entities, and
apply the processing on demand.

The assessment compared the Storage Resource Broker (SRB) data grid from the San
Diego Supercomputer Center [18], the European DataGrid replication environment
(based upon GDMP, a project in common between the European DataGrid [2] and the
Particle Physics Data Grid [15], and augmented with an additional product of the
European DataGrid for storing and retrieving meta-data in relational databases called
Spitfire and other components), the Scientific Data Management (SDM) data grid from
Pacific Northwest Laboratory [20], the Globus toolkit [3], the Sequential Access using
Metadata (SAM) data grid from Fermi National Accelerator Laboratory [19], the Magda
data management system from Brookhaven National Laboratory [6], and the JASMine
data grid from Jefferson National Laboratory [4]. These systems have evolved as the
result of input by user communities for the management of data across heterogeneous,
distributed storage resources.

EGP, SAM, Magda, and JASMine data grids support high energy physics data. The
SDM system provides a digital library interface to archived data for PNL and manages
data from multiple scientific disciplines. The Globus toolkit provides services that can be
composed to create a data grid. The SRB data handling system is used in projects for
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multiple US federal agencies, including the NASA Information Power Grid (digital
library front end to archival storage) [11], the DOE Particle Physics Data Grid
(collection-based data management) [15], the National Library of Medicine Visible
Embryo project (distributed data collection) [21], the National Archives Records
Administration (persistent archive research prototype) [10], the NSF National Partnership
for Advanced Computational Infrastructure (distributed data collections for astronomy,
earth systems science, and neuroscience) [13], the Joint Center for Structural Genomics
(data grid) [5], and the National Institute of Health Biomedical Informatics Research

Network (data grid) [1].

The systems therefore include not only data grids, but also distributed data collections,
digital libraries and persistent archives. Since the core component of each system is a
data grid, common capabilities do exist across the multiple implementations. The
resulting core capabilities and functionality are listed in Table 1.

These capabilities should encompass
the mechanisms needed to implement
a persistent archive. This can be
demonstrated by mapping the
functionality required by archival
processes onto the functionality
provided by data grids.

3. Persistent Archive Processes
The preservation community has
identified standard processes that are
applied in support of paper
collections, listed in Table 2. These
standard processes have a
counterpart in the creation of archival
forms for digital entities. The
archival form consists of the original
bits of the digital entity plus the
archival context that describes the
origin (provenance) of the data, the
authenticity attributes, and the
administrative attributes. A
preservation environment applies the
archival processes to each digital
entity through use of a dataflow
system, records the state information
that results from each process,
organizes the state information into a
preservation collection, transforms
the digital entity into a sustainable

Core Capabilities and Functionality

Storage repository abstraction

Storage interface to at least one repository

Standard data access mechanism

Standard data movement protocol support

Containers for data

Logical name space

Registration of files in logical name space

Retrieval by logical name

Logical name space structural independence from physical file

Persistent handle

Information repository abstraction

Collection owned data

Collection hierarchy for organizing logical name space

Standard metadata attributes (controlled vocabulary)

Attribute creation and deletion

Scalable metadata insertion

Access control lists for logical name space

Attributes for mapping from logical file name to physical file

Encoding format specification attributes

Data referenced by catalog query

Containers for metadata

Distributed resilient scalable architecture

Specification of system availability

Standard error messages

Status checking

Authentication mechanism

Specification of reliability against permanent data loss

Specification of mechanism to validate integrity of data

Specification of mechanism to assure integrity of data

Virtual Data Grid

Knowledge repositories for managing collection properties

Application of transformative migration for encoding format

Application of archival processes

Table 1. Core Capabilities of Data Grids
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format, archives the original digital entity and its transforms, and provides the ability to
discover and retrieve a specified digital entity.

Archival Process Functionality
Appraisal Assessment of digital entities
Accession Import of digital entities
Description Assignment of provenance metadata
Arrangement Logical organization of digital entities
Preservation Storage in an archive
Access Discovery and retrieval

Table 2. Archival process functionality for paper records

To understand whether data grids can meet the archival processing requirements for
digital entities, scenarios are given below for the equivalent operations on digital entities.
The term record is used to denote a digital entity that is the result of a formal process, and
thus a candidate for preservation. The term fonds is used to denote a record series.

Appraisal is the process of determining the disposition of records and in particular which
records need long-term preservation. Appraisal evaluates the various terms and
conditions applying to the preservation of records beyond the time of their active life in
relation to the affairs that created them. An archivist bases an appraisal decision on the
uniqueness of the record collection being evaluated, its relationship to other institutional
records, and its relationship to the activities, organization, functions, policies, and
procedures of the institution.

Data grids provide the ability to register digital entities into a logical name space
organized as a collection hierarchy for comparison with other records of the institution
that have already been accessioned into the archives. The logical name space is
decoupled from the underlying storage systems, making it possible to reference digital
entities without moving them. The metadata associated with those other collections assist
the archivist in assessing the relationship of the records being appraised to the prior
records. Queries are made on the descriptive and provenance metadata to identify
relevant records. The data grid supports controlled vocabularies for describing
provenance and formats. This metadata also provides information that helps the archivist
understand the relevance/importance/value of the records being appraised for
documenting the activities, functions, etc. of the institution that created them. The
activities of the institution can be managed as relationships maintained in a concept
space, or as process characterizations maintained in a procedural ontology. By
authorizing archivist access to the collection, and providing mechanisms to ensure
authenticity of the previously archived records, the preservation environment maintains
an authentic environment.

Accessioning is the formal acceptance into custody and recording of an acquisition. Data
Grids control import by registering the digital entities into a logical name space organized
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as a collection/sub-collection hierarchy. The records that are being accessioned can be
managed as a collection independently of the final archival form. By having the data grid
own the records (stored under a data grid Unix ID), all accesses to the records can be
tracked through audit trails. By associating access controls with the logical name space,
all references to the records can be authorized no matter where the records are finally
stored.

Data grids put digital entities under management control, such that automated processing
can be done across an entire collection. Bulk operations are used to move the digital
entities using a standard protocol and to store the digital entities in a storage repository.
Digital entities may be aggregated into containers (the equivalent of a cardboard box for
paper) to control the data distribution within the storage repository. Containers are used
to minimize the impact on the storage repository name space. The metadata catalog
manages the mapping from the digital entities to the container in which they are written.
The storage repository only sees the container names. Standard clients are used for
controlling the bulk operations.

The information repository supports attribute creation and deletion to preserve record or
fonds specific information. In particular, information on the properties of the records and
fonds are needed for validation of the encoding formats and to check whether the entire
record series has been received. The accession schedule may specify knowledge
relationships that can be used to determine whether associated attribute values are
consistent with implied knowledge about the collection, or represent anomalies and
artifacts. An example of a knowledge relationship is the range of permissible values for a
given attribute, or the expected number of records in a fonds. If the range of values do
not match the assertions provided by the submitter, the archivist needs to note the
discrepancy as a property of the collection.

Bulk operations are needed on metadata insertion when dealing with collections that
contain millions of digital entities. A resilient architecture is needed to specify the
storage system availability, check system status, authenticate access by the submitting
institution, and specify reliability against data loss. At the time of accession, mechanisms
such as checksums, need to be applied to be able to assert in the future that the data has
not been changed.

The Open Archival Information System (OAIS) specifies submission information
packages that associate provenance information with each digital entity [14]. While
OALIS is presented in terms of packaging of information with each digital entity, the
architecture allows bulk operations to be implemented. An example is bulk loading of
multiple digital entities, in which the provenance information is aggregated into an XML
file, while the digital entities are aggregated into a container. The XML file and
container are moved over the network from the submitting site to the preservation
environment, where they are unpacked into the storage and information repositories.

The integrity of the data (the consistency between the archival context and archival
content) needs to be assured, typically by imposing constraints on metadata update.
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When creating replicas and aggregating digital entities into containers, state information
is required to describe the status of the changes. When digital entities are appended to a
container, write locks are required to avoid over-writes. When a container is replicated, a
synchronization flag is required to identify which container holds the new digital entities,
and synchronization mechanisms are needed to update the replicas.

The accession process may also impose transformative migrations on encoding formats to
assure the ability to read and display a digital entity in the future. The transformative
migrations can be applied at the time of accession, or the transformation may be
characterized such that it can be applied in the future when the digital entity is requested.

In order to verify properties of the entire collection, it may be necessary to read each
digital entity, verify its content against an accession schedule, and summarize the
properties of all of the digital entities within the record series. The summarization is
equivalent to a bill of lading for moving the record series into the future. When the
record series is examined at a future date, the archivist needs to be able to assert that the
collection is complete as received, and that missing elements were never submitted to the
archive. Summarization is an example of a collection property that is asserted about the
entire record series. Other collection properties include completeness (references to
records within the collection point to other records within the collection), and closure
(operations on the records result in data products that can be displayed and manipulated
with mechanisms provided by the archive). The closure property asserts that the archive
can manipulate all encoding formats that are deposited into the archive.

Arrangement is the process and result of identification of documents for whether they
belong to accumulations within a fonds or record series. Arrangement requires
organization of both metadata (context) and digital entities (content). The logical name
space is used as the coordination mechanism for associating the archival context with the
submitted digital entities. All archival context is mapped as metadata attributes onto the
logical name for each digital entity. The logical name space is also used as the
underlying naming convention on which a collection hierarchy is imposed. Each level of
the collection hierarchy may have a different archival context expressed as a different set
of metadata. The metadata specifies relationships of the submitted records to other
components of the record series. For a record series that has yearly extensions, a suitable
collection hierarchy might be to organize each year’s submission as a separate sub-
collection, annotated with the accession policy for that year. The digital entities are
sorted into containers for physical aggregation of similar entities. The expectation is that
access to one digital entity will likely require access to a related digital entity. The
sorting requires a specification of the properties of the record series that can be used for a
similarity analysis. The container name in which a digital entity is placed is mapped as
an administrative attribute onto the logical name. Thus by knowing the logical name of a
digital entity within the preservation environment, all pertinent information can be
retrieved or queried.

The process of arrangement points to the need for a digital archivist workbench. The
storage area that is used for applying archival processes does not have to be the final
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storage location. Data grids provide multiple mechanisms for arranging data, including
soft-links between collections to associate a single physical copy with multiple sub-
collections, copies that are separately listed in different sub-collections, and versions
within a single sub-collection. Data grids provide multiple mechanisms for managing
data movement, including copying data between storage repositories, moving data
between storage repositories, and replicating data between storage repositories.

Description is the recording in a standardized form of information about the structure,
function and content of records: Description requires a persistent naming convention and
a characterization of the encoding format, as well as information used to assert
authenticity. The description process generates the archival context that is associated
with each digital entity. The archival context is includes not only the administrative
metadata generated by the accession and arrangement processes, but also descriptive
metadata that are used for subsequent discovery and access.

Preservation Function | Type of information

Administrative Location, physical file name, size, creation time, update
time, owner, location in a container, container name,
container size, replication locations, replication times

Descriptive Provenance, submitting institution, record series attributes,
discovery attributes

Authenticity Global Unique Identifier, checksum, access controls, audit
trail, list of transformative migrations applied

Structural Encoding format, components within digital entity

Behavioral Viewing mechanisms, manipulation mechanisms

Table 3. Archival context managed for each digital entity

The description process can require access to the storage repository to apply templates for
the extraction of descriptive metadata, as well as access to the information catalog to
manage the preservation of the metadata. The description process should generate a
persistent handle for the digital entity in addition to the logical name. The persistent
handle is used to assert equivalence across preservation environments. An example of a
persistent handle is the concatenation of the name of the preservation environment and
the logical name of the entity, and is guaranteed unique as long as the preservation
environments are uniquely named. The ability to associate a unique handle with a digital
entity that is already stored requires the ability to apply a validation mechanism such as a
digital signature or checksum to assert equivalence. If a transformative migration has
occurred, the validation mechanism may require access to the original form of the digital
entity.

Preservation is the process of protecting records of continuing usefulness: Preservation

requires a mechanism to interact with multiple types of storage repositories, mechanisms
for disaster recovery, and mechanisms for asserting authenticity.
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The only assured mechanism for guaranteeing against content or context loss is the
replication of both the digital entities and the archival metadata. The replication can
implement bit-level equivalence for asserting that the copy is authentic. The replication
must be done onto geographically remote storage and information repositories to protect
against local disasters (fire, earthquake, flood). While data grids provide tools to
replicate digital entities between sites, some form of federation mechanism is needed to
replicate the archival context and logical name space. One would like to assert that a
completely independent preservation environment can be accessed that replicates even
the logical names of the digital entities. The independent systems are required to support
recovery from operation errors, in which recovery is sought from the mis-application of
the archival procedures themselves.

The coordination of logical name spaces between data grids is accomplished through
peer-to-peer federation. Consistency controls on the synchronization of digital entities
and metadata between the data grids are required for the user name space (who can
access digital entities), the resources (whether the same repository stores data from
multiple grids), the logical file names (whether replication is managed by the systems or
archival processes), and the archival context (whether insertion of new entities is
managed by the system or archival processes). Multiple versions of control policies can
be implemented, ranging from automated replication into a union archive from multiple
data grids, to simple cross-registration of selected sub-collections.

Data grids use a storage repository abstraction to manage interactions with heterogeneous
storage systems. To avoid problems specific to vendor products, the archival replica
should be made onto a different vendor’s product from the primary storage system. The
heterogeneous storage repositories can also represent different versions of storage
systems and databases as they evolve over time. When a new infrastructure component is
added to a persistent archive, both the old version and new version will be accessed
simultaneously while the data and information content are migrated onto the new
technology. Through use of replication, the migration can be done transparently to the
users. For persistent archives, this includes the ability to migrate a collection from old
database technology onto new database technology.

Persistence is provided by data grids through support for a consistent environment, which
guarantees that the administrative attributes used to identify derived data products always
remain consistent with migrations performed on the data entities. The consistent state is
extended into a persistent state through management of the information encoding
standards used to create platform independent representations of the context. The ability
to migrate from an old representation of an information encoding standard to a new
representation leads to persistent management of derived data products. It is worth
noting that a transformative migration can be characterized as the set of operations
performed on the encoding syntax. The operations can be applied on the original digital
entity at the time of accession or at any point in the future. If a new encoding syntax
standard emerges, the set of operations needed to map from the original encoding syntax
to the new encoding syntax can be defined, without requiring any of the intermediate
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encoding representations. The operations needed to perform a transformative migration
are characterized as a digital ontology [8].

Authenticity is supported by data grids through the ability to track operations done on
each digital entity. This capability can be used to track the provenance of digital entities,
including the operations performed by archivists. Audit trails record the dates of all
transactions and the names of the persons who performed the operations. Digital
signatures and checksums are used to verify that between transformation events the
digital entity has remained unchanged. The mechanisms used to accession records can be
re-applied to validate the integrity of the digital entities between transformative
migrations. Data grids also support versioning of digital entities, making it possible to
store explicitly the multiple versions of a record that may be received. The version
attribute can be mapped onto the logical name space as both a time-based snapshot of a
changing record, and as an explicitly named version.

Access is the process of using descriptive metadata to search for archival objects of
interest and retrieve them from their storage location. Access requires the ability to
discover relevant documents, transport them from storage to the user, and interact with
storage systems for document retrieval. The essential component of access is the ability
to discover relevant files. In practice, data grids use four naming conventions to identify
preserved content. A global unique identifier (GUID) identifies digital entities across
preservation environments, the logical name space provides a persistent naming
convention within the preservation environment, descriptive attributes support discovery
based on attribute values, and the physical file name identifies the digital entity within a
storage repository. In most cases, the user of the system will not know either the GUID,
logical name or physical file name, and discovery is done on the descriptive attributes.

Access then depends upon the ability to instantiate a collection that can be queried to
discover a relevant digital entity. A knowledge space is needed to define the semantic
meaning of the descriptive attributes, and a mechanism is needed to create the database
instance that holds the descriptive metadata. For a persistent archive, this is the ability to
instantiate an archival collection from its infrastructure independent representation onto a
current information repository. The information repository abstraction supports the
operations needed to instantiate a metadata catalog.

The other half of access is transport of the discovered records. This includes support for
moving data and metadata in bulk, while authenticating the user across administration
domains. Since access mechanisms also evolve in time, mechanisms are needed to map
from the storage and information repository abstractions to the access mechanism
preferred by the user.

4. Preservation Infrastructure

The operations required to support archival processes can be organized by identifying
which capability is used by each process. The resulting preservation infrastructure is
shown in Table 4. The list includes the essential capabilities that simplify the
management of collections of digital entities while the underlying technology evolves.
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The use of each capability by one of the six archival processes is indicated by an x in the
appropriate row. The columns are labeled by App (Appraisal), Acc (Accessioning), Arr
(Arrangement), Des (Description), Pres (Preservation), and Ac (Access). Many of the
data grid capabilities are required by all of the archival processes. This points out the
difficulty in choosing an appropriate characterization for applying archival processes to
digital entities. Even though we have shown that the original paper-oriented archival
processes have a counterpart in preservation of digital entities, there may be a better
choice for characterizing electronic archival processes.
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Core Capabilities and Functionality App | Acc Des | Pres | Ac
Storage repository abstraction
Storage interface to at least one repository
Standard data access mechanism
Standard data movement protocol support

Containers for data
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Registration of files in logical name space X
Retrieval by logical name
Logical name space structural independence from physical file X
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Collection owned data
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Collection hierarchy for organizing logical name space
Standard metadata attributes (controlled vocabulary)
Attribute creation and deletion

Scalable metadata insertion
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Encoding format specification attributes X
Data referenced by catalog query
Containers for metadata
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Distributed resilient scalable architecture X
Specification of system availability
Standard error messages

Status checking

Authentication mechanism X
Specification of reliability against permanent data loss X
Specification of mechanism to validate integrity of data
Specification of mechanism to assure integrity of data X

Virtual Data Grid
Knowledge repositories for managing collection properties X
Application of transformative migration for encoding format
Application of archival processes
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Table 4. Data Grid capabilities used in preservation environments

5. Persistent Archive Prototype

The preservation of digital entities is being implemented at the San Diego Supercomputer
Center (SDSC) through multiple projects that apply data grid technology. In
collaboration with the United States National Archives and Records Administration
(NARA), SDSC is developing a research prototype persistent archive. The preservation
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environment is based on the Storage Resource Broker (SRB) data grid [17], and links
three archives at NARA, the University of Maryland, and SDSC. For the National
Science Foundation, SDSC has implemented a persistent archive for the National Science
Digital Library [12]. Snapshots of digital entities that are registered into the NSDL
repository as URLSs are harvested from the web and stored into an archive using the SRB
data grid. As the digital entities change over time, versions are tracked to ensure that an
educator can find the desired version of a curricula module.

Both of these projects rely upon the ability to create archival objects from digital entities
through the application of archival processes. We differentiate between the generation of
archival objects through the application of archival processes, the management of
archival objects using data grid technology, and the characterization of the archival
processes themselves, so that archived material can be re-processed (or re-purposed) in
the future using virtual data grids.

The San Diego Supercomputer Center Storage Resource Broker (SRB) is used to
implement the persistent archives. The SRB provides mechanisms for all of the
capabilities and functions listed in Table 2 except for knowledge repositories. The SRB
also provides mechanisms for the extended features listed in section 3, such as soft-links,
peer-to-peer federation of data grids, and mapping to user-preferred APIs. The SRB
storage repository abstraction is based upon standard Unix file system operations, and
supports drivers for accessing digital entities stored in Unix file systems (Solaris, SunOS,
AIX, Irix, Unicos, Mac OS X, Linux), in Windows file systems (98, 2000, NT, XP, ME),
in archival storage systems (HPSS, UniTree, DMF, ADSM, Castor, Dcache, Atlas Data
Store), as binary large objects in databases (Oracle, DB2, Sybase, SQLServer,
PostgresSGL), in object ring buffers, in storage resource managers, in FTP sites, in
GridFTP sites, on tape drives managed by tape robots, etc. The SRB has been designed
to facilitate the addition of new drivers for new types of storage systems. Traditional
tape-based archives still remain the most cost-effective mechanism for storing massive
amounts of data, although the cost of commodity-based disk is approaching that of tape
[17]. The SRB supports direct access to tapes in tape robots.

The SRB information repository abstraction supports the manipulation of collections
stored in databases. The manipulations include the ability to add user-defined metadata,
import and export metadata as XML files, support bulk registration of digital entities,
apply template-based parsing to extract metadata attribute values, and support queries
across arbitrary metadata attributes. The SRB automatically generates the SQL that is
required to respond to a query, allowing the user to specify queries by operations on
attribute values.

Version 3.0.1 of the Storage Resource Broker data grid provides the basic mechanisms
for federation of data grids [16]. The underlying data grid technology is in production
use at SDSC and manages over 90 Terabytes of data comprising over 16 million files.
The ultimate goal of the NARA research prototype persistent archive is to identify the
key technologies that facilitate the creation of a preservation environment.
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5. Summary

Persistent archives manage archival objects by providing infrastructure independent
abstractions for interacting with both archival objects and software infrastructure. Data
grids provide the abstraction mechanisms for managing evolution of storage and
information repositories. Persistent archives use the abstractions to preserve the ability to
manage, access and display archival objects while the underlying technologies evolve.

The challenge for the persistent archive community is the demonstration that data grid
technology provides the correct set of abstractions for the management of software
infrastructure. The Persistent Archive Research Group of the Global Grid Forum is
exploring this issue, and is attempting to define the minimal set of capabilities that need
to be provided by data grids to implement persistent archives [8]. A second challenge is
the development of digital ontologies that characterize the structures present within
digital entities. The Data Format Description Language research group of the Global
Grid Forum is developing an XML-based description of the structures present within
digital entities, as well as a description of the semantic labels that are applied to the
structures. A third challenge is the specification of a standard set of operations that can
be applied to the relationships within an archival object. A preservation environment will
need to support operations at the remote storage repository, through the application of a
digital ontology.
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Abstract

Through earth and space modeling and the ongoing launches of satellites to gather data, NASA
has become one of the largest producers of data in the world. These large data sets necessitated
the creation of a Data Management System (DMS) to assist both the users and the administrators
of the data. Halcyon Systems Inc. was contracted by the NASA Center for Computational
Sciences (NCCS) to produce a Data Management System. The prototype of the DMS was
produced by Halcyon Systems Inc. (Halcyon) for the Global Modeling and Assimilation Office
(GMAO). The system, which was implemented and deployed within a relatively short period of
time, has proven to be highly reliable and deployable. Following the prototype deployment,
Halcyon was contacted by the NCCS to produce a production DMS version for their user
community. The system is composed of several existing open source or government-sponsored
components such as the San Diego Supercomputer Center’s (SDSC) Storage Resource Broker
(SRB), the Distributed Oceanographic Data System (DODS), and other components. Since Data
Management is one of the foremost problems in cluster computing, the final package not only
extends its capabilities as a Data Management System, but also to a cluster management system.
This Cluster/Data Management System (CDMS) can be envisioned as the integration of existing
packages.

1. Introduction

In the last twelve years, Commercial Off-the-Shelf (COTS)-based cluster computing has become
the main source of supercomputing providers. From the revolution of the first viable
microprocessors that lead the way to replacing vector supercomputers, to passing through new
network technologies and arriving at the efficient porting of scientific code, the road to cluster
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computing was paved with problems seemingly impossible to resolve. In a sense, the battle was
won; but the war is still being fought.

Many aspects of computing have changed so radically that situations from the past seem
unbelievably irrelevant today. Up until 1999, computing centers spent an immense amount of
time in lengthy negotiations with vendors in an effort to obtain “build-able operating system
codes”. Today, they can directly download them from the web.

Still, in the midst of a new era with the power of COTS microprocessors, there are many
challenges. Despite networks with low latency and high bandwidth and build-able operating
systems and the availability of a myriad of open source packages, cluster computing is, at best, a
difficult task that fails to replace the panacea days of Cray Research Inc.’s delivery of a C90
supercomputer.

The Data Management System (DMS) attempts to fill the void of middleware that both
supercomputing centers and their users need in order to easily manage and use the diverse
technology of cluster computers. The DMS is composed of several existing open source or
government-sponsored components, such as the San Diego Supercomputing Center’s Storage
Resource Broker (SRB), the Distributed Oceanographic Data System (DODS), and others. Since
data management is one of the major concerns in High Performance Computing (HPC), the final
DMS package not only serves as a data management system for very high end computing, but it
can easily be extended to a complete cluster management system.

Many areas of science that base their results on computing resources have different ratios of
Mega-Flops per byte of data ingested and/or produced. Meteorology is a science that ingests and
produces voluminous amounts of data. It is not a coincidence that the same branch of science
that produced the word “computer” is now leading the core issues of cluster computing.

One of the legacy items from the previous computing models of the 60’s, 70’s, 80’s, and 90’s is
the separation of mass storage engines and computing clusters. At this point, it is more efficient
to follow the management structure of the computing centers rather than the computing
architecture of the systems. COTS mass storage units, with multiple terabytes of attached disks,
are just as reliable and economical as the COTS computing nodes. COTS CPU power has grown
side-by-side with high bandwidth internal interconnects and new devices like Serial ATA and
others that can provide support for multi-terabyte storage on each single unit. At the same time,
OS improvements (Linux, etc.) make it possible to support those large file systems.

In a generic scientific computing center, the problem that must be solved is how to manage the
vast amount of data that is being produced by multiple users in a variety of formats. And, the
added challenge is to do so in a manner that is consistent and that does not consume all of the
users’ time manipulating such data or all of the computer center’s personnel in endless
migrations from one system to another and from one accounting report to the next. This holds
true across a broad range of actions from software engineering practices, to the production of
code, to upgrading OS versions and patches, and includes changes in the systems, in accounting,
in system engineering practices, and in the management of the actual scientific data.
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Despite the best efforts of computing centers, “dead data” continues to mount up in mass storage
vaults. The increasing cost of maintaining the storage, migrating, and in general curating can
reach up to 40% of the total budget of a typical computing center. These curation activities (such
as changing ownership, deleting, browsing, etc.) add to the burden of data management.
Likewise, the proliferation of mass storage vaults is increasingly higher: two copies in situ, a
third copy for catastrophic recovery, a copy in the computing engine (scratch) and additional
copies wherever users need them (desktops, websites, etc.). This not only drives up costs, but it
also undermines the collaboration among different scientists wherein data sharing becomes a
limiting factor.

The cost and expertise necessary to deploy a Grid-useable computing node is too high for small
computing groups. Groups of ten to twenty computer users typically have one or two system
administrators and no system software developers, which makes the start-up cost beyond their
reach (both in terms of dollars and expertise). As computing power increases, fewer groups need
a true supercomputer platform. A successful Grid should easily deploy smaller nodes and
maintain production level.

Finally, the lack of connection between the datasets and the software engineering practices (code
version, patches, etc.) and the computing environment (CPU type, number of CPUs, etc.) limits
the life of a dataset, its utility, and the scientific verification value.

In this paper we describe an integration effort composed of several existing packages that solves,
to a large extent (but not totally), the data management problem for data coming out of a cluster
computing environment. As a posteriori result we describe how the data management, essential
to the utility of a cluster, becomes a centerpiece for its management. We also propose an
ensemble set that can be used as a turn-key engine for a further integration of Cluster/Data
Management into a full Grid/Data Management System (“Incoherent”). In this area, Halcyon
proposes that Incoherent be an Open Source Project.

2. Basic Requirements for a Data Management System

The following list contains the basic requirements for the DMS.

e Ensure a single point of information wherein data is retrieved/searched. Though there
might be many different interfaces, the initial point of contact for each interface should
be the same.

e Provide system tools to cap storage costs and select datasets to be expunged.

e Provide methods for minimizing the number of data copies (and conceivably provide a
live backup of the data). The copy that is more efficient to fetch should be the one that is
accessed.

o Establish a linkage between data, scientific metadata, computing metadata, and
configuration management data.

e Provide support for data migration whether it is from computing nodes to local storage
(where users are) or from one storage system to another.

e Support plug and play of different visualization tools.
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e Avoid multiple, full, or subset copies of datasets in the system by providing a Virtual
Local Data capacity (data always feels local), along with the automatic use of local
caches and sub-setting on-the-fly.

e Provide robust, easily deployed, grid-compatible security tools.

e Deploy with ease. Most department-type scientific groups do not have the resources to
integrate a fully deployed Cluster Software Management and Mass Storage System.

3. Data Management System, Present Components

Halcyon Systems has integrated several packages to work together as a DMS:

e Storage Resource Broker (front-end mass storage, metadata catalog)

e Distributed Oceanographic Data System (transport layer, connection to manipulation and
visualization tools)

e Configuration Management Software for all systems involved

e Distributed Oceanographic Data System and GrADS visualization tool

A minimal number of changes were implemented in the SRB software. A build tool and
benchmarks were produced for ease of administration. Exit codes were changed to comply with
standard UNIX command return codes. The underlying database is Oracle 9i running on Linux.

The DODS dispatch script is CGI-Perl. It was modified to make calls to SRB S-utilities to
retrieve and cache files from SRB. Once a file has been transferred to local disk, it remains there
until either the SRB version is modified or the cache fills and it is the oldest file. The DODS
server authenticates as SRB identity "dods", and users who wish to export their files via DODS
add read access for that user to the files' access control lists.

The DODS environment does not maintain a separate metadata catalog for managing semantic-
based access to the data. There is presently no connection between DODS metadata, which is
synthesized from the DODS-served file depending on the data format, and SRB metadata, which
is stored in the MCAT associated with the file. MCAT data cannot yet be retrieved through
DODS, nor is DODS-style synthesized metadata stored in MCAT.

Configuration Management Software is a set of commands enabling the user/administrator to
enter changes in the specifically devoted tables created separately from the SRB tables in the
Oracle database.

GrADS is already integrated with DODS; however, future work will have a separate server
(GrADS-DODS server or GDS) fully integrated with SRB. In this way, a wider set of data
manipulation and computation will be directly accessible to DMS users.

Note on GCMD integration: DMS uses SRB's "user defined metadata" facility to store GCMD-
compliant metadata. We have defined site-standard user metadata attributes corresponding to the
attributes defined in GCMD; then restricted their values based on GCMD convention. An
application level tool replaces the general purpose SRB metadata manipulation client and
enforces the conventions.
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4. Existing Architecture
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Figure 1: Depicts the existing components of the DMS deployed at the NCCS and their functionality.
5. Requirement Fulfillment

Based on the requirements and the architecture described above, the DMS currently meets the
following requirements.

e There should be a single point of information for retrieving/searching the data. Even
though there might be many different interfaces, the initial point of contact for each
interface should be the same. SRB provides a single point of access for the data.

e The system should provide tools to cap storage costs and select datasets to be expunged.
The Data Management System Toolkit provides tools to manage expiration dates for
datasets and mechanisms allowing users to preserve selected datasets beyond a given
lapse of time (separate description).

e The system should provide ways to minimize the number of data copies and could
provide a live backup of the data. The copy that is more efficient to fetch should be the
one fetched. DODS/OpenDAP can manage a local cache, network-wise close to the
users. Computations, on-the-fly sub-setting can be provided by tools like the GrADS-
DODs server (active implementation already on-going).
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e Scratch space on the computing platforms can be managed by a short expiration date of a
SRB replica of a given dataset.

e Linkage between data, scientific metadata, computing metadata. and configuration
management data. SRB flexible metadata schemas provide a linkage between datasets
and their scientific content. Metadata schema has been modified to accommodate the
format provided by the Global Change Master Directory Software (GCMD), although a
fully compatible version of GCMD has not been implemented as yet. Halcyon also has
integrated a Configuration Management Software into the DMS that links the system
“state” (patches, compilers, etc.) of computing engines with the dataset metadata.

e Provide support for data migration from computing nodes to local storage (where users
are) or from one storage system to another: SRB provides bulk transfer from legacy mass
storage systems to newer ones; and DODs/OpenDAP can manage local caches as datasets
are requested by users. The Halcyon DMS Toolkit provides the following features:

file ownership management (user, group, project)

file expiration dates management tools

dms acct uses MCAT interface for accounting reports

dms admin provides administrative commands

dms meta provides metadata management, search

dms ingest stores files with metadata automatically

adds concept of file certification. A process through which
the users can extend the life of a file beyond expiration dates.

e Provide robust, easily deployed, grid-compatible security tools. SRB’s underlying
security infrastructure is compatible with the Grid Security Infrastructure (GSI). At the
moment, the current DMS deployment is using password encryption, which is more
robust than FTP and does not pass clear text passwords. GSI can support tickets (PKI)
and Kerberos infrastructure.

e Ease of deployment. Most department-type scientific groups do not have the resources to
integrate a fully deployed Cluster Software Management and Mass Storage System.
Halcyon is planning to deploy a turn-key server, named Infohedron, to deploy the DMS
software in a single box (see next section).

6. Performance

As with all high performance production systems, the risk of not utilizing all available network
bandwidth can be a significant issue. In tests performed between two single points at NCCS, the
following results have proven that the DMS and, particularly, SRB are able to sustain
performance levels equivalent to scp transfers without the overhead of CPU consumption due to
encrypting and decrypting the data.
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The NCCS implementation is built around a pair of redundant Linux-based SRB MCAT servers
running Oracle/91 to provide database services. These DMS servers are identically configured
two-CPU Xeon systems with 4 GBytes of RAM and SCSI RAID disk arrays. One machine, the
primary, is the active server. The second is a hot backup that can be brought into production
within two hours should a catastrophic failure disable the first, losing at most thirty minutes
worth of MCAT transactions—although in the vast majority of situations the RAID arrays
prevent this type of serious failure and no transactions will be lost.

DMS/SRB I/O bandwidth was measured between two hosts, “halem”, a Compaq Tru64 compute
cluster acting as SRB client, and “dirac”, a Solaris9-based SAM-QFS storage server. The tests
reported here used a single node of halem and a single node of dirac interconnected by Gigabit
Ethernet. Thirty-two transfer threads ran simultaneously—although test results indicated that
the performance changed little from eight to sixty-four nodes. These bandwidth tests were
designed to demonstrate that DMS/SRB is capable of supporting the near-term projected storage
load for NCCS, which was estimated at 2 TBytes per day with a ratio of three writes to one
read—i.e., 1.5 TB write traffic and 0.5 TB read traffic per day. The average file at NCCS is 40
MBytes in size, and it was calculated that in order to meet the daily write requirement it would
be necessary to complete the transfer of 1600 files in an hour. Although only one third this
number of files had to be transferred within an hour to meet the read test requirements, for
convenience the tests ran with the same group of 1600.

A significant part of the file transfer time is due to MCAT overhead independent of the file size,
so the aggregate throughput increases significantly as the file size increases. For these tests, no
NCCS-specific network optimization—for instance adjustment of network buffer sizes—took
place.

TEST ELAPSED m. MB/s TB/day
write 30.5-333 32-35 26-29
read 17.6 -32.2 33-60 2.7-5.0

1600 40MB files, 32 threads, halem - dirac
requirement: 1 hr. or less, 2TB day (3:1 W:R)

NOTE: single client system to single server system;
no optimization to NCCS network

As the table demonstrates, DMS/SRB was easily able to meet the requirements even without
optimization. The daily performance numbers were extrapolated from the 1600-file test
performance.

The second group of tests measured MCAT transaction performance and were intended to
demonstrate that DMS can support the expected number of file metadata operations per day. For
the tests, it was estimated that each file would have 15 associated metadata attribute-value pairs,
and similarly to the bandwidth tests a group of 1600 canonical 40 MByte files was used.
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Metadata insertions and deletions were tested, as well as simple queries—display of the metadata
attributes associated with a particular file. 50,000 insertions and deletions were required each
day, as well as 10,000 searches.

DMS Performance: Metadata

TEST ELAPSED m. TRANS/s TRANS/day
insert 43.5-48.6 82-9.2 711K - 795K
query 29-3.1 129 — 140 11.2M — 12.1M
delete 424453 8.8-94 770K — 815K

1600 40MB files, 32 threads, halem - dirac
requirement: S0K inserts/day, 10K search/day

Even more so than with the bandwidth tests, the DMS/SRB easily exceeded the requirements.
7. Infohedron System Architecture

Presently, the DMS system is built on a Linux and Oracle 9i platform with limited redundancy
(manual switchover), which covers the minimal needs of a production system. The cost of
upgrading to a replicated database is largely due to the cost of an Oracle replicating database.
Halcyon is testing the deployment of a Postgres-based, underlying database. In this area,
Halcyon has been using an SRB 2.1 server while advancing to Postgres version 7.4. This
decision has been based on the large customer base of Postgres — which allows it to mature faster
— and the smaller customer base of SRB, which implies a slower maturation process of the
software to arrive at the production level required by the NCCS environment. With an upgrade
to SRB 3.0, the process would close the compatibility of Infohedron platforms by distributing the
metadata catalog and, thereby, form a federated DMS.

In planning for the full deployment of Infohedron, Halcyon has included the GrADS-DODS
server to fulfill the needs of NCCS major customers, such as the Global Modeling and
Assimilation Office (GMAO), as well as the following packages (to make it useful to a wider
audience of customers).
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Local Services: Infohedron

LOCAL CACHES

LOCAL
MCAT
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Document
(SAMBA) Library
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(DoDS) (CVS)
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Solaris Linux SAM-QFS Lustre (?)
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Figure 2: Depicts the turn-key option with typical services needed by a scientific group to adhere to a Grid-like
infrastructure. The seemingly chaotic disposition of the packages is intended to depict large variations in needs from
group-to-group. The question marks indicate uncertainties in the configuration of groups or the possibility of
replacing them with other packages.

8. DMS as Cluster Management

By managing the accounting in the cluster and providing Virtual Locality for Data, DMS can
provide full utilization of the cluster and the local caches co-located with the users and the
scratch space of the computing cluster itself. By containing the software engineering
information and the computing configuration management, DMS is able to provide data integrity
and reproducibility.

Homogeneous, easily deployable security infrastructure couples with federated metadata catalogs
enabling the Grid. Migration of data and underlying data movements can be controlled in a small
environment automatically and in a larger environment with the aid of user indirect manipulation
(SRB replication process). Finally user control of data sharing and user quotas (SRB 3.0) can
enable cluster sharing, producing a CDMS.
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9. Future Directions

Though many of the components described in this paper already exist, and their integration is
relatively simple, the production level will be arduous to achieve. Halcyon provides a rigorous
system engineering background to test, document and deploy all components. While the effort is
sizeable, it has the potential to move progressively toward deployment of a large grid by doing
the hardest work first — incorporating legacy data into a Data Management System and then
enlarging the DMS into a wider set of services service like CDMS.

Parallel transfers of datasets over separate rails support is provided by SRB. However, it has not
been tested under production on DMS.

GSI infrastructure has not been deployed at NCCS. The level of Software Systems support has
not yet been determined.

Grid wise accounting has not yet been defined under CDMS.

The Earth System Modeling Framework (http://www.esmfucar.edu/) is in the process of
formulating an I/O interface. The DMS project will provide a library to interact directly with
DMS. If proper network support is provided, an application running in a computer cluster could
directly deposit files into mass storage systems. In this way, a consolidation of high performance
file-systems would provide savings, as well as avoid the usual double I/O process of depositing
files in a local parallel file-system and then transporting them to mass storage.

Integration of the DMS with Lustre: Luster is a distributed file-system designed to provide high
performance and excellent scalability for cluster computers. The resulting system would
combine the simplicity, portability, and rich interfaces of DMS with the high performance and
scalability of Lustre, effectively extending DMS to efficiently support data-intensive cluster-
based supercomputing.

Lustre is designed to serve clusters with tens of thousands of nodes, manage petabytes of storage,
and achieve bandwidths of hundreds of GBs/sec with state of the art security and management
infrastructure. It is currently being developed with strong funding from the Department of
Energy and corporate sponsors.

Experimentation with more integration between SRB and the underlying Hierarchical Storage
Systems could lead to a more efficient sub-setting by extracting only necessary parts of the files
to be sub-set directly from tape (no full file recalling). This is similar to the ECMWF MARS
Archive.

In conclusion we propose a two-tier approach: Firstly, convert the typical mass
storage/computing cluster architecture most computing centers have to a service rich
Cluster/Data Management System Architecture as, for example, the one described in this paper.
Secondly, produce a brick-like engine that can take care of most requirements of the diverse,
medium- to small-size groups. These bricks would provide local data caches and direct
connection to software trees, as well as many other services targeted to the individual groups.
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In this manner local idiosyncrasies can be accommodated while maintaining a homogeneous
systems engineering throughout a Computing Grid.

The further development of this project would be a breakthrough in data-intensive
supercomputing, alleviating a persistent performance bottleneck by enabling efficient analysis
and visualization of massive, distributed datasets. By exploiting dataset layout metadata to
provide direct access to the relevant portions of the data, it is possible to avoid the performance
limiting serialization traditionally imposed by requiring transfer of the entire dataset through a
non-parallel mass storage system.
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Abstract

Shared storage has become commonplace with recent trends in storage technolo-
gies, such as storage consolidation and virtualization, etc. Meanwhile, storage QoS,
which guarantees different storage service requirements from various applications to-
ward shared storage, is gaining in importance. This paper proposes a new scheme
which combines a feedback-controlled leaky bucket with a fair queuing algorithm
in order to deliver guaranteed storage service for applications competing for shared
storage. It not only assures an agreed-upon response time for each application, but
also maximizes the aggregate 1/O throughput by proportionating unused bandwidth
to other active applications. Simulation results under various types of competing 1/0
workloads validate the features of the proposed scheme.

1 Introduction

The explosive growth of on-line datain many applications, such as multimedia, e-business,
ERRP, etc., poses scalability and manageability problemswith storage. The advent of storage
consolidation through SAN and storage cluster has overcome the limitation of scalability
in traditional directed-attached storage environments. Moreover, the introduction of a new
abstraction layer between physical disks and storage management applications called stor-
age virtualization reduces complexity in storage manageability dramatically. With these
trends in storage technologies, a shared storage model is now accepted in many areas, such
as storage service providers, departmental storage environmentsin an enterprise, etc.

In a shared storage environment, it is commonplace for different users or applications
to share a physical disk resource. Moreover, each application assumes that the storage is
owned by itself, implying that it demands to have a guaranteed storage service called stor-
age QoS at all times no matter how many applications share the storage. The storage QoS
can be specified in many aspects which include 1/0 performance, reliability/availability,
capacity, cost, etc. The issue of delivering guaranteed I/O performance has been given a
higher priority than the others[6, 7, 12]. In addition, Shenoy and Vin in [7] described how
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partitioning storage bandwidth can satisfy the different I/O performance requirementsfrom
mixed types of applications.

Few disk scheduling algorithms exist with QoS in mind [6, 7]. YFQ [6] is an approxi-
mated version of Generalized Processor Sharing (GPS) [2] that allows each application to
reserve a fixed proportion of disk bandwidth. However, when the 1/0O workload from an
application becomes heavier, it cannot bound the maximum response time. Cello frame-
work [7] schedules I/O requests from heterogeneous types of clients including real-time
and best-effort applications. The drawback of the Cello framework is that it assumes the
existence of an accurate device model.

This paper proposes a new scheme which combines a feedback-controlled leaky bucket
with afair queuing algorithmin order to deliver guaranteed storage service for applications
competing for shared storage. It not only assures an agreed-upon response time for each
application, but also maximizesthe aggregate 1/0 throughput by proportionating the unused
bandwidth to other active applications. The feedback-controlled leaky bucket at the front-
end dynamically regulates 1/0O rates from each application. The fair queuing algorithm
at the back-end partitions a disk bandwidth among multiple I/O workloads from different
applications in a proportional manner. As a result, the proposed algorithm is expected to
assure ademanded response time as well as to maximize storage utilization. The remainder
of this paper is organized as follows. Section 2 describes basic assumptions and definitions
for the proposed scheme. Section 3 gives a detailed description on the proposed scheme.
Performance evaluationsviasimulation are givenin Section 4. Finaly, this paper concludes
with Section 5.

2 Preliminaries

Assumptions and Definitions.  We begin by providing a set of assumptions and defi-
nitions to be used throughout this paper for clear descriptions. First, we assume that the
characteristics of an I/0 workload featured by an average |OPS and an average request size
are known. Second, 1/0 requests access the underlying storage randomly. We denote the
underlying shared storage with S. Next, it is shared by a set of 1/0 workloads denoted
with WS = {W;, Ws, ..., W,}. An1/O workload W; demands I/O performance level of
{iops;, size;, rt;} for the shared storage S, where size; is an average request size, iops;
isan 1/O arrival rate per second (briefly 10PS), and r¢; is a demanded response time with
iops;. Given /O requests of size size;, the response time of any 1/O request is required
not to exceed rt;, unless the current arrival 1/O rate from W; is faster than iops;. Given
the maximum IOPS of the storage denoted with IOPS,,,.., we assume that it can pro-
vide 0.75xIOPS,,.. in asustained manner. Denote with IO P S; the sustained maximum
|OPS.

Simple Admission Control:  Next, we describe how to systematically map demanded I/o
performance from an 1/0 workload® and the underlying storage, called admission control.
Given WS = {W, Wy, ..., W,,} where W; requires performance of {iops;, size;, rt;}, the

IHereafter, we interchangeably use an application and an 1/0O workload.
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following procedure decides if or not underlying storage can guarantee the required dif-
ferent types of performance from WS. Figure 1 depicts this procedure graphically. In
Section 4, we will show how to seek those JOPST and RT” values for two sets of 1/0
workloads based on this procedure.

Mixed 1/O workloads RT

-—
W,
W, Shared | p7T  bege
RTT
e Storage :> i +20%
W, RTE

I0PST

Figure 1: Measuring deliverable target response time (R7'7) for a given target 10PS
(IOPST) with aset of 1/0 workloads W S

e generate mixed I/O requests whose size is size; with aprobability of iops;/IOPST,
where IOPST = ¥, iops;,

e find aresponse time RT” which is the 95th percentile of all response times whose
corresponding IOPS fallsinto IOPS7,

e compute a target response time with a 20% margin as follows: RT? = 120% of
RTF, and

o if rt; < RT™ for dl i, then it can be said that the underlying storage can guarantee
the performance requirements demanded from W'S.

3 TheProposed Algorithm

3.1 Feedback-Controlled Leaky Bucket (FCLB)

The proposed algorithm consists of a feedback-controlled leaky bucket and YFQ disk
scheduling algorithm, as shown in Figure 2. The YFQ disk scheduling algorithm pro-
portionately partitions a disk bandwidth according to the assigned weight (¢) among mul-
tiple I/0O workloads, and then the feedback-controlled leaky bucket dynamically regulates
requests within each partition by controlling the token replenish rate (p;). The feedback-
control moduleis composed of amonitor and controller. It controlsthe token replenish rate
(p;) parameter of the leaky bucket adaptively according to the current responsetime (RT;).
The controller increases p; when RT; goes below its demanded response time (rt;). Con-
versely, the controller decreases p; to its demanded |OPS (iops;) maximumly. In addition,
when one I/0O workload is inactive, the other can utilize the surplus left by the currently
inactive |/O workload.

Monitor:  Themonitor component isresponsiblefor collecting the current response time
(RT;) of each workload (1V;) at the end of each monitoring period, and feeding theseresults
to the controller.
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Figure 2: Architecture of the proposed algorithm

Controller:  The controller compares the current response time RT; (k) for the time win-
dow ((k — 1)1, kI) with the demanded responsetime (r¢;), and computes the replenish rate
p;(k) to be used during the next monitoring period (k1, (k + 1)I).

1. For each workload i (0<: <n) in the system, compute its error
Ei(k) = rti— RT(K),0<i<n (1)

where rt; is caled the reference in control theory. More negative values of E;(k)
represent larger response time violations.

2. Compute the replenish rate according to the integral control function (K isa config-
urable parameter of the controller):

pi(k) = pi(k—1)+ KE;(k) )
3. Adjust thereplenish rate p;(k — 1) in the previous control period to p; (k).

3.2 Feedback control loop in FCLB

Parameter K must to be tuned to prevent the replenish rate and measured response time
from oscillating excessively and for fast convergence of the output to the reference. This
can be done systematically with standard control theory techniques.

System Modeling:  In general cases, all systems are non-linear. However, there are
equilibrium points where systems behave in alinear fashion. Accordingly, non-linear sys-
tems can be linearized at the points previously described in Section 2. We approximate the
controlled system with the linear model, as shown in Equation 3. The controlled system
includesthe shared storage, leaky bucket, monitor and controller. The outputis RT;(k + 1)
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and the input to the controlled system is the replenish rate p;(k) in the monitoring period
(K1, (k+1)I).

RTi(k +1) = RT;(k) = G x (pi(k) = pi(k — 1)) 3)

The process gain, G, is the derivative of the output RT;(k + 1) with respect to the input
pi(k). G represents the sensitivity of the response time with regard to the change in the
replenish rate.

z-Transform:  Next, we transform the controlled system model to the z-domain, which
is amenable to control analysis. The controlled system model in Equations 2 and 3 is
equivalent to Equations 4 and 5. Figure 3 describes the flow of signalsin the control loop.

z

plz) = ° KE() @
1
RTi(2) = Gpi(2) ©)
@D ™ *Qfﬂ) cE pe H@) > RT(2)
I (Zf—l)K %G

Figure 3: z-Transform of the control loop

Transfer Function:  The whole feedback control system is modeled in the following
transfer function:

C(z)H(z)

Hez) =y ooym(e) ©)
. KG
- z—-(1-KG)

Given the dynamic model of the closed loop system, we tune the control parameter K ana-
Iytically using linear control theory, which states that the performance of a system depends
on the poles of its closed loop transfer function. The closed loop transfer function has a
single pole:

p = 1-KG @)
and the sufficient and necessary condition for system stability is:

2

Ip| <1 <= 0<K<G

(8)
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4 Performance Evaluations

This section provides the behavior and performance of the proposed agorithm which is
obtained from simulations. First, we describe simulation environments, 1/0O characteris-
tics of two competing 1/0 workloads and performance requirements each of 1/0 workloads
requires. Second, we will measure the 1/O characteristics of the shared storage used in
the experiments and investigate the range where shared storage can provide service in a
stable manner. Third, given a set of competing I/0O workloads and their performance re-
quirements, we will perform an admission control to decide whether or not the underlying
shared storage can assure the requirement. Fourth, we will determine experimentally two
parameters G and K for the feedback control in order to stabilize the system. Finally,
under a variety of conditions of the two 1/0O workloads, we will analyze the behavior and
performance of the proposed algorithm.

4.1 Simulation Environments

We implemented the proposed a gorithm within the DiskSim simulator[14]. Tablel shows
the generic throttling parameters which are used for the experiments. In this table, p;
represents a rate of replenishing tokens. It is the same as the demanded maximum IOPS
for W;. o; means an amount of tokens that can be accumulated during an idle period. It
corresponds to the size of a bucket in a leaky bucket model. Actuadly, tokens (I0PS) of
’;i are replenished every ! second. In our experiments, we will employ atime interval of
1 msec to replenish tokens to eventually alow 1/0 requests to pass through a throttling
module and 1000 msec to control the replenish rate. We also set Y FQ weight to ¢1:¢,=2:1.
Two competing 1/0 workloads based on a closed model are synthetically generated, as
shown in Table2. The sizes of the 1/O requests are distributed normally with a mean of 8
blocks. The performance of read and write is the same in arandom |/O pattern, so that we
will perform experiments with only read requests. We use a single IBM DNES309170W
SCSI disk which serves arriving 1/0 requests in a FIFO manner.

Table 1: Throttling parameters for each experiment
Parameter Wy W
Di (iopsi) 40 20

v v
Bucket Size (0;) 8 4

4.2 1/0O characteristics of the shared storage

In this subsection we investigate the I/O characteristics of shared storage to decide a set
of the replenish rate (p;) where shared storage can provide service stably. The stable area
is spread over 75 IOPS, as shown in Figured4. The growth of response times is gradual
according to the increase of IOPS in this area. We respectively assign 40 and 20 10PS to
each 1/0O workload.
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Table 2: Two competing I/0 workloads

Parameter W, Ws
size; 4KB 4KB
10pS; 40 20

rt; 35msec 38 msec

access pattern  Random Random

120

100

80

60

T 40

20

I0PS

Figure 4: 1/O characteristics of the shared storage with Random Read 4KB

4.3 Admission Control

After acquiring all the information about performance regquirements from I/O workloads
and underlying storage, we will try to map each 1/O workload described in Table2 to the
underlying storage. Recall the mapping methodology proposed in Section 2.

I/O requests of 4KB are issued increasingly to the corresponding reservation queue for
J&ops: .. We obtain IOPS versus RT chart as shown in Figure5. By analyzing Figure5 with
several steps given in Section 2, we can obtain the following parameter in Table3. Based
on IOPST and RT™ of each I/O workload in Table3, it can be said that the demanded level
of performance by given 1/0O workloads in Table2 can be deliverable with the underlying

storage. RT* isinternally used for the feedback control as areference value.

50

40

95th percentile|

30

I0PS

-
RT," +20 OPS
+20% = 40 IOPS

20 1 LY .

[ 95t percentilel
10 RT,
RT,T

0

Q 10 20 30 40 50 60 70 80 90
RT(msec)

Figure 5: Measuring deliverable target response time (RT") for a given target 10PS
(TOPST) with two 1/0 workloads
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Table 3: Given I/0O workloads and deliverable response time by underlying storage

Parameter IOPST RTF RTT
W, 40 29.08 msec 34 msec
Wy 20 31.38 msec 37 msec

[—+—10PS —=— RT(msec) —— Target RT | [=+—10PS —= RT(msec) —+ Target RT |
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(a) Throughput and response time for Ac- (b) Throughput and response time for Ac-
tive 40 IOPS tive 20 IOPS

Figure 6: Performance Experiment 1. - one I/O workload isinactive and the other is active

4.4 Control ParametersG, K

Here, we determine the parameters G and K. First, we approximate GG by running a set
of shared storage profiling experiments, as shown in Section 4.2. We estimate that G=0.3
for the synthetic workload. Since the closed loop transfer function as shown in Equation
7 hasasinglepolep = 1 — K@, we can set p to the desired value by choosing the right
value of K. In our experiments, we set p = +0.9 by choosing K = (15”) = 0.33. Inthe
case of shared storage having a non-linear property whose /O request service timeis not
proportional to its data size, we determine that the location of the poleisacloseto +1 in
order to stabilize the system.

45 Performance Results

Under a variety of conditions of the two I/O workloads, we analyze the behavior of the
proposed algorithm and its resulting 1/0O performance.

Casel- Onelnactivel/O workload :  In this experiment, one I/O workload is inactive
and the other is active. Figure6(a)-(b) show time-plots of response time and throughput for
two 1/0 workloads when 20 and 40 10PS |/O workload are inactive respectively. As the
graphs show, active I/0O workload fully utilizes the shared storage by 72 10PS on average.
The response timetime-pl ot showsthat active I/0O workload receivesits demanded response
time with a 5% violation. The degree of a response time violation seen by Figure6(b) is
higher than Figure6(a). Thisis because the reference of 20 1OPS workload which is used
to compute the error islarger than 40 1OPS.
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Figure 7: Performance Experiment 2. - one 1/0O workload begins after 30 seconds and the
other issues I/O requests continuously

Case 2 - One Step 1/0 workload :  In this experiment, one I/O workload begins af-
ter 30 seconds and the other issues I/O requests continuously. Figure7(a)-(b) shows the
measured response time and throughput for 20 and 40 IOPS when 20 and 40 IOPS 1/0
workload begins after 30 seconds, respectively. In Figure7, we observe that two competing
I/0O workloads have its demanded response time in most cases except for 30 seconds where
one 1/0 workload issues I/0 requests and achieves its demanded IOPS in all cases. Before
30 seconds Y FQ allocates afull disk bandwidth for continuously issuing the I/O workload.
When one I/0 workload comes on after 30 seconds, Y FQ proportionately partitions a disk
bandwidth according to the assigned weight among /O workloads. As a result, the 1/0
workload allotted a full disk bandwidth has a high response time because it takes time for
itsreservation queue to drain sufficiently so that the corresponding response timetarget can
be met. In this case, the response time violation is below 3 percent.

Case 3 - One Pulse I/0O workload :  In this experiment, one I/O workload repeats on
for 5 seconds and off for 5 seconds and the other issues I/O requests continuously. As the
graphs show, we can observe that two competing I/O workloads have its demanded 10PS
in al cases. However, there is a spike in the response time whenever a burst of requests
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Figure 8: Performance Experiment 3. - one 1/O workload repeats on for 5 seconds and off
for 5 seconds and the other issues 1/0 requests continuously

begins. The spike subsides quickly as soon as possible - within atwo or three time window.
Thistendency is dueto afeature of YFQ explained in our previous experiment. The degree
of aresponse time violation seen by Figure8(b) is higher than Figure8(a). Also, thisis due
to the same reason described in our first experiment. The response timeviolation is 12/6%,
3/19%, as shown in Figure(a)-(b).

Case 4 - Two Active I/0O workload :  In Figure9, two Active I/O workloads have its
demanded |OPS and response time in most cases. In this case, the response time violation
is below 3% and two 1/0 workloads occur at approximately the same rate as Y FQ weight,
that is2:1.

Comparisonswith Cello Framework [7]: The Cello framework heavily depends on the
accuracy of the underlying storage device model, whereas the proposed scheme operates
based on the measured performance of the underlying storage device. Thus, the proposed
scheme can be more portable and applicable. In addition, the Cello framework proportion-
ates unused storage performance by selecting pending 1/0 requests from the active appli-
cations in an ad-hoc order. However, the proposed scheme distributes the unused storage
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Figure 9: Performance Experiment 4. - Two Active I/O workload

performance by adaptively configuring the replenishing rate of tokens at the leaky bucket
of each application based on the concrete theory given in Equations 1-8.

5 Conclusion and Future Work

We proposed a new scheme that combines a feedback-controlled leaky bucket with a fair
gueuing algorithm in order to provide guaranteed storage service for different applications
competing for shared storage. The proposed scheme not only assures an agreed-upon re-
sponse time for each application, but also maximizes the aggregate 1/0 throughput by dis-
tributing the unused bandwidth to other active applications proportionally. We evaluated
the performance of the proposed scheme under various types of competing I/0O workloads.
First, when an I/0O workload becomesidle, we observed that the other workload could fully
utilize the surplus bandwidth unused and only 5% of all completed I/O requests missed the
agreed-upon response time. Second, when an 1/0 workload is backlogged again while the
other 1/0O workload is using the entire bandwidth, we observed that competing 1/0O work-
loads had their demanded response time in most cases except for 30 seconds where an
I/0O workload issues 1/0 requests and achieved its demanded bandwidth in al cases. In
this case, the response time violation is below 3 percent. Third, when an 1/O workload is
backlogged for a short period like a pulse while the other I/0O workload is using the entire
bandwidth, a spike occursin the response time whenever a burst of requests begins. In this
case, the proposed scheme revealed a lower performance than others. Finally, when both
I/O workloads are active, both I/O workloads can approximately share the bandwidth at a
rate of 2:1 and below 3% of all completed I/O requests missed the agreed-upon response
time. In summary, the simulation results with various types of competing 1/0 workloads
showed that the proposed algorithm provided a satisfactory level of response times; that
is, 6% violation on average for the demanded response times. In future work, we plan to
support workloads with multiple performance requirements that change over time.
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Abstract

Growing data stockpiles and storage consolidation continue to be the trend. So does the
need to provide secure yet unconstrained, high bandwidth access to such repositories by
geographically distributed users. Conventional data management approaches, both at the
local and wide area level, are viewed as potentially inadequate to meet these challenges.
This paper explores methods deploying a new breed of Fibre Channel (FC) technology
that leverages Internet Protocol (IP) infrastructures as the data transport mechanism, a
step towards creating a “storage area network (SAN) grid”. These technologies include
products using the FC Over IP (FCIP) and the Internet FC Protocol (iFCP) protocols.
The effort draws upon earlier work that concentrated on standard FC and internet SCSI
(iSCSI) technologies. In summary, the vendor offerings tested performed as expected
and provided encouraging performance results. However, their operational readiness still
needs to be understood and demonstrated. Installing and configuring the products was
reminiscent of the early days of FC with driver and version compatibly issues surfacing
once again. Maturity will take some time.

1. Introduction

GSFC, as part of a continuing technology evaluation effort, continues its interest in SAN
products and related technologies by evaluating and demonstrating the operational
viability of new vendor offerings. Under the auspices of the SAN Pilot, earlier testing
has shown the advantages of high-speed transport mechanisms such as FC as well as the
flexibility that iSCSI provides in deploying a SAN [1]. Subsequent testing is building
upon this work, emphasizing higher speed campus backbones with a focus on
manageability as well connectivity to geographically distributed sites. Standardized
benchmarks provide measurement of inherent link throughput. In addition, the pushis on
to attract users with real applications that could benefit from these kinds of technologies

The vision is direct access to data regardless of geographical location, using IP based
wide area networks (WAN) as the transport mechanism. Such distributed storage,
whether for disaster preparedness or for logical proximity to a compute server, pushes the
operational requirements normally associated with direct-attached storage onto the WAN.
The storage will be expected to be both reliable and high performance, and to behave like
direct attached and physically local. The vision promotes leaving data static and
performing the necessary processing directly on a data store as opposed to moving large
quantities of data between user facilities. Connections would be temporal in nature with
a corresponding service, such as the Storage Resource Broker (SRB) [2], to assist users in
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locating relevant data. The end result would be a SAN grid, analogous in many ways to
more traditional grids currently gaining wide exposure. This paper explores a variety of
topics seen as contributing to the vision.

2. SAN Pilot Infrastructure Description

The core of the SAN Pilot (figure 1) is the connectivity between multiple, on-campus
buildings at GSFC. Traditional FC dominates the local GSFC infrastructure with a mix
of 2 Gigabit/sec and 1 Gigabit/sec switches — Brocade 3800s and 2400s — providing ports
for a variety of server and storage technologies. Linux, Solaris and Apple hosts are
represented. RAID storage systems include a DataDirect Networks S2A6000, an Apple
Xserve, an Adaptec/Eurologic SANbloc and a Nexsan ATABoy2. A pair of Nishan IPS
3000 Series Multiprotocol IP Storage Switches as well as a LightSand 1-8100 augment
the other switches by bridging the FC fabric to the IP network. A pair of legacy Cisco
SN5420s used for iSCSI work completes the topology. The equipment is mostly GSFC
owned. However, notable exceptions include the Nishan and LightSand IP switches.
Cisco, Brocade and ADIC have also provided loaner equipment during the testing.

— Fibre Channel

— — — IP Connections

BB ummcs

RAID

Brocade
FC Switch

s BldgD

Figurel - SAN Pilot Infrastructure

The Nishan and LightSand equipment provide IP connections to similar boxes at the
University of Maryland Institute for Advanced Computer Studies (UMIACS), the San
Diego Supercomputer Center (SDSC) and the National Center for Supercomputing
Applications (NCSA). The underlying networks have been key to the IP related testing.
Local to GSFC, the primary backbone is the Science and Engineering Network (SEN)
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[3]. Connection to UMIACS is attained by the Mid-Atlantic Crossroads (MAX) H].
MAX is also the jump off point to the Abilene Network [5] that completes the circuit to
both NCSA and SDSC. The result is full Gigabit Ethernet (GE) to all of the remote sites.

2.1. SEN Network

The SEN is a local, non-mission dedicated computer network with high-speed links to the
Internet2’s Abilene and other Next Generation Internet (NGI) networks. It serves GSFC
projects/users who have computer network performance requirements greater than those
allocated to the general-use, campus-wide Center Network Environment. The majority of
the SEN’s inter-building backbone links are 4 gigabits per second (Gbps), created using
IEEE 802.3ad link aggregation standards with four separate GE connections between
respective pairs of switches. For desktop workstations and servers, as well as for its other
inter-building and intra-building links, the SEN minimally provides GE LAN
connections. Only jumbo frame-capable GE switches are used in the SEN’s
infrastructure. The 9000-byte sized Ethernet jumbo frames (maximum transmission unit
or MTU) generally provide individual users with approximately six times better
throughput performance as compared to networks only supporting standard 1500 MTU .
The SEN presently supports a 2 Gbps jumbo frame-capable link with the MAX point-of-
presence at the University of Maryland College Park.

2.2. MAX Network

The MAX is a multtstate metaPoP consortium founded by Georgetown University,
George Washington University, the University of Maryland, and Virginia Polytechnic
Institute and State University. The proximity of the MAX to Washington, D.C. places it
in an advantageous location to partner with £deral agencies as well as the business
community and post-secondary institutions of DC, Maryland and Virginia. MAX
represents a pioneering effort in advanced networking, with the potential to rapidly
incorporate a broad cross-section of the not-for-profit community. The MAX, the
regional gigapop for access to the Abilene network and the NGI-East Exchange, provides
the SEN with excellent WAN connectivity.

2.3. Abilene Network

The Abilene Network is an Internet2 high-performance backbone network that enables
the development of advanced Internet applications and the deployment of leading-edge
network services to Internet2 universities and research labs across the country. The
network supports the development of applications such as virtual laboratories, digital
libraries, distance education and tele-immersion, as well as the advanced networking
capabilities that are the focus of Internet2. Abilene complements and peers with other
high-performance research networks in the U.S. and internationally. The current network
is primarily an OC-192¢ (10 Gbps) backbone employing optical transport technology and
advanced high-performance routers.

3. FCIP and iFCP Technology

Prior testing focused on standard FC and iSCSI technologies as it applied to on-campus
connections and/or short distances. Interest shifted to assessing the feasibility of
constructing a geographically distributed SAN system. This led to experimenting with
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more suitable technologies, namely FCIP and iFCP. Several products are available that
exploit these protocols. The two tested extensively were the IPS 3000 Series IP Storage
Switch by Nishan Systems, now a part of the McData Corporation, and the +8100 unit by
LightSand Communications, Inc. The following paragraphs give a brief overview of
each of the products and summarize the current evaluation status.

3.1. Nishan IPS 3000 Series IP Storage Switch

The IPS 3000 and 4000 Series IP Storage Switches use standards-based IP and GE for
storage fabric connectivity. Nishan's Multiprotocol Switch supports iSCSI, iFCP, and
E Port for trunking to both IP backbones and legacy FC fabrics. The IPS 3000 Series
connects to a wide variety of end systems, including FC, NAS, and iSCSI initiators and
targets. The switch has a nonblocking architecture that supports Ethernet Layer 2
switching, IP Layer 3 switching and FC switching over extended distances at full Gigabit
wire speed. The Series also supports standard IP routing protocols such as open shortest
path first (OSPF) and distance-vector multicast routing protocol (DVMRP) and can be
fully integrated into existing IP networks.

Three parameters assist in tuning the performance of the Nishan to a specific
environment — Fast Write™ [6], compression [7] and MTU size. When servers and
storage are interconnected via a WAN using a pair of Nishans, the normal SCSI exchange
(figure 2) required for a IMB file write will break the data into multiple transfers thereby
compounding the “round trip time (rtt)” effect. In contrast, with Fast Write enabled,
when the server sends the SCSI write command (figure 3) to set up the transfer, the local
Nishan responds with a transfer ready specifying that the entire IMB of data can be sent
at once. At the same time, the sending Nishan forwards the SCSI write command across
the WAN so that the target can be prepared to receive data. Having received the IMB of
data from the server, the sending Nishan streams the 1MB block across the WAN to the
receiving Nishan. The receiving Nishan, in turn, mimics the normal command/response
sequence for the transfers until all of the data is given to the target. The Nishans do not
spoof write completion. Instead, the actual status generated by the storage target is passed

back through the network to the server. This guarantees that all data was actually written
to disk.
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Figure 3- Fast Write Modified SCSI Exchange

The Nishan switch also features software based /oss/ess compression. The following
options are available:
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* Off- Data going out of the port is not compressed.

* On - Data going out of the port is always compressed using the appropriate
algorithm to achieve maximum compression.

* Auto - Depending on the available bandwidth, the switch dynamically decides
whether or not to compress the data, the level of compression to apply and the
compression algorithm to use. With the Auto setting, the port keeps the data rate
as close as possible to the Port Speed of the port.

The last key parameter is MTU. The Nishan switches can support packet sizes up to
4096 bytes, an increase of almost 3X over the nominal 1500. The larger data payload
results in less header processing overhead and better link utilization. Packet sizes greater
than 1500 bytes maximizes direct matching with FC originated frames. The full FC data
payload of 2112 bytes can be delivered in a single jumbo, 4096 byte Ethernet frame. The
“auto” option for MTU setting allows Nishan switches to negotiate the best possible rate.

Configuring the Nishan switch involves the interaction of two applications, the switch
resident http GUI Element Manager and the host based (Linux or Solaris) SANvergence
Manager application. Between the two, devices to be shared are placed in commonly
seen, exported zones. The level of SAN merging is a cooperative effort between two or
more switches. As a default, a CLI is also available.

3.2. LightSand-8100

The LightSand +8100A is an intelligent gateway that provides connectivity between FC
fabrics across an [P WAN infrastructure. The +8100A is an eight port, multiprotocol
switch that provides isolation between FC SANs using Autonomous Region (AR)
technology. Conventional FCIP bridging devices link two sites by merging the FC
fabrics together. By maintaining Autonomous Regions, the i-8100A is able to share
storage devices without merging fabrics. In the diagram (figure 4), two autonomous
regions are joined. Each AR consists of four FC switches, the three original switches
plus the gateway. If these two SANs had been bridged by a simple FCIP gateway (non-
switching), the fabric would appear as six FC switches—all part of the same fabric. The
storage arrays labeled Disk 1 and Disk 2 are shared. Once they have been imported into
SAN 2, every mitiator in SAN 2 can see the shared disks as if they were present in SAN
2. In reality, the F8100A is performing Domain Address Translation (DAT) and the
actual disks remain inside SAN 1. Because of this technology, each fabric is isolated
from any disturbances that might occur in the other fabric.

The LightSand +8100A employs the user datagram protocol (UDP) with an additional
sequencing number to enable protection against packet-loss and mis-ordering. This
protocol is referred to as UDP/SR (UDP with Selective Retransmission). Using UDP/SR,
the -8100A can be set for a desired WAN bandwidth. It will instantly jump to that
bandwidth and execute appropriate backpressure against the FC fabric, if the WAN
bandwidth is less than the native FC bandwidth In the event that there is packet-loss on
the WAN, the +8100A will retransmit the lost data without throttling the bandwidth.
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Figure 4- LightSand Interconnect

Configuring the LightSand switch requires running the SANman GUI on each of
switches or using the available CLI.

3.3. EvaluationProcess andResults

As evidenced by the work done at SDSC for last year’s Mass Storage conference [8],
outstanding performance moving data over IP is achievable using a well-behaved, highly
tuned network. The tact taken at GSFC has been more the “every day”, out-of-the-box
approach where nothing aggressive is done to enhance the performance of site-to-site
WANS. In more real world networks, the effects of rtt, congestion and packet loss can
render an application useless that requires high bandwidth. In the spirit of the SAN grid
vision, hying a distributed file system, such as ADIC’s StorNext File System (SNFS) or
SGI’s CXFS™, on the topology would further attenuate any irregularities.

FCIP and iFCP testing has been a multtstep process:
* Evaluate the technology on a local, campus basis under ideal network conditions.
* Artificially introduce non-zero rtts, packet loss and congestion into the circuit,
and observe the impact on performance.
* Connect to a geographically distant center(s) and compare performance to
predictions based on simulated distance testing.

Testing was performance centered using standard benchmarks such /74 9] and /Ozone
[10] as the primary tools. /mdd is good for quick, single threaded operations. /Ozone
permits a variety of IO operations including writes, reads, mixed writes and reads, multi
threaded operations, etc. all with options for setting attributes such as record and file size.
The majority of the tests consisted of multiple /Qzone operations described by the
following script:

Jiozone mod -10-i1 [-+d] -r Im -s 16g -b one _thread
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Jiozone mod -t2-10-11[-+d] -r Im -s 8g -b two_threads
Jiozone_ mod -t4 -10-i1 [-+d] -r Im -s 4g -b four_threads
Jiozone_ mod -t 8 -10 -1 1 [-+d] -r Im -s 2g -b eight threads

The scripts steps through 1, 2, 4 and 8 threaded write/read operations and in aggregate
moves 16 Gbytes. /Ozone was modified such that the [-+d] option would generate
random data without doing the diagnostic byte-for-byte check of the data. This was done
to evaluate the efficiency of the Nishan compression algorithm while not impacting
performance with verification process. Tests were performed using mostly native file
systems (ext2) with some minimal SNFS evaluation.

Network utilization was also monitored. Data traffic cannot be at the expense and
disruption of existing communication traffic. At a minimum, the impact must be
understood and anticipated. Nishan and LightSand use two different approaches to how
the data is transported so the resulting network perturbation varies.

3.3.1. On-Campus Testing

Testing began at GSFC with a pair of Nishan switches. A Linux machine was KC
connected to one of the Nishans co-located in the same building (figure 5). The other
Nishan, in a different building provided tie-in to the SAN Pilot and its associated RAID.

Initial results, with zero rtt, compared favorably with the same tests using directly
connected RAID.
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Figure 5- Local GSFC Testing

The next step was to introduce set delays into the circuit using a NIST Net [11] network
emulator to simulate the potential effects of geographically separating the two Nishan
switches. The NIST Net network emulator is a generalpurpose tool for emulating
performance dynamics in IP networks. The tool is designed to allow controlled,
reproducible experiments. By operating at the IP level, NIST Net can emulate the critical
end-to-end performance characteristics imposed by various WAN situations (e.g.,
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congestion loss) or by various underlying subnetwork technologies (e.g., asymmetric
bandwidth situations of xDSL and cable modems).

Impressions
Installation and configuration of the Nishan units was relatively straightforward with the

assistance of the product support engineers. Besides providing FC-IP translation, the
Nishans are also full FC switches, an attribute that has different ramifications depending
upon how the device is introduced into an existing SAN. As a standalone switch with
directly connected devices, as was the case for one end of the GSFC circuit, operation
was clear with only the usual zoning decisions to be made. The second switch was E
port connected, a more complicated configuration which requires choosing how the
Nishan was to interoperate with the existing SAN Pilot Brocade infrastructure. Multiple
options are available, so the ripple effect of zone changes, for example, need to be
understood to avoid any unforeseen interruption of an operational SAN. Setting up the
zones and mapping devices was easily accomplished using SANvergence and the
Element Manager.

Large transfers (files) were required to overcome the buffering effects of the servers, the
switches and the link. With /Ozone modified accordingly, a variety of tests were
executed varying rtt and MTU size while going through the permutations of the Fast
Write and compression settings. Three observations were made:

» Fast Write seems to have an overall positive effect on write performance with this
likely being the default setting. Nishan recommends setting to “on” for distances
over 200km noting potential degradation if “on” for shorter distances.

 Compression can have a positive or negative effect depending upon rtt.
Compression processing significantly reduces throughput when rtt is small.
Conversely, for large rtt compression enhances performance. Nishan
recommends the “auto” mode letting the switch dynamically determine the
appropriate level of compression.

* The effect of increasing MTU size from 1500 to 4096 was somewhat inconclusive
but an odd jump was noted when both FastWrite and compression were turned
“off”. Intuitively the larger frames should improve performance but the suspicion
is that the effects of a large rtt on the SCSI exchange may mitigate the gain. This
warrants further testing.

In summary, settings are situation dependent. This warrants exercising all the
combinations before finalizing an installation. To illustrate the point, the following
graphs (figure 6 and 7) depict bandwidth as a function of threads for rtt=35msec for
different MTUs, Fast Write and compression settings. For MTU = 1500, the best write
performance was for Fast Write, no compression while read was best for Fast Write with
compression enabled. Bumping the MTU to 4096 resulted in both the write and read
numbers being best with Fast Write and compression disabled. Incidentally, these
parameters are changed using the Element Manager with each switch configured
independently. The implication is that unpredictable results may occur if the switches are
not configured the same. Overall, the write performance topped out at just slightly over

127



25 MB/sec while read approached 20MB/sec. For the most part, running multiple threads
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boosted aggregate throughput. These numbers are in contrast to 86 MB/sec writes and 78
MB/sec reads obtained running eight threads with rtt=0, MTU=1500 and both Fast Write
and compression turned off.

Future Testing
Additional tests to be conducted include:
* Run tests with a broader range of rtt values while changing configuration of the
Nishan units. This would give the full curve for bandwidth as a function of rtt.
* Test the compression “auto” setting in contrast to the “on/off” results.

* Induce deterministic packet loss and congestion, and measure the impact on write
and read performance.

3.3.2.Multi-site Testing

The next series of tests involved different combinations of [P hardware and network
connections to UMIACS, SDSC and NCSA. Experiments focused mainly on building
and exercising native file systems (ext2) with server/host and storage at opposite ends of
the WAN link. Some preliminary SNFS testing was also accomplished. In all cases, the
assessment centered on:

* Gauging the impact of rtt or latency on performance in a real world setting where
the network is potentially hostile.

* Comparing measured maximum network bandwidth, as determined using nuttcp,
with file system oriented traffic.

3.3.2.1. UMIACS

Last year, UMIACS participated with GSFC in distance testing using iSCSI technology.
That effort involved a Linux box at UMIACS routed through a Cisco SN5420 at GSFC to
the associated storage assets. This time for comparison, one of the two loaner Nishan
units was moved to UMIACS (figure 8). Nishanto-Nishan communication was
established using the MAX network. /Ozone benchmarks were performed building a
native ext2 file system on GSFC storage from an UMIACS resident Linux host.
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Figure8 - GSFC - UMIACS Configuration
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Impressions
Moving and establishing the Nishan to UMIACS connection was relatively simple.

Network logistics provided the only significant obstacles.  Getting the Nishan
configuration tools functioning in a new environment posed a minor nuisance. Only
certain browser/host combinations will run the Element Manager GUI. Secondly, UMD,
except in specific instances, blocks SNMP which led to establishing a virtual private
network (VPN) for remote access to both Element Manager and SANvergence.

Performing /Ozone testing with random data yielded the following results (Table 1) for
one, two, four and eight threaded operations. These results are for an MTU size of 1500
and a negligible rtt as registered by the Nishans.

Table1l - Results

FW, Comp No FW, No Comp
Threads Write Read Write Read
one 12.8 9.5 38.6 14.1
two 12.9 11.7 473 19.8
four 12.8 11.6 28.9 20.6
eight 12.8 11.6 59.8 25.8

Given the near zero rtt, the boxes ran best with both Fast Write and compression
disabled. As noticed in other testing involving the Nishan, compression processing
effectively halves the bandwidth in applications involving small rtts. The eight threaded
write, 59.8 MB/sec, saturated the network given the available bandwidth, as measured by
nuttcp [12], was 56.2MB/sec. Reads topped out at 25.8MB/sec. Single threaded /Qzone
tests saw 38.6MB/sec writes and 14.1MB/sec reads. As it turns out, the WAN connection
at UMIACS end is not full GE but rather a fractional allocation of a full GE. By
comparison to historical data, single threaded iSCSI operations using Imdd yielded 18MB
writes and 12MB reads.

Future Testing

Additional tests to be conducted include:

* Increase network bandwidth between GSFC and UMIACS to a full GE and
reevaluate Nishan performance. Given the almost negligible rtt, a significant
performance jump is anticipated.

* Connect storage to the UMIACS Nishan then test reads and writes originating at
GSFC.

» Exercise the UMIACS-to-SDSC connection and compare to the GSFC-to-SDSC
results.
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3.3.2.2. SDSC
Testing with SDSC (figure 9) leveraged the in-place, SDSC Series 4000 switch. WAN
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Figure 9— SDSC Configuration

connection used the Abilene backbone with MAX as the local hopping off point for
GSFC. /Ozone benchmarks were performed building a native ext2 file system on SDSC
Sun storage from a GSFC resident Linux host.

Impressions

Set-up was straightforward with only the expected configuration items to be dealt with,
namely network routing and allocating the appropriate zones, resolving SAN IDs, etc.
However, the switches could not be made to operate in the jumbo frame (MTU=4096)
mode, although the network was theoretically configured for such operation. It was
learned though trial and error that manually forcing the MTU setting to 4096 can result in
very erratic behavior of the link including complete lock up. The next two graphs
(figures 10 and 11) illustrate performance as a function of the various Nishan settings for
random versus static data.
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The following data (Table 2) compares actual results of the GSFC-to-SDSC connection
with test data using the NIST simulator with an equivalent rtt of 70msec. In both cases,
Fast Write and compression are turned on. Note fair agreement in the data despite the
difference in MTU sizes. The suspicion is that the rtt impact on the SCSI command
interchange dilutes the performance gains of jumbo frames.

Table2 - Results

GSFC => GSFC  |GSFC => SDSC
rtt delay => 70msec |rtt actual => 70msec
MTU => 4096 MTU => 1500

Threads | Write Read Write Read
one 13.1 5.6 11.6 6.0
two 13.1 11.5 13.1 8.2
four 13.1 12.5 12.7 8.0

Future Testing
Additional tests to be conducted include:

* Get jumbo frames (MTU=4096) working between GSFC and SDSC then
reevaluate performance and compare to delay numbers. Determine if the jump in
performance was an anomaly related to the NIST emulator.

» Exercise link in opposite direction — server/host at SDSC and storage at GSFC.

* Exercise the SDSC-to-UMIACS connection and compare to SDSC-to-GSFC
results.

3.3.23. NCSA
The IP connection with NCSA (figure 12) was accomplished using a pair of LightSand +
8100s. As with SDSC, WAN connection used the Abilene backbone with MAX as the

local hopping off point for GSFC. /Ozone benchmarks were performed building a native
ext2 file system on NCSA DataDirect storage from a GSFC resident Linux host.
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Impressions

Initial st-up was time consuming because of the learning curve of dealing with the
LightSand equipment and establishing the network connection between GSFC and
NCSA. The LightSands required that the Brocade 3800 switches be at the 3.1 firmware
level In addition, the command "portcfgisimode <port>,1" also had to be issued to the
Brocades so that the switch ports connected to the 8100s would get the R RDY set. An
inordinate amount time was spent trying to determine why the SANman GUI would not
execute properly from a remote workstation (off campus with respect to GSFC). As it
turns out, NASA blocks external pings from open networks and the first thing the
LightSand GUI requires is a successful ping to make sure the connection is in place.
Once properly configured, the DataDirect Networks storage at NCSA was easily
configured and accessed. Using the same /Ozone script as before, the following results
(Table 3) where obtained for native, ext2 file transfers.

Table3 - Results

rtt => 30msec 1MB block
Linux Host 1
Threads Write Read
one 37.0 12.1
two 37.5 28.9
four 37.3 35.6
eight 37.3 36.2

These numbers are consistent with the theoretical maximums as predicted by the
TimeCalc utility provided with the SANman. An interesting although not perfect
comparison is the 35msec rrt numbers obtained using the NIST Net network emulator
and Nishan switches. The best results with Fast Write and Compression turned off, was
26MB/sec writes and 20 MB/sec reads. It seems fair to presume, that running the
Nishans in the “auto” compression mode may have improved those results.

Future Testing
Additional tests to be conducted include:

» Exercise link in opposite direction — server/host at NCSA and storage at GSFC.
* Get raw bandwidth numbers for the GSFC to NCSA link using nuttcp.

4. Operational Users

As to what might seem like a sidebar to the major thrust of the evaluation, the search for
a relevant application of this technology, a geographically distributed file system,
continues. Two GSFC groups, the Scientific Visualization Studio (SVS) and the
Advanced Data Grid (ADG) Project, are currently being pursued to provide on-campus
operational proof of the various connectivity schemes. The plan is to also involve
UMIACS, SDSC and NCSA in relevant application demonstrations.
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4.1. Scientific Visualization Studio

The GSFC SVS has a need for approximately 1 TB of storage to use as an animation
"scratch" area. The content/data to be stored will be scientific visualization animation
frames in both HDTV and NTSC resolutions, and MPEG-1 and MPEG-2 movies in
various resolutions from web to HDTV. Relatively fast (high bandwidth) access to such
volumes is required, including constantly writing frames, various types of processing
(read/write) of frames, and streaming frames from this volume to the local SVS
workstations for animation preview. A Linux server in the SVS has an FC connection to
the SAN Pilot.

4.2. Advanced Data GRID Prototype

In conjunction with NASA Ames, the ADG prototype is a new initiative that intends to
leverage the availability of Landsat data The mechanism for making the data available is
the SAN Pilot connected to a Sun 3800 located on the GSFC campus.

5. Supporting Technologies

Other technologies are being evaluated to ease the administrative burden of SANs as well
improve the performance of the chosen data transport mechanism. The list includes SAN
management software and a new generation of network interface (NIC) cards. Also, the
evolution of network attached storage (NAS) is also being monitored.

5.1. SAN Management Software

With the emphasis on connecting operational users, part of the testing has focused on
SAN management software and tools. The goal is to acquire a tool or suite of tools that
enables efficient monitoring of the SAN health and utilization as well as providing for
asset allocation and administration. A mechanism is needed that readily discovers SAN
components and provides a topology view of the infrastructure.

Four such tools have been installed and evaluated:
*  BrightStor™ SAN Manager by Computer Associates International, Inc.
* SANavigator® by SANavigator, Inc. a subsidiary of McData Corporation
* SANScreen by Onaro, Inc.
* Fabric Manager and WEB TOOLS by Brocade Communications Systems, Inc.

The shortcoming of all such products seems to be coverage of all the needed versions of
operating systems, and storage and interface devices, something not usually supported.
Recognizing the new breed of FC and FC related products, such as Nishan and LightSand
boxes, is sporadic as well. No one product seems to do it all. Not tested but briefed was
a StorageAuthority™ Suite from ApplQ, Inc. It possesses some very rich capabilities
worthy of consideration. In the meantime, SANScreen was purchased and installed. It
will be important to observe how the product deals with a heterogeneous, near
operational environment with ever evolving security constraints.
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5.2.NIC Evaluation

This testing is most relevant to iSCSI connected hosts. The plan is for parametric
evaluation of generic NICs versus TCP Off-Load Engine (TOE) NICs and TOE 1SCSI
NICs. It will be key to measure end-to-end throughput performance and CPU utilization
on hosts with different processor speeds. The intent is to include cards from multiple
manufacturers such as Intel, Adaptec, and Alacritech. Testing is underway but not yet
completed. So far, getting the basic set-up configured and operational is proving to be a
challenge.

6. Summary

In retrospect, the testing permutations became formidable when the multiple locations,
potential rtt, equipment configurations and settings are factored in. As a result, only a
subset of possible hardware and software combinations were actually exercised.
However, the size of the data sampling does not adversely impact the overall evaluation
of the products. Evaluating IP devices has been an educational process punctuated by
learning new jargon and redefining the concept of a SAN while dealing with the
unavoidable reality of the hardware and software incompatibilities, typical of emerging
technology. This class of product is mainly deployed in disaster recovery applications as
opposed to file system applications. As a result, empirical data for comparison was not
readily available, leaving conversations and paper exercises as the basis for determining
the validity of the collected data. A better understanding of theoretical maximums as
they relate to SCSI transfers as a function of rtt versus the selected FC-IP protocol (FCIP
or 1iFCP) is needed.

The vendor products behaved admirably with one significant, non-performance concern.
Security features were found to be lacking from a device management perspective — no
secure login, clear text passwords, etc. To circumvent such shortfalls during the testing,
network routing was altered and access lists were incorporated to minimize the perceived
vulnerabilities. Also, a desirable feature available at the data level for iSCSI is host
authentication by the IP interface. The following table (Table 4) presents a qualitative
review of the Nishan and LightSand equipment:
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Table4 — Findings Summary

IP Device Pros Cons
General * Perform as advertised. * Minimal security.

* Operationally fairly * No ssh.
intuitive. * No CLI standard

* Both GUI and CLI * Redundant, conflicting
management options. naming conventions.

* Administrator defined level | e Proprietary, same vendor
of SAN merging/isolation. product required at both ends

of the WAN connection.

* High skill level to configure,
etc., multiple talents involved.

* Incompatibilities, version
issues, etc. reminiscent of the
early days of FC.

Nishan 3000 * Built in performance graphs. | ¢ Passwords in clear text.

* Good statistical info.

LightSand +8100 | * Companion applications that | ¢ IP routes cleared by reboots.

provide data analysis. * Difficult to save and compare

configurations.

A sidebar to the qualitative aspects of the testing is that the majority of configuration,
benchmarking, etc. was done remotely from third party locations, not at any of the
centers. Besides the obvious advantage of permitting geographic flexibility for the testers
and vendors, it had the interesting side effect of revealing obstacles to deploying such a
methodology for an operational IP based SAN. In place site security procedures and
firewalls had to be acknowledged and understood. Blocked ports and disabled
functionality had to be navigated. Such activity led to a greater understanding of the
equipment and what changes would be welcomed in the products.

Certainly at one level the objective of the testing was met — to gain experience with data
over IP devices. Understanding the requirements being levied against a proposed SAN
has always been critical, but the extra layer of configuration encountered installing FC-I1P
devices makes such planning even more necessary. There is the usual FC zoning at the
local SAN level but in addition, bridging disparate SANs requires designating which
components — servers, storage, etc. — will be mutually shared by the co-joined SANs.
This two-step mechanism, while adding to the rigor, ensures isolation and privacy of the
local SAN while allowing the sharing of mutually agreed to assets. Plans fell short in
terms of evaluating a geographically distributed file system (SNFS and/or CXFS)
encompassing GSFC, UMIACS, SDSC and NCSA, an outcome planned to be rectified in
the near future. These file systems have centralized agents that control their overall
operation. It will be interesting to track data movement performance (throughput) as a
function of where in the topology the agent is located and the latencies incurred in
accessing it.
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Abstract

Parallel scientific applications require high-performance I/O support from underlying file systems.
A comprehensive understanding of the expected workload is therefore essential for the design of
high-performance parallel file systems. We re-examine the workload characteristics in parallel com-
puting environments in the light of recent technology advances and new applications. We analyze
application traces from a cluster with hundreds of nodes. On average, each application has only one
or two typical request sizes. Large requests from several hundred kilobytes to several megabytes
are very common. Although in some applications small requests account for more than 90% of all
requests, almost all of the I/O data are transferred by large requests. All of these applications show
bursty access patterns. More than 65% of write requests have inter-arrival times within one millisec-
ond in most applications. By running the same benchmark on different file models, we also find that
the write throughput of using an individual output file for each node exceeds that of using a shared
file for all nodes by a factor of 5. This indicates that current file systems are not well optimized for
file sharing.

1. Introduction

Parallel scientific applications impose great challenges on not only the computational speeds but also
the data-transfer bandwidths and capacities of I/O subsystems. The U.S. Department of Energy Ac-
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celerated Strategic Computing Initiative (ASCI) projects computers with 100 TeraFLOPS, I/O rates
of 50-200 gigabytes/second, and storage system capacities of 0.5-20 PB in 2005. The projected
computing and storage requirements are estimated to 400 TeraFLOPS, 80-500 gigabytes/second,
and 3-20 PB in 2008 [2]. The observed widening disparity in the performance of I/O devices,
processors, and communication links results in a growing imbalance between computational per-
formance and the I/O subsystem performance. To reduce or even eliminate this growing I/O per-
formance bottleneck, the design of high-performance parallel file systems needs to be improved to
meet the I/O requirements of parallel scientific applications.

The success of file system designs comes from a comprehensive understanding of I/O workloads
generated by targeted applications. In the early and middle 1990s, significant research efforts were
focused on characterizing parallel I/O workload patterns and providing insights on parallel system
designs [1, 4, 7, 14]. The following decade has witnessed significant improvements in computer
hardware, including processors, memory, communication links, and I/O devices. At the same time,
systems are scaling up to match the increasing demands of computing capability and storage capac-
ity. This advance in technologies also enables new scientific applications. Together these changes
motivate us to re-examine the characteristics of parallel I/O workloads a decade later.

In our research, we traced the system I/O activities under three typical parallel scientific applica-
tions: the benchmark ior2 [6], a physics simulation, fI, running on 343 nodes, and another physics
simulation, m/, running on 1620 nodes. We study both static file system and dynamic I/O workload
characteristics. We use the results to address the following questions:

What were the file sizes? How old were they?

How many files were opened, read, and written? What were their sizes?
How frequent were typical file system operations?

How often did nodes send I/O requests? What were the request sizes?
What forms of locality were there? How might caching be useful?

Did nodes share data often? What were the file sharing patterns?

How well did nodes utilize the I/O bandwidth?

The remainder of this paper is organized as follows: a brief overview of the related work is given
in Section 2. We then describe the tracing methodology in Section 3 and present our results in
Section 4. Finally, we conclude our paper in Section 5.

2. Related Work

The I/O subsystem has been a system performance bottleneck for a long time. In parallel scientific
computing environments, the high I/O demands make the 1/O bottleneck problem even more severe.
Kotz and Jain [3] surveyed impacts of I/O bottlenecks in major areas of parallel and distributed
systems and pointed out that I/O subsystem performance should be considered at all levels of system
design.

Previous research showed that the I/O behavior of scientific applications is regular and predictable [7,
9]. Users have also made attempts to adjust access patterns to improve performance of parallel file
systems [13].
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There are several studies on file system workload characterizations in scientific environments [1,
4,7, 8, 11]. They have shown that file access patterns share common properties such as large file
sizes, sequential accesses, bursty program accesses, and strong file sharing among processes within
a job. A more recent study [14] showed that applications use a combination of both sequential and
interleaved access patterns and all I/O requests are channeled through a single node when applica-
tions require concurrent accesses; we observe similar phenomena in one of the applications under
our examinations.

Pasquale and Polyzos [9] found that the data transfer rates ranges from 4.66 to 131 megabytes/sec
in fifty long-running large-scale scientific applications. They also demonstrated that the the /O
request burstiness is periodic and regular [10].

Baylor and Wu [1] showed that the I/O request rate is on the order of hundreds of requests per sec-
ond; this is similar to our results. They also found that a large majority of requests are on the order
of kilobytes and a few requests are on the order of megabytes; our results differ in this regard.

Previous research has mainly investigated scientific workloads in the 1990’s, although technology
has evolved very quickly since then. We observed changes in large-scale scientific workloads, in
our study, and provided guidelines for future file system designs based on a thorough understanding
of current requirements of large-scale scientific computing.

3. Tracing Methodology

All the trace data in this study was collected from a large Linux cluster with more than 800 dual
processor nodes at the Lawrence Livermore National Laboratory (LLNL). A development version
of Lustre Lite [12] is employed as the parallel file system and the Linux kernel in use is a variant of
2.4.18.

3.1. Data Collection

Tracing I/O activities in large scale distributed file systems is challenging. One of the most critical
issues is minimizing the disturbance of tracing on the system behaviors. A commonly-used method
is to develop a trace module that intercepts specific I/O system calls—a dedicated node in the cluster
collects all trace data and stores them to local disks.

However, due to time limits, we chose a simpler approach: we employed the strace utility with
parameters tuned for tracing file-related system calls. The trace data are written to local files. We
rely on the local host file systems to buffer trace data.

This approach has two shortcomings: first, strace intercepts all I/O-related activities, including
parallel file system, local file system, and standard input/output activities. This results in relatively
large data footprint. Second, the strace utility relies on the local file system to buffer traced data.
This buffer scheme works poorly when the host file system is under heavy I/O workloads. In such a
scenario, the host system performance might be affected by the frequent I/Os of the traced data.

However, the strace utility greatly simplifies the tedious data collection process to a simple shell
script. More importantly, the shortcomings mentioned above were not significant in our trace col-
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Table 1. The ASCI Linux Cluster Parameters

Total Nodes (IBM x355) 960
Compute Nodes 924
Login Nodes 2
Gateway Nodes 32
Metadata Server Nodes 2
Processor per Nodes (Pentium 4 Prestonia) 2
Total Number of Processors 1920
Processor Speed (GHz) 2.4
Theoretical Peak System Performance (TFlops) 9.2
Memory per Node (GB) 4
Total Memory (TB) 3.8
Total Local Disk Space (TB) 115
Nodes Interconnection Quadrics Switch

lection because of the large 1/0 requests and the relatively short tracing periods. As we discuss in
Section 4, I/O requests in such a large system are usually around several hundred kilobytes to several
megabytes. Even in the most bursty 1/O period, the total number of I/Os per node is still around tens
of requests per second. Up to one hundred trace records will be generated on each node per second
on average. Buffering and storing these data only has a slight impact on the system performance.
Moreover, instead of tracing the whole cluster, we only study several typical scientific applications.
Those applications are usually composed of two stages: the computation phase and the I/O phase.
The typical I/O stage ranges from several minutes to several hours. During this period, each node
usually generates several hundred kilobytes of trace data, which can be easily buffered in memory.

3.2. Applications and Traces

All of the trace data were collected from the ASCI Linux Cluster in Lawrence Livermore National
Laboratory. This machine is currently in limited-access mode for science runs and file system
testing. It has 960 dual-processor nodes connected through a Quadrics Switch. Two of the nodes
are dedicated metadata servers and another 32 nodes are used as the gateways for accessing a global
parallel file system. The detailed configuration of this machine is provided in table 1 [S]. We traced
three typical parallel scientific applications during July, 2003. The total size of the traces is more
than 800 megabytes.

The first application is a parallel file system benchmark, ior2 [6], developed by LLNL. It is used for
benchmarking parallel file systems using POSIX, MPIIO, or HDF5 interfaces. Basically it writes
a large amount of data to one or more files and then reads them back to verify the correctness of
the data. The data set is large enough to minimize the operating system caching effect. Based
on different file usages, we collected three different benchmark traces, named ior2-fileproc, ior2-
shared, and ior2-stride, respectively. All of them ran on a 512-node cluster. ior2-fileproc assigns an
individual output file for each node, while ior2-shared and ior2-stride use a shared file for all the
nodes. The difference between the last two traces is that ior2-shared allocates a contiguous region
in the shared file for each node, while ior2-stride strides the blocks from different nodes into the
shared file.
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The second application is a physics simulation run on 343 processes. In this application, a single
node gathers a large amount of data in small pieces from the others nodes. A small set of nodes then
write these data to a shared file. Reads are executed from a single file independently by each node.
This application has two I/O-intensive phases: the restart phase, in which read is dominant; and the
result-dump phase, in which write is dominant. The corresponding traces are named fI-restart and
fl-write, respectively.

The last application is another physics simulation which runs on 1620 nodes. This application use
an individual output file for each node. Like the previous application, it also has a restart phase and a
result-dump phase. The corresponding traces are referred as mi-restart and m1-write, respectively.

3.3. Analysis

The raw trace files required some processing before they could be easily analyzed. Some unrelated
system calls and signals were filtered out. Since each node maintained its own trace records, the raw
trace for each application is composed of hundreds of individual files. We merged those individual
files in chronological order. Thanks to the Quadrics switch, which has a common clock, the traced
time in those individual trace files was globally synchronized. Our analysis work, such as request
inter-arrival time, have been greatly simplified by sorting all requests into a chronologically sorted
trace file.

A good understanding of file metadata operation characteristics is important, however, our traces
are not large enough to capture general metadata access patterns. Therefore, we focus more on file
data I/O characterization in the following section.

4. Workload Characteristics

We present the characteristics of the workloads, including file distributions and I/O request prop-
erties. We study the distributions of file size and lifetimes and show the uniqueness of large-scale
scientific workloads. We focus on three typical applications as described in Section 3.2 and examine
the characteristics of I/0 requests, such as the size and number of read and write requests and the
burst and the distribution of I/O requests on various nodes.

4.1. File Distributions

We collected file distributions from thirty-two file servers that were in use for the ASCI Linux cluster
during the science runs phase. Each file server has storage capacity of 1.4 terabytes. The file servers
were dedicated to a small number of large-scale scientific applications, which provides a good model
of data storage patterns. On average, the number of files on each file server was 350,250, and each
server stored 1.04 terabytes of data, more than 70% of their capacity. On most of the file servers, the
number and capacity of files are similar except for five file servers. Table 2 displays statistic values
of the number and capacity of files on these servers, including mean, standard deviation (std. dev.),
median, minimum (min) and maximum (max).

Figure 1(a) presents file size distributions by number and file capacity. The ranges of file sizes
are sampled from 0-1 Byte to 1-2 Gigabytes. Some of the partitions were merged due to space
limitations. We observed that over 80% of the files are between 512 kilobytes and 16 megabytes in
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Table 2. File Numbers and Capacity of the 32 File Servers

Number Capacity

mean 305,200 1044.33 GB
standard deviation 75,760 139.66 GB
median 305,680 1072.88 GB
minimum 67,276 557.39 GB
maximum 605,230 1207.37 GB
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Figure 1. Distribution of Files

size and these files accounted for over 80% of the total capacity. Among various file size ranges,
the most noticeable one is from 2 megabytes to 8 megabytes: about 61.7% of all files and 60.5% of
all bytes are in this range.

We divided file lifetimes into 9 categories: from 0-1 day to 52 weeks and older. As illustrated in
figure 1(b), 60% of the files and 50% of the bytes lived from 2 weeks to 8 weeks, while 6.6% of the
files and 7.3% of the bytes lived less than one day. The lifetime of the traced system is about 1 year
so no files lived longer than 52 weeks.

4.2. 1/0O Request Sizes

Figure 2 shows the cumulative distribution function of request sizes and request numbers. Since
all three ior2 benchmarks have identical request size distributions, we only show one of them. As
shown in Figure 2(a), ior2 has only an unique request size of around 64 kilobytes.

Figure 2(b) shows the write request size distribution of the result-dump stage in the physics simu-
lation, f1. Almost all the write requests are smaller than 16 bytes, while almost all the I/O data are
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Figure 2. Cumulative Distribution Functions (CDF) of the Size and the Number of I/O
Requests (X axis-logscale). The read num and write num curves indicate the fraction of
all requests that is smaller than the size given in X axis. The read size and write size
curves indicate the fraction of all transferred data that live in requests with size smaller
than the value given in the X axis.

transferred in the requests with sizes larger than one megabyte. This turns out to be a common I/O
pattern of scientific applications: a master node collects small pieces of data from all computing
nodes and writes them to data files, which results in a huge number of small writes. Other nodes
read and write these data files in very large chunks then. There are so few read requests in the result-
dump stage and write requests in the restart stage that we actually ignore the read request curves in
figure 2(b) and the write request curves in figure 2(c).

Figure 2(d) and figure 2(e) show the same write request distribution in the restart and result-dump
stages of the physics simulation, m/. The two spikes in the write num curves indicate two major
write sizes: 64 kilobytes and 1.75 megabytes, respectively. Each of them accounts for 50% of all
write requests. More than 95% of the data are transfered by large requests, which is also shown in
Figures 2(d) and 2(e). Reads in m/ are dominated by small requests less than 1 kilobytes. However,
a small faction (less than 3%) of 8 kilobyte requests still accounts for 30% of all read data transfer.
This is similar to the read distribution in Figure 2(e): only 5% of the read requests contribute to 90%
of all data read.
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4.3. I/0 Accesses Characteristics

Figure 3-5 show I/O accesses characteristics over time. The resolution for these figures is 1 second
except figure 4(a), which uses a resolution of 50 seconds. Figure 3 shows that the request number
distribution and the request size distribution are almost identical in ior2 due to the fixed size re-
quests used in those benchmarks. The ior2-fileproc benchmark, using the one-file-per-node model,
presents the best write performance. Up to 150,000 write requests per second, totaling 9 gigabytes
per second, are generated by the 512 nodes. However, the ior2-shared and ior2-stride benchmarks
can only achieve 25,000 write requests per second, totaling 2 gigabytes per second. These two
benchmarks use the shared-region and the shared-stride file model, respectively. We believe that
the performance degradation is caused by the underlying file consistency protocol. This result is
somewhat counterintuitive. The shared-region file model appears to be similar to the one-file-per-
node model because the contiguous regions in the former can be analogous to the separate files in
the latter. Therefore, their performance should be comparable as well. The severe performance
degradation implies that the shared-file model is not optimized for this scenario.

After a write, each node reads back another node’s data as soon as it is available. The gaps between
the write and read curves in each sub-figure reflect the actual I/O times. Obviously, the ior2-fileproc
benchmark demonstrates much better performance: only 10 seconds are used in this model, while
more than 20 seconds are needed to dump the same amount of data when using the shared file model.
Since reads must be synchronous, we can easily figure out the file system read bandwidth from the
read size curve. The ior2-fileproc and ior2-shared benchmarks have comparable read performance.
However, the ior2-stride has the worst read performance, which is only 100 megabytes per second
for 512 nodes. This result is not surprising: the stride data layout in shared files limits the chances
of large sequential reads.

Figure 4 shows the I/O access pattern of the application fI. As we mentioned before, fI-write has
very few reads and fI-restart has very few writes. Therefore, we can ignore those requests in the
corresponding figures. In Figure 4(a), we chose a resolution of 50 seconds because it becomes
unreadable if we use finer time resolutions. The spike of the write-num curve is caused by the
activities of the master node to collect small pieces of data from other computing nodes. At its peak
time, nearly 1 million file system requests are issued per second. However, due to the very small
request size (8 to 16 bytes), this intensive write phase contributes negligable amounts of data to the
overall data size. In the rest of the application, large write requests from 48 nodes dominate the
I/0O activities. Requests are issued in a very bursty manner. Figure 4(b) zooms in a small region of
Figure 4(a) by 1 second resolution. It shows that sharp activity spikes are separated by long idle
periods. At the peak time, up to 120 megabytes per second of data are generated by 48 nodes. In
the restart phase of f1, read requests become dominant. However, both the number and the data size
of read requests are small compared to those in the write phase.

Figure 5 presents the I/0 access pattern of the physics application m/. It demonstrates very good
read performance: nearly 28 gigabytes per second bandwidth can be achieved by 1620 nodes, thanks
to the large read size (1.6 megabytes — 16 megabytes). Like f1, its write activities are also bursty.
We observed that the write curves have similar shapes in figure 5. They all begin with a sharp spike
followed by several less intensive spikes. One possible explanation is that the file system buffer
cache absorbs the coming write requests at the begin of the writes. However, as soon as the buffer
is filled up, the I/O rate drops to what can be served by the persistent storage.
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4.4. 1/0 Burstiness

To study I/O burstiness, we measure I/O request inter-arrival times. Figure 6 shows the cumulative
distribution functions (CDF) of I/O request inter-arrival times. Note that the x-axis is in the loga-
rithmic scale. Write activities are very bursty in the ior2 benchmarks and the f7 application: over
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65—-100% of write requests have inter-arrival times within 1 millisecond. In ior2 and f7, most of the
write activities are due to memory dump and I/O nodes can issue write requests quickly. However,
write activities on m/ are less intensive than those on ior2 and f/

On the other hand, read requests are generally less intensive than write requests because reads are
synchronous. In particular, Figure 6(c) indicates that ior2 under shared-strided files suffers low read
performance, as described in Section 4.3. In this scenario, data are interleaved in the shared file and
read accesses are not sequential.

4.5. 1/0 Nodes

In this section, we study the distributions of I/O request sizes and numbers over nodes, as shown in
Figure 7. For the ior2 benchmarks, read and writes are distributed evenly among nodes, as shown
in Figures 7(a) and 7(b), because each node executes the same sequence of operations in these
benchmarks.

In the physics application f/, a small set of nodes write gathered simulated data to a shared file.
Therefore, only a few nodes have significant I/O activity in their write phase and most of the trans-
fered data are from large write requests (14% of the write requests), as shown in Figures 7(c)
and 7(d). There is little read activity in the write phase. However, read requests are evenly dis-
tributed among nodes in the restart phase and their sizes are around 1 megabyte, as shown in Fig-
ures 7(e) and 7(f). There is little write activity in the restart phase.

In the restart and write phases of the physics application m/, I/O activity is well balanced among
nodes, as shown in Figures 7(g)-7(j). We also observe significant write activity in the restart phase.
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Table 3. File Open Statistics

Overall Number of File Opens

Applicatons Read/Write  Read
ior2 6,656 5,121
f1-write 3,871 6,870
f1-restart 3,773 6,179
ml-restart 17,824 22,681
ml-write 17,824 21,061

Number of Data File Opens

Write Read/Write Read Write
0 1,024 0 0

718 98 10 34

0 0 343 0
12,940 0 1,620 12,960
12,960 0 0 12,960
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Figure 7. Cumulative Distribution Functions (CDF) of the Size of I/O Requests over
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Table 4. Operations During File Open

Avg. open time Avg. 10s per Open  Avg. 10 Size per Open

Applications Overall DataFile Overall Data File Overall Data File
ior2-fileproc 0.4 sec 4.5 sec 44 .4 512.0 2.8 MB 32.8 MB
ior2-shared 0.7 sec 5.2 sec 44 .4 512.0 2.8 MB 32.8 MB
ior2-stride 7.6 sec  26.57 sec 44.4 512.0 2.8 MB 32.8 MB
f1-write 20.2 sec  504.9 sec 14.8 142161 24 MB 3993.5 MB
f1-restart 0.02 sec 0.1 sec 0.5 1 <<1MB <<1MB
ml-restart 1.2 sec 3.9 sec 42 15.3 3.7MB 8.5 MB
ml-write 1.2 sec 2.4 sec 4.3 17 3.1 MB 6.5 MB

4.6. File Opens

In this section, we study the file open patterns of the applications. We use the term data files to refer
to those files that actually store results dumped from applications.

In all applications, files tend to be opened as read/write or read-only. We only observe significant
write-only files in the physics application m1, as shown in table 3. However, the data files are
opened either read-only or write-only except for the benchmark ior2. The open operations on the
data files only account for a small portion of the overall files opened. Given the fact that the data
file operations dominate the overall I/O, the small number of data file opens implies longer open
time and more I/O operations during each open. As listed in table 4, the open duration of data files
ranges from several seconds to several hundred seconds, which is typically 2 to 20 times longer than
overall file open durations. The average number of operations and the size of data files on each open
operation are also much larger than those on the overall files. For example, up to 400 MB data are
transferred during each data file open in physical application fI-write.

5. Conclusion

In this study, we analyze application traces from a cluster with hundreds of processing nodes. On
average, each application has only one or two typical request sizes. Large requests from several
hundred kilobytes to several megabytes are very common. Although in some applications, small
requests account for more than 90% of all requests, almost all of the I/O data are transferred by
large requests. All of these applications show bursty access patterns. More than 65% of write
requests have inter-arrival times within one millisecond in most applications. By running the same
benchmark on different file models, we also find that the write throughput of using an individual
output file for each node exceeds that of using a shared file for all nodes by a factor of 5. This
indicates that current file systems are not well optimized for file sharing. In all those applications,
almost all I/Os are performed on a small set of files containing the intermediate or final computation
results. Such files tend to be opened for a relatively long time, from several seconds to several
hundred seconds. And a large amount of data are transferred during each open.
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Abstract

The advances in network technology and the growth of
the Internet together with upcoming new applications like
peer-to-peer (P2P) networks have led to an exponential
growth of the stored data volume. The key to manage this
data expl osion seems to be the consolidation of storage sys-
tems inside storage area networks (SANs) and the use of a
storage virtualization solution that is able to abstract from
the underlying physical storage system.

In this paper we present the first measurements on an
out-of-band storage virtualization system and investigate
its performance and scalability compared to a plain SAN.
We show in general that a carefully designed out-of-band
solution has only a very minor impact on the CPU usage
in the connected servers and that the metadata manage-
ment can be efficiently handled. Furthermore we show that
the use of an adaptive data placement scheme in our vir-
tualization solution V:Drive can significantly enhance the
throughput of the storage systems, especially in environ-
ments with random access schemes.

1. Introduction

The advances in networking technology and the growth
of the Internet have enabled and accel erated the emergence
of new storage consuming applications like peer-to-peer
(P2P) networking, video-on-demand, and data warehous-
ing. The resulting exponential growth of the stored data
volumerequires anew storage architecture, while the man-
agement of the traditional, distributed direct attached stor-
age (DAYS) architecture has shown to be intractable from
a business perspective. The first step towards this new
storage architecture is the consolidation of the servers and
storage devices inside a storage area network (SAN). In a

*Partialy supported by the DFG Transferbereich 40 and the Future
and Emerging Technologies programme of the EU under contract number
|ST-1999-14186 (ALCOM-FT).
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SAN, the formerly fixed connections between storage and
servers are broken-up and both are attached to the high-
speed dedicated storage network. The introduction of a
storage area network can significantly improve the reliabil -
ity, availability, manageability, and performance of servers
and storage systems.

Nevertheless, it has been shown that the potential of a
SAN can only befully exploited with the assi stance of stor-
age management software, and here particulary with the
help of avirtualization system. Storage virtualizationis of -
ten seen as the key technology in the area of storage man-
agement. But what actualy is storage virtualization? A
good definition has been given by the Storage Networking
Industry Association SNIA [8]:

" [Storage virtualizationis] an abstraction of storagethat
separates the host view [from the] storage system imple-
mentation.”

This abstraction includes the physical location of a data
block as well as the path from the host to the storage sub-
system through the SAN. Therefore, it is not necessary that
the administrator of a SAN is aware of the distribution of
data elements among the connected storage systems. Gen-
erally, the administrator only creates a virtual volume and
assignsit to a pool of physical volumes, where each physi-
cal volume can be of different size. Then, afile systemor a
database can work upon this virtual volume and the virtu-
alization software provides a consistent allocation of data
elements on the storage systems. It is even possible that a
large number of virtual volumes share a common storage
pool.

Theuse of avirtualization environment has many advan-
tages compared to the traditional approach of assigning an
address space to afixed partition. The most obviousoneis
that avirtual disk can become much larger than the size of
asingledisk or even than asingle RAID-system [7]. When
using virtualization software, the size of a virtual disk is
only limited by the restrictions inherent to the operating
system and the total amount of available disk capacity.

Another important feature of virtualization softwareis a
much better utilization of disk capacity. It has been shown



that in the traditional storage model only 50% of the avail-
able disk space is used. The disk utilization can be in-
creased up to 80% through the central and moreflexible ad-
ministration of virtualization software. Thus, the required
storage capacity and, with it, the hardware costs of a stor-
age area network can be reduced significantly. Further-
more, virtualization software offers new degrees of flexi-
bility. Storage systems can be added to or removed from
storage pools without downtime, thus enabling a fast adap-
tation to new reguirements. These storage systems do not
have to be from a single vendor, so that the traditional
vendor-locking of customers can be avoided.

Virtualization software can be implemented as out-of-
band virtualization or in-band virtualization, inside the
storage subsystems, or as logical volume manager (LVM)
inside the hosts. In an out-of-band virtualization system,
the virtualization is done inside the kernel of the hosts and
all participating hosts are coordinated by one or more ad-
ditional SAN appliance. In this paper we will focus on the
analysis of our out-of-band solution V:Drive.

Chapter 2 of this paper introducesthe design of V:Drive.
In chapter 3 we present thefirst measurements on an out-of -
band storage virtualization system and investigate its per-
formance and scalability compared to a plain SAN. We
show that a carefully designed out-of-band solution has
only a very minor impact on the CPU usage in the con-
nected hosts and that the metadata management can be ef-
ficiently implemented. Furthermore we give evidence that
the use of an adaptive data placement scheme can signif-
icantly enhance the throughput of storage systems, espe-
cially in environmentswith random access schemes.

2. V:DriveDesign

In this chapter we will describe the design of our out-
of-band virtualization solution V: Drive. From the architec-
tural perspective, V:Drive consists of a number of coop-
erating components: one or more SAN appliances which
are responsible for the metadata management and the co-
ordination of the hosts (see section 2.2), the virtualization
engine inside the kernel of the hosts (see section 2.3), and
agraphical user interface (GUI).

From alogical point of view, V:Drive offers the ability
to cluster the connected storage devices into storage pools
that can be combined according to their age, speed, or pro-
tection against failures. Each storage pool hasits own stor-
age management policy describing individual aspects like
logical and physical block size or redundancy constraints.
A large number of virtual volumes can share the capacity
of asingle storage poal.

The capacity of each disk in astorage pool is partitioned
into minimum sized units of contiguous data blocks, so
called extents. The extent size need not be constant inside a
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storage pool and can change over time. In general, smaller
extents can guarantee better load balancing, while bigger
extents result in a smaller management overhead and less
disk head movements in case of sequential accesses. The
extents are distributed among the storage devices according
to the Share strategy which is able to guarantee an almost
optimal distribution of the data blocks across all participat-
ing disksin a storage pool (see Section 2.1).

2.1. The Share-Strategy

Any virtualization strategy depends on the underlying
datadistribution strategy. Such adistributionis challenging
if the system is allowed to contain heterogeneous storage
components. The main task of a distribution strategy is an
even distribution of data blocks and an even distribution
of requests among the storage devices. Therefore, it hasa
strong impact on the scal ability and the performance of the
SAN. It can be shown, that a static data placement scheme
is generally not ableto fulfill the given requirements.

We have developed a new adaptive distribution scheme
that has been implemented in V:Drive, caled Share-
strategy [2]. In this paper we will present Share with-
out data replication. Of course it is possible to support
replication inside Share, e.g. by a scheme proposed in
[4]. For other static and dynamic placement schemes, see
[6,3,4,5].

Share works in two phases. In the first phase, the algo-
rithm reduces the problem of mapping extents to heteroge-
neous disks to a number of homogeneous ones. The result
is a number of volumes which are equally likely to store
the requested extent. In the second phase, we use any dis-
tribution strategy that is able to map extents to equal sized
disks (seee.g. [6]).

The reduction phase is based on two hash functions i :
{1,..,M} = [0,1)andg : {1,...,N} — [0,1) whereM
isthe maximal number of extentsin the system and N isthe
maximal number of disks that are allowed to participate,
respectively.

A\

o) 9@ 9(2) 9(3)
0 h(b) 1
Figure 1. Hashing schemein Share

The reduction phase works as follows: Initialy or af-
ter every change in the system configuration, we map the



starting points of sub-intervals of certain lengthinto a[0,1)
interval using the hash function g. The length of these sub-
intervals I; corresponds to the capacity d; of disk i. To
ensure that the whole interval is covered by at least one
sub-interval we need to stretch each of the sub-intervals by
afactor s. In other words, the sub-interval I, starts at g(i)
andendsat (g(i) + s - d;) mod 1.

The extents are hashed into the same interval using h
where the quality of h ensures an even distribution of all
extents over the whole interval. Now, an extent can be ac-
cessed by calculating its hash value and then deriving all
sub-intervals that value fals into. Any efficient uniform
strategy can be applied to get the correct disk out of the
number of possible candidates. It can be shown that the
fraction of extents stored on a disk and the number of re-
queststo adisk are proportional to its capacity and that the
number of extent replacementsin case of any changein the
number or kind of disksis nearly minimal (see[2] for more
detail).

2.2. SAN Appliance and M etadata M anagement

To ensure a consistent view of the SAN and a proper
configuration of the hosts and storage devices, one or more
SAN appliances are connected to the SAN. The appliances
keep track of all necessary metadata structures. These
metadatainclude among others the partitioning of the stor-
age devices into storage pools and virtual volumes, access
rights of the hosts, and the allocation of extents on the stor-
age devices.

The metadata appliance consists of anumber of separate
modules which are arranged around the V:Drive database,
including the Disk-Agent, the Host-Interface, the Disk-
Manager, and the Administration Interface. The interface
to the database is standard SQL, implemented in many
commercial and free databases. All components of the ap-
pliance can be executed on a single machine or can runin
adistributed fashion.

Information about the state of the SAN are collected by
the Disk-Agent that is responsible for detecting disk parti-
tions and for finding changes in the system configuration.
Each newly detected suitable partition is labelled with a
unique ID and is made available by updating the database.

The Host-Interface is connected to the servers via Eth-
ernet/IP. A data transfer between a server and the host in-
terface is issued if the configuration of the SAN has been
changed, if the server has started and has to load its con-
figuration, or if the server accesses a virtual addressfor the
first time and hasto alocate an extent on the corresponding
disk.

If the configuration of the storage system changes, a
small number of extents has to be redistributed in order
to guarantee close to optimal performance. The Disk-

155

Manager is responsible for this redistribution tasks. Af-
ter each change of a storage pool it checks each allocated
extent if it has to be relocated. In such a case, the extent
is moved online to its new location in a way that ensures
the consistency of the data before, during, and after the re-
placement process.

The administrator can access the metadata viathe graph-
ical user interface. The administration interface contains
al the necessary functionaity to manage enterprise wide
storage networks: administration of storage systems, stor-
age pools, and virtual devices, authentication and autho-
rization, security, and statistics.

2.3. Kernd Integration

The host software basically consists of a kernel module
which is linked to the operating system of the participat-
ing servers and some additional applications runninginthe
user space. Currently, modulesfor the Linux kernel 2.2 and
2.4 areavailable.

If a data block needs to be read from a virtual disk, the
file system generates a block /O request and passes it to
the kernel module where it is processed and transmitted to
the appropriate physical disk. To perform the transforma-
tion from avirtual addressto a physical address, the kernel
keepsall necessary information, like existing storage pools,
assignments of virtual and physical disksto the pools, stor-
age policies etc. These information are given to the kernel
initially or on-demand by the metadata server.

3. Resaults

In this section we will present the experimental results
of our virtualization approach. The test system consists of
two Pentium servers connected to an FC-AL array with 8
fibre channel disks. Both servershave 2 Pentium || proces-
sors with 450 MHz and 512 kilobyte cache. Furthermore,
they have local access to a mirrored disk drive containing
the operating system and all relevant management infor-
mation. Both servers run a Linux 2.4.18 kernel (Red Hat)
and use gec version 3.2.2 as the C compiler. The access to
the disksis enabled by a QL ogic gla2300 host bus adapter.
The FC-AL array consists of four 17 Gigabyte and four 35
Gigabyte fibre channel disks. They are connected with the
server viaan 1 Gigabit switch. Each disk is partitioned into
one partition covering the whole disk.

For stressing the underlying 1/O subsystem we used the
Bonniefile system benchmark [1]. We changedthe original
source code such that we could derive more information
concerning the overhead of our solution. Thesimple design
and easy handling of Bonnie makes it a suitable tool for
testing 1/0O performance. It performs, among others, the
following operations on a number of file of desired size: it



reads and writes the random content of each character of
thefile separately, it reads and writes each block of thefile,
and it concurrently accesses arbitrary blocksin thefile.

Thefirst two tests access a number of data files sequen-
tially. Such ascenario israther unlikely in practicebut it is
able to give an idea of the maximal performance of the I/O
subsystem. More suited to model real world scenarios is
the last test, because we have to access arbitrary blocksin
somefiles. We set the overall file size to 4 GB (4 timesthe
size of the main memory) to reduce caching effects. The
size of the extents was fixed to 1 MB.

To derive the overhead of our approach we compare our
approach to the performance of a plain disk (labeled with
the device name, e.g. SDA). More specific, we investigate
theinfluence of each component of our solution to the over-
all throughput. For that we distinguish the following cases:

1. Clean System (C): Nothing is known in advance.

2. Transfer (T): All extentsexist in the database and have
only to be transferred to the driver.

3. Driver (D): The driver has al information locally and
does only perform the mapping of addresses.

The number in parentheses behind the letters C,T,D in the
charts axesis equivalent to the number of physical volumes
belonging to the corresponding storage pool. If not men-
tioned otherwise, the storage pool consists of asingle phys-
ical volume.

Throughout the experiments the CPU usage for our ap-
proach was indi stingui shablefrom the CPU usage when ac-
cessing the plain disk. Due to space limitations the corre-
sponding figures are omitted.

3.1. Impact of Extent Requests

Figure 2 shows the throughput for the different settings
when each character is written separately. Note, that we
only get an overhead when the extent is accessed for the
first time. Therefore, theinduced costs are credited to many
data accesses and their effect becomes margina. The dif-
ferences are mostly due to cache effects.

The situation is very different when it comes to block-
wise accesses. Here, the fraction of block accesses which
induce overheadis much higher. Figure 3 showsthe perfor-
mance not only for the different settings but also for vary-
ing sizes of corresponding storage pools. Surprisingly, we
lose roughly 40% when using only onedisk. Thereason for
that liesmostly in the special sequential access pattern. The
achieved high throughput could only be gained because the
layout of the data blocks on disk enables a sweep of the
disk head, minimizing the head movements. Modern file
systems take that into account and adapt their data layout
accordingly. But we destroy the careful layout because we
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access the data in extents instead of data blocks. When al-
locating an extent the metadata server returns the first free
position on the disk that is big enough to host the extent.
Therefore, a sequential access of the file system results in
higher movement of the disk head and only the sustained
throughput of a disk could be achieved.
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Figure 3. Comparison of the sequential out-
put per block.

Surprisingly, this effect is compensated by parallel ac-
cesses when feeding the virtual device from more than one
disk. Due to the fact that the operating system issues the
write requests to the main memory and returns immedi-
ately, we achieve parallelism and get roughly the sustained
performance of two disks. We could top the performance
significantly, even if the access pattern does not allow for
much parallelism. Thisindicates that the overhead induced
by the driver aloneisnot alimiting factor. Only aclean sys-



tem with many extent allocations is not able to use many
disks to increase the performance compared to a single
disk. But in a real-world application a data block is ac-
cessed many times and the overhead occurs only once.

3.2. Block Read Performance
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Figure 4. Comparison of performance of
block accesses.

Theread accessisdifferent from awrite becauseit hasto
wait until the datais delivered from the disk. Thisgivesthe
operating system enough time to rearrange alarger number
of data accesses and, hence, accesses the disk in a sweep-
ing manner. Figure 4 gives evidence for that. We lose only
about 9% compared to the performance of a plain disk.
As noted above the access pattern alows little parallelism.
Hence, the increasing of the number of disks has only a
small impact on the overall performance.

3.3. Random Seeks

To get the number of random seeks per second Bon-
nie creates 3 threads performing the data requests. It is
our opinion that this test is closest to practice because on
a storage server there are different application generating
rather unpredictable block accesses. Figure 5 comparesthe
number of seeks per second for all approaches. Again, the
overhead induced by the V:Drive solution is too small to
mesasure once the extents are alocated.

Note, that the impact of more disks decreases the more
disk participate in the storage pool. Thisis due to the fact
that the number of scheduled requests stays constant. That
means, that the likelihood of parallel accesses to al disks
decreases with the number of disks. If we would access the
storage pool with more virtual devicesthe scaling would be
much better.
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ber of seeks per second.

4. Conclusion

In this paper we presented a virtualization environment
that is based on the randomized Share-strategy. The shown
results give evidence that such an approach is not only
feasible but also efficient. Especialy the performance of
random seeks to files via Bonnie hints that V:Drive scales
nicely with a growing storage network.
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1. Introduction

Disk access times have not kept pace with the evolution
of disk capacities, CPU speeds and main memory sizes.
They have only improved by a factor of 3 to 4 in the last
25 years whereas other system components have almost
doubled their performance every other year. As a result,
disk latency has an increasingly negative impact on the
overall performance of many computer applications.

Two main techniques can be used to mitigate this
problem, namely caching and prefetching. Caching
keeps in memory the data that are the most likely to be
used again while prefetching attempts to bring data in
memory before they are needed. Both techniques are
widely implemented at the data block level. More recent
work has focused on caching and prefetching entire files.

There are two ways to implement file prefetching.
Predictive prefetching attempts to predict which files are
likely to be accessed next in order to read them before
they are needed. While being conceptually simple, the
approach has two important shortcomings. First, the
prefetching workload will get in the way of the regular
disk workload. Second, it is difficult to predict file
accesses sufficiently ahead of time to ensure that the
predicted files can be brought into main memory before
they are needed.

A more promising alternative is to group together on
the disk drive files that are often accessed at the same
time [3]. This technique is known as implicit
prefetching and suffers none of the shortcomings of
predictive prefetching because each cluster of files can
now be brought into main memory in a single I/O opera-
tion. The sole drawback of this new approach is the
need to identify stable file access patterns in order to
build long-lived clusters of related files.

We present here a new file predictor that identifies
stable access patterns and can predict between 50 and 70
percent of next file accesses over a period of one year.
Our First Stable Successor keeps track of the successor
of each individual file. Once it has detected m succes-
sive accesses to file Y, each immediately following an

' Supported in part by the National Science Foundation under grant
CCR-9988390.
2 Supported in part by the National Science Foundation under grant
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access to file X, it predicts that file Y will always be the
successor of file X and never alters this prediction.

The remainder of this paper is organized as follows.
Section 2 reviews previous work on file access predic-
tion. Section 3 introduces our First Stable Successor
predictor and Section 4 discusses its performance.
Finally, Section 5 states our conclusions

2. Previous Work

Palmer et al. [8] used an associative memory to recog-
nize access patterns within a context over time. Their
predictive cache, named Fido, learns file access patterns
within isolated access contexts. Griffioen and Appleton
presented in 1994 a file prefetching scheme relying on
graph-based relationships [4].  Shriver et al [10]
proposed an analytical performance model to study the
effects of prefetching for file system reads.

Tait and Duchamp [11] investigated a client-side
cache management technique used for detecting file
access patterns and for exploiting them to prefetch files
from servers. Lei and Duchamp [6] later extended this
approach and introduced the Last Successor predictor.
More recent work by Kroeger and Long introduced more
effective schemes based on context modeling and data
compression [5].

Two much simpler predictors, Stable Successor (or
Noah) [1] and Recent Popularity [2], have been recently
proposed.  The Stable Successor predictor is a
refinement of the Last Successor predictor that attempts
to filter out noise in the observed file reference stream.
Stable Successor keeps track of the last observed suc-
cessor of every file, but it does not update its past
prediction of the successor of file X before having
observed m successive instances of file ¥ immediately
following instances of file X.  Hence, given the
sequence:

S: ABABABACABACABADADADA

Stable Successor with m =3 will first predict that B is
the successor of 4 and will not update its prediction until
it encounters three consecutive instances of file D
immediately following instances of file 4.

The Recent Popularity or k-out-of-n predictor
maintains the » most recently observed successors of
each file. When attempting to make a prediction for a
given file, Recent Popularity searches for the most



popular successor from the list. If the most popular suc-
cessor occurs at least &k times then it is submitted as a
prediction. When more than one file satisfies the
criterion, recency is used as the tiebreaker.

3. The First Stable Successor Predictor

All the predictors are dynamic in the sense that they
reflect changes in file access patterns and modify
accordingly their predictions. The sole existing static
predictor is First Successor [1], which always predicts
the first encountered successor of file X as its successor.
It is a rather crude predictor and was found to perform
much worse than all Last Successor, Stable Successor or
Recent Popularity.

There are two explanations for this poor performance.
First, First Successor cannot reflect changes in file
access patterns. Second, it bases all its predictions on a
single observation.

As shown on Figure 1, the First Stable Successor
(FSS) predictor remedies this second limitation by
requiring m successive instances of file ¥ immediately
following instances of file X before predicting that file ¥
is the successor of file X. Otherwise it makes no
prediction. When m =1, the FSS predictor becomes
identical to the First Successor protocol and predicts that
that file Y is the successor of file X once it has encoun-
tered a single access to file ¥ immediately following an
access to file X.

A large value of m will result into fewer predictions
than a smaller value of m but will also increase the
likelihood that these predictions will be correct. This
provides us with a relatively easy way to tune the proto-
col by either increasing m whenever we want to reduce
the number of false predictions or decreasing it when-
ever we want to increase the total number of predictions.

4. Performance Evaluation

When comparing the effectiveness of file predictors, one
is often confronted with two primary metrics, success-
per-reference and success-per-prediction. Given the
dependent nature of these metrics, it is impossible to use
either of them alone when assessing the performance of
any given predictor. For example, a predictor that has a
99% success-per-prediction rate would be considered
impractical if it could only be used on 5% of the refer-
ences. Conversely, predictors that have a high success-
per-reference rate may also give rise to a high number of
incorrect predictions that may tax the file system to the
extent that it outweighs any improvements due to
predictive prefetching.

We will use a third metric integrating both aspects of
the predictor performance. Consider first the two possi-
ble outcomes of an incorrect prediction. If we assume
no preemption, the next file access will have to wait
while the predicted file is loaded into the cache. The
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Assumptions:
G is file being currently accessed
F its direct predecessor
FirstStableSuccessor(F) is last prediction made for
the successor of F
LastSuccessor(F) is last observed successor of F
Count(F) is a counter
m is minimum number of consecutive identical
successors to declare a First Stable Sucessor

Algorithm:
if FirstStableSuccessor(F) is undefined then
if LastSuccessor(F) = G then
Counter(F) < Counter(F) + 1
else
Counter(F) < 1
end if
if Counter(F) = m then
FirstStableSuccessor(F) «G
end if
end if

Figure 1 The First Stable Successor Predictor

cost of the incorrect prediction is thus one additional
cache miss. Allowing preemption would reduce this
delay and decrease the penalty. Note that the incorrect
prediction will have no other adverse effect on the cache
performance as long as the cache replacement policy
expels first the files that were never accessed.

We define the effective success rate per reference of
a predictor as the ratio:

Neorr - 0Nincorr
Nre

where Neor is the number of correct predictions, Nincorr
the number of incorrect predictions and Ny the number

of references and the o factor represents the impact of
file fetch preemption on the performance of the predic-
tor. A zero value for o corresponds to the situation
where incorrect predictions incur no cost because all
predicted file fetches can be preempted when found to
be incorrect without any further delay. A unit value
assumes that there is no fetch preemption, and all ongo-
ing fetches must be completed, whether correctly
predicted or not. An intermediate o value corresponds
to situations where preemption is possible, but at some
cost less than the cost of a file fetch. Computing the
effective success rate per reference for a values of, say,
0.0, 0.5 and 1.0 will permit us to compare predictors for
a realistic range of file-system implementations.

We evaluated the performance of our FSS predictor by
simulating its operation on two sets of file traces. The
first set consisted of four file traces collected using
Carnegie Mellon University’s DFSTrace system [7].
The traces include mozart, a personal workstation, ives,
a system with the largest number of users, dvorak, a
system with the largest proportion of write activity,
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and barber, a server with the highest number of system
calls per second. They include between four and five
million file accesses collected over a time span of
approximately one year. Our second set of traces was
collected in 1997 by Roselli [9] at the University of
California, Berkeley over a period of approximately
three months. To ecliminate any interleaving issues,
these traces were processed to extract the workloads of
an instructional machine (instruct), a research machine
(research) and a web server (web).

Figures 2 to 4 represent the effective success rates per
reference achieved by our First Stable Successor when
the number m of consecutive successors triggering the
predictor varies between 1 and 20. Negative success
rates correspond to situations where o > 0 and the sum
of the penalties assessed for incorrect predictions
exceeds the number of correct predictions.

As we can see, our First Stable Successor performs
much better with the four CMU traces than with the
three Berkeley traces even though the Berkeley traces
were collected over a much shorter period. In particular,
our predictor performs very poorly with the instruct
trace, which appears to have the least stable reference
patterns of all seven traces.

The four CMU traces can be further subdivided into
two groups. The first group comprises barber and
mozart, which exhibit rather stable behaviors. As a
result, our predictor can successfully predict between 66
and 69 percent of future references. Conversely, dvorak
and ives exhibit less stable behaviors and our predictor
can successfully predict between 53 and 57 percent of
future references. This should not surprise us because
ives had the largest number of users and dvorak the larg-
est proportion of write activity. Even when we do not
penalize incorrect predictions, First Stable Successor
requires less consecutive successors to reach their opti-
mum performance on barber and mozart than on dvorak
and ives.

We can also observe that the number of consecutive
successors required to achieve optimum performance
increases on all seven traces when a increases from zero
to one. It might be therefore indicated to increase the
value of the m parameter for workloads that exhibit less
stable file access patterns in order to reduce the number
of misses.

Figures 5 to 7 compare the effective success rates per
reference achieved by our First Stable Successor with
m = 8 with those achieved by First Successor, Last Suc-
cessor, Stable Successor with m = 2, and k-out-of-m. As
we can see, our First Stable Successor predictor
performs much better than First Successor but not as
well as Last Successor, Stable Successor and k-out-of-m.
This gap is especially evident for the instruct trace as
these last three predictors perform almost as well as with
the mozart trace while First Successor and First Stable
Successor perform very poorly.

We can draw two major conclusions from our meas-
urements. First, there are enough stable access patterns
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in the six of the seven traces we analyzed to make
implicit file prefetching a worthwhile proposition. This
is especially true because of the low overhead of the
approach, which means that wrong predictions would
only incur a minimal penalty (o0 << 1). Second, many, if
not most, of these stable access patterns are long lived
and appear to persist over at least a full year. A file
system implementing implicit file prefetching would
probably reevaluate its file groups once a week. We can
already predict that these weekly group reevaluations
will not result in a complete reconfiguration of the whole
file system.

5. Conclusions

Identifying and exploiting stable file access patterns is
essential to the success of implicit file prefetching as this
technique builds long-lived clusters of related files that
can be brought into memory in a single 1/O operation.
We have presented a new file access predictor that
was specifically tailored to identify such stable file
access patterns. Trace-driven simulation results indicate
that our First Stable Successor can predict up to 70
percent of next file accesses over a period of one year.
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Abstract

An on-line backup function for X-NAS, a clustered NAS system designed for entry-level
NAS, has been developed. The on-line backup function can replicate file objects on X-
NAS to a remote NAS in real-time. It makes use of the virtualized global file system of
X-NAS, and sends NFS write operations to both X-NAS and the remote backup NAS at
the same time. The performance of the on-line backup function was evaluated and the
evaluation results show that the on-line backup function of X-NAS improves the system
reliability while maintaining 80% of the throughput of the X-NAS without this function.

1. Introduction

An entry-level NAS system is convenient in terms of the cost and the ease of
management for offices with no IT experts. However, it is not scalable. To solve this
problem, X-NAS, which is a simple, scalable clustered NAS architecture designed for
entry-level NAS, has been proposed [6]. Like conventional NAS systems, it can be used
for various clients, such as those using UNIX and Windows'. X-NAS aims at the
following four goals.

e (Cost reduction by using entry-level NAS as an element

e Ease of use by providing a single-file-system view for various kinds of clients

e Ease of management by providing a centralized management function

e Ease of scaling-up by providing several system-reconfiguration functions

To achieve these goals, X-NAS virtualizes multiple entry-level NAS systems as a unified
system without changing clients' environments. In addition, X-NAS maintains the
manageability and the performance of the entry-level NAS. It also can easily be
reconfigured without stopping file services or changing setting information. However,
when one of the X-NAS elements suffers a fault, file objects on the faulty NAS system
may be lost if there are no backups. To improve the X-NAS reliability, a file-replication
function must therefore be developed.

The goal of the present work is to introduce an on-line backup function of X-NAS that
replicates original file objects on X-NAS to a remote NAS for each file access request in
real-time without changing the clients' environments. The performance of the on-line
backup function was evaluated and the evaluation results indicate that X-NAS with the
on-line backup function improves the system reliability while maintaining 80% of the
throughput of standard X-NAS.

! Windows and DFS are trademarks of Microsoft Corporation. Double Take is a trademark of Network
Specialists, Inc. All other products are trademarks of their respective corporations.
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2. On-line backup function for X-NAS

To improve the reliability of X-NAS, an on-line backup function for X-NAS has been
developed. (Since the details of the X-NAS structure are discussed in another paper [6],
they are not described here.) The on-line backup function consists of many sub-functions.
Among these sub-functions, we focus on on-line replication, the heart of the on-line
backup function, in this paper. The on-line replication replicates files of X-NAS to a
remote NAS, which is called a backup NAS, in real-time for each file access request.

2.1. Requirements

The on-line backup function of X-NAS must meet the following requirements:

e Generate replicas of file objects in real-time in order to eliminate the time lag between
the original data and the replicas.

e Use a standard file-access protocol such as NFS to communicate between X-NAS and
the backup NAS in order to apply as many kinds of NAS as clients need.

e Do not change clients' environments in order to curb their management cost.

2.2. On-line replication

There are several methods for replicating file objects to remote systems via an IP network.
One method is to use a block I/O [5]. Since using a block I/O is a fine-grain process, all
file objects are completely consistent with copied objects. However, the system structure
is limited because the logical disk blocks of the objects must be allocated to the same
address between the original data and its replica. Another method is to change the client's
system. DFS [1] is a simple method for replicating file objects to many NASs. It
replicates file objects in constant intervals but not in real-time.

Xnfsd and the management partition in X-NAS enable the centralized management of
many NAS elements and provide a unified file system view for clients (Fig. 1). Xnfsd is a
wrapper daemon and receives an NFS operation in place of the NFS server and sends the
operation to others. On-line replication of X-NAS makes use of Xnfsd in order to copy
file objects to the backup NAS. By extending this function, Xnfsd sends the NFS
operation not only to the NFS servers on the X-NAS but also to the NFS servers on the
backup NAS. All file objects can thus be replicated in real-time for each NFS operation.

2.2.1. Operations

NFS operations handled in X-NAS can be divided into four categories. Category 1 is
reading files; category 2 is writing files; category 3 is reading directories; and category 4
is writing directories. Xnfsd sends NFS operations belonging to categories 2 and 4 to both
X-NAS and the backup NAS at the same time. On the other hand, NFS operations
belonging to categories 1 and 3 are not sent to the backup NAS.

When a UNIX client sends a WRITE operation for file fto X-NAS, Xnfsd on P-NAS
(parent NAS) receives the operation in place of the NFS daemon. Figure 1 shows the
flow of this operation, and Figure 2 shows the timing chart with or without the on-line
backup function. Firstly, Xnfsd specifies a data partition that stores the file entity by
using the inode number of the dummy file f on the management partition (#1). Secondly,
Xnfsd invokes a sub thread and then sends the WRITE operation to the backup NAS by
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using the thread (#2). Thirdly, Xnfsd sends the WRITE operation to the NFS daemon on
the specified C-NAS (child NAS), and then the C-NAS processes the operation (#3).
Finally, Xnfsd waits for the responses of the operations from the NFS server on the C-
NAS and from the backup NAS (#4), and then it makes one response from all the
responses and sends it back to the client. We call this procedure a synchronized backup.
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Figure 1: Flow of WRITE operation with online backup function.
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Figure 2. Timing charts of WRITE operation with or without on-line backup function.

2.2.2. Key features

An on-line backup function must guarantee the consistency of data between X-NAS and
the backup NAS. To achieve this, Xnfsd waits for all responses from both one of the NFS
servers on the X-NAS and the backup NAS for each NFS operation. However, waiting
for the responses degrades total performance. To solve this problem, the performance of
the on-line replication function must be improved through three key features as follows.

(1) Multi-threaded wrapper daemon

Xnfsd waits for all responses from both NAS systems. This incurs an overhead because
of frequent accesses to the network and the disk drives. To reduce this cost, the main
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thread of Xnfsd invokes a sub thread to send the file I/Os to the backup NAS. This
feature enables X-NAS to process the disk accesses of both X-NAS and the backup NAS
in parallel.

(2) File-handle cache

The cost of specifying the full path name and the file handle on the backup NAS is high
because of frequent accesses to the network and the disk drives. To reduce this cost, X-
NAS makes use of a file-handle cache, which records the correspondence between the
file handle of the dummy file, i.e., the global file handle, and the file handle of the backup
NAS.

(3) Partial asynchronized backup

Although the synchronized backup is a simple method, the execution cost is high because
this method waits for all the responses from the NFS servers on the X-NAS and the
backup NAS. A method that does not wait for the response from the backup NAS
achieves the same performance as X-NAS without the on-line backup function. However,
when X-NAS or the backup NAS becomes faulty, it is difficult to guarantee the
consistency of data between X-NAS and the backup NAS. Using a log is one solution to
guarantee the consistency. However, since the log size is limited, it is not a perfect
solution for entry-level NAS, which usually has a small-sized memory. Furthermore,
according to the X-NAS concept, the architecture must be simplified as much as possible.
Xnfsd thus supports a partial asynchronized backup method in addition to the
synchronized backup. Figure 2(c) shows the timing chart of the WRITE operation with
partial asynchronized backup. In the method, after processing disk accesses to the data
partition on the X-NAS element, Xnfsd sends back a response to a client without waiting
for the response from the backup NAS. As a result, the client can send the next operation.
The main thread of Xnfsd can perform the disk accesses to the management partition for
the next operation during the waiting time for the response from the backup NAS.

3. Performance evaluation

To evaluate the on-line backup function of X-NAS, an X-NAS prototype based on the
NFSv3 implementation was developed. We ran NetBench [3] and SPECsfs97 [4] on the
X-NAS prototype with or without on-line backup function. In this evaluation, by taking
account of permissible range for the entry-level NAS's users, we set the performance
objective for X-NAS with the on-line backup function at 80% of the performance of X-
NAS without the function. Throughput and average response time are used as the
performance metrics. In this evaluation, we implemented the partial asynchronized
backup function in the WRITE operation. This is because the ratio of the WRITE
operations to all operations is higher than other operations in the workload mix of the
benchmarks. Furthermore, since the file sizes used by the benchmark programs are from
100 to 300 KB, many WRITE operations are issued continuously and then each process
in a WRITE operation could be overlapped.

3.1. Experimental environment

In the experimental environment, the maximum number of X-NAS elements is fixed to
four. Each X-NAS element and the backup NAS configured with one 1-GHz Pentium III
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processor, 1 GB of RAM and a 35-GB Ultra 160 SCSI disk drive running Red Hat Linux
7.2. For the NetBench test, one to eight clients running Windows 2000 Professional were
used. The clients, P-NAS, C-NASs, and the backup NAS were connected by 100-Megabit
Ethernet because most offices still use this type of LAN.

3.2. Results

Figures 3 and 4 show the results of our performance evaluation in terms of throughput
and average response time. The throughputs of X-NAS with the synchronized backup
function are about 80% of those without the function. Under an experimental
environment with NetBench, the average response time for X-NAS with the function is
about 1.2 times higher than that for X-NAS without the function. On the other hand,
under an experimental environment with SPECsfs, the average response time for X-NAS
with the function is about 1.4 times higher than the time for X-NAS without it. Although
the partial asynchronized backup can improve both throughput and average response time
by several percentage, the performance objective for the response time in the case of
SPECsfs cannot be achieved yet.

Throughput (Mbit/sec) Response time (msec)
50 4 -@- without on-line backup
/.'/-.\“ with partial-asynchronized backup|
40 ——— & 3 [[# with synchronized backup
30 -
/ 2
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Figure 3. Throughput and average response time of X-NAS with or
without on-line backup function in the case of NetBench.
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Figure 4. Throughput and average response time of X-NAS with or
without on-line backup function in the case of SPECsfs.

3.3. Discussion
To specify the reason for the longer response time in the case of SPECsfs, the average
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response time of each NFS operation in the case of the synchronized backup was
analyzed. The average response times for some write requests such as WRITE,
SETATTR and CREATE are longer than those for X-NAS without that function. In
particular, the average response time for WRITE operations is 2.5 times higher than that
for the other operations. Profiling results of the WRITE operations shows that waiting
time for the sub-thread completion is about 24% of the total processing time and access to
the data partition via an IP network is about 48% of that time. By applying the partial
asynchronized backup to X-NAS, this waiting time can be reduced to almost zero. Figure
4(c) shows the effects of the partial asynchronized backup in the case of WRITE
operations. The average response time for WRITE operations with the partial
asynchronized backup can be reduced to from 2.5 times to 1.8 times the time for X-NAS
without the function. As a result, the total average response time for SPECsfs with the
function can be reduced to 1.3 times that without it. However since the ratio of data
transmission time to the total processing time is still higher in the case of the 100-
Megabit Ethernet, using a Gigabit network is effective because it can reduce the data
transmission time for 100-Megabit Ethernet to at least one-fifth. Furthermore, by
optimizing other operations such as CREATE and COMMIT, the performance objective
of 1.2 times can be achieved.

4. Related work

There are several methods for replicating file objects between several NAS systems via
the network. DFS [1] is a simple and easy file-replication function on Windows systems.
DRBD [5] is a kernel module for building a two-node HA cluster under Linux. Double
Take [2] is a third-vendor software to replicate file objects on the master NAS to the
slave NAS.

5. Conclusions

An on-line backup function for X-NAS, a clustered NAS system, has been developed.
On-line replication, the core of the on-line backup function, replicates file objects on X-
NAS to a remote backup NAS in real-time for each NFS operation. A multi-threaded
wrapper daemon with a low overhead, the developed file-handle cache and the partial
asynchronized backup method can reduce the overhead for accessing the backup NAS.
An X-NAS prototype with the on-line backup function, based on NFSv3 running the
NetBench and SPECsfs97 programs attains 80% of the performance of X-NAS without
the function. This function improves the dependability of entry-level NAS while
maintaining its manageability.
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1. Abstract

The software package presented within this paper has proven to be capable of managing
the storage and exchange of several hundreds of terabytes of data, transparently
distributed among dozens of disk storage nodes. One of the key design features of the
dCache is that although the location and multiplicity of the data is autonomously
determined by the system, based on configuration, cpu load and disk space, the name
space is uniquely represented within a single file system tree. The system has shown to
significantly improve the efficiency of connected tape storage systems, through caching,
'gather & flush’ and scheduled staging techniques. Furthermore, it optimizes the
throughput to and from data clients as well as smoothing the load of the connected disk
storage nodes by dynamically replicating datasets on the detection of load hot spots. The
system is tolerant against failures of its data servers which enables administrators to go
for commodity disk storage components. Access to the data is provided by various ftp
diaects, including gridftp, as well as by a native protocol, offering regular file system
operations like open/read/write/seek/stat/close. Furthermore the software is coming with
an implementation of the Storage Resource Manager protocol, SRM, which is evolving to
an open standard for grid middleware to communicate with site specific storage fabrics.

2. Contributors
The software is being developed by the Deutsches Elektronen Synchrotron (DESY) in
Hamburg, Germany[1] and the Fermi National Laboratory, Batavia Chicago,IL, USA

[2].
3. Technical Specification

3.1 File name space and dataset location

dCache dtrictly separates the filename space of its data repository from the actual
physical location of the datasets. The filename space is internally managed by a database
and interfaced to the user resp. to the application process by the nfs2 [9] protocol and
through the various ftp filename operations. The location of a particular file may be on
one or more dCache data servers as well as within the repository of an external Tertiary
Storage Manager. dCache transparently handles all necessary data transfers between
nodes and optionally between the external Storage Manager and the cache itself. Inter
dCache transfers may be caused by configuration or load balancing constrains. Aslong as
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afileis transient, all dCache client operations to the dataset are suspended and resumed
as soon asthefileisfully available.

3.2Maintenance and fault tolerance

As aresult of the name space —data separation, dCache data server nodes subsequently
denoted as pools, can be added at any time without interfering with system operation.
Having a Tertiary Storage System attached, or having the system configured to hold
multiple copies of each dataset, data nodes can even be shut down at any time. Under
those conditions, the cache system is extremely tolerant against failures of its data server
nodes.

3.3Data access methods

In order to access dataset contents, dCache provides a native protocol (dCap), supporting
regular file access functionality. The software package includes a c-language client
implementation of this protocol offering the posix open/read/write/seek/stat/close calls.
This library may be linked against the client application or may be preloaded to
overwrite the file system /O operations. The library supports pluggable security
mechanisms where the GssApi (Kerberos) and ssl security protocols are already
implemented. Additionally, it performs all necessary actions to survive a network or
pool node failure. It is available for Solaris, Linux, 1rix64 and windows. Furthermore, it
allows to open files using an http like syntax without having the dCache nfs file system
mounted. In addition to this native access, various FTP dialects are supported, e.g.
GssFtp (kerberos) [8] and GsiFtp (GridFtp) [7]. An interface definition is provided,
allowing other protocolsto be implemented as well.

3A4Tertiary Storage Manager connection

Although dCache may be operated stand alone, it can aso be connected to one or more
Tertiary Storage Systems. In order to interact with such a system, a dCache external
procedure must be provided to store data into and retrieve data from the corresponding
store. A single dCache instance may talk to as many storage systems as required. The
cache provides standard methods to optimize access to those systems.

Whenever a dataset is requested and cannot be found on one of the dCache pools, the
cache sends a request to the connected Tape Storage Systems and retrieves the file from
there. If done s0, the file is made available to the requesting client. To select a pool for
staging a file, the cache considers configuration information as well as pool load,
available space and a L east Recently Used algorithms to free space for the incoming data.
Data, written into the cache by clients, is collected and, depending on configuration,
flushed into the connected tape system based on a timer or on the maximum number of
bytes stored, or both. The incoming data is sorted, so that only data is flushed which will
go to the same tape or tape set.

Mechanisms are provided that allow giving hints to the cache system about which file
will be needed in the near future. The cache will do its best to stage the particular file
beforeit’s requested for transfer.

Space management is internaly handled by the dCache itself. Files which have their
origin on a connected tape storage system will be removed from cache, based on a Least
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Recently Used algorithm, if space is running short. Space is created only when needed.
No high/low watermarks are used.

3.5 Pool Attraction Model

Though dCache distributes datasets autonomously among its data nodes, preferences may
be configured. As input, those rules can take the data flow direction, the subdirectory
location within the dCache file system, storage information of the connected Storage
Systems as well as the IP number of the requesting client. The cache defines data flow
direction as getting the file from a client, delivering a file to a client and fetching a file
from the Tertiary Storage System. The ssimplest setup would direct incoming data to data
pools with highly reliable disk systems, collect it and flush it to the Tape Storage System
when needed. Those pools could e.g. not be allowed to retrieve data from the Tertiary
Storage System as well as deliver data to the clients. The commodity pools on the other
hand would only handle data fetched from the Storage System and delivered to the clients
because they would never hold the original copy and therefore a disk /node failure
wouldn’tdo any harm to the cache. Extended setups may include the network topology to
select an appropriate pool node. Those rules result in a matrix of pools from which the
load balancing module, described below, may choose the most appropriate candidate.
Each row of the matrix contains pools with similar attraction. Attraction decreases from
top to bottom. Should none of the pools in the top row be available, the next row is
chosen, as.o.. Optionally, stepping from top to bottom can be done as long as the
candidate of row 'n’is still above a certain load. The final decision, which pool to select
of this set, is based on free space, age of file and node load considerations.

3.6 Load Balancing and pool to pool transfers

The load balancing module is, as described above, the second step in the pool selection
process. This module keeps itself updated on the number of active data transfers and the
age of the least recently used file for each pool. Based on this set of information, the most
appropriate pool is chosen. This mechanism is efficient even if requests are arriving in
bunches. In other words, as a new request comes in, the scheduler already knows about
the overall state change of the whole system triggered by the previous request though this
state change might not even have fully evolved. System administrators may decide to
make pools with unused files more attractive than pools with only a small number of
movers, or some combination. Starting at a certain load, pools can be configured to
transfer datasets to other, less loaded pools, to smooth the overall load pattern. At a
certain point, pools may even fetch a file from the Tertiary Storage System again, if all
pools, holding the requested dataset are too busy. Regulations are in place to suppress
chaotic pool to pool transfer orgies in case the global load is steadily increasing.
Furthermore, the maximum numbers of replica of the same file can be defined to avoid
having the same set of files on each node.

3.7 File Replica M anager

A first version of the so called Replica Manager is currently under evaluation. This
module enforces that at least N copies of each file, distributed over different pool nodes,
must exist within the system, but never more than M copies. This approach allows to shut
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down servers without affecting system availability or to overcome node or disk failures.
The administration interface allows to announce a scheduled node shut down to the
Replica Manager so that it can adjust the N — M interval.

4. Data Grid functionality

In the context of the LHC Computing Grid Project [4], a Storage Element describes a
module providing mass data to local Computing Elements. To let alocal Storage System
look like a Storage Element, two conditions must be met. Storage Elements must be able
to communicate to each other in order to exchange mass data between sites running
different Storage System and Storage Elements have to provide local data through
standard methods to allow GRID jobs to access data files in a site independent manner.
The first requirement is covered by a protocol called the Storage Resource Manager,
SRM [3], defining a set of commands to be implemented by the local Storage System to
enable remote access. It mainly covers queries about the availability of datasets aswell as
commands to prepare data for remote transfer and to negotiate appropriate transfer
mechanisms. dCache is providing an SRM interface and has proven to be able to talk to
other implementations of the SRM. A dCache system a FERMI is successfully
exchanging data with the CASTOR Storage Manager at CERN using the SRM protocol
for high level communication and GridFtp for the actual data transfer. The second
requirement, to make local files available to Grid Applications, is approached by the G-
File initiative, a quasi standard as well. It offers well defined, posix like function calls
that allow site independent access to files held by the local Storage Element. Optionally
G-File can talk to other grid modules to register imported files or files being exportable.
G-File developers at CERN have successfully linked the g-file library against the dCache
dCap library.

5. Dissemination

In the meantime, dCache isin production at various locations in Europe and the US. The
largest installation is, to our knowledge, the CDF system at FERMI [2]. 150 Thytes are
stored on commodity disk systems and in the order of 25 Thytes have been delivered to
about 1000 clients daily for more than a year. FERMI dCache installations are typically
connected to ENSTORE [11], the FERMI tape storage system. CDF is operating more
than 10 tape-less dCache installations outside of FERMI, evaluating the dCache Replica
Manager. The US devision of the LHC CMS[13] experiment is using the dCache as Grid
Storage Element and large file store in the US and Europe. At DESY, dCache is
connected to the Open Storage Manager (OSM) and serving data out of 70 Thytes of disk
space. The German LHC Grid Tier 1 center in Karlruhe (GridKa,[12]) is in the process of
building a dCache installation as Grid Storage Element, connected to their Tivoli Storage
Manager [16] installation.
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Abstract

This paper presents the data management issues associated with a large center like the
NCCS and how these issues are addressed. More specifically, the focus of this paper is on
the recent transition from a legacy UniTree (Legato) system to a SAM-QFS (Sun)
system. Therefore, this paper will describe the motivations, from both a hardware and
software perspective, for migrating from one system to another. Coupled with the
migration from UniTree into SAM-QFS, the complete mass storage environment was
upgraded to provide high availability, redundancy, and enhanced performance. This
paper will describe the resulting solution and lessons learned throughout the migration
process.

1. Introduction

The Science Computing Branch of the Earth and Space Data Computing Division at the
Goddard Space Flight Center (GSFC) manages and operates the NASA Center for
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Computational Sciences (NCCS).[1] The NCCS is a shared center providing
supercomputing services and petabyte-capacity data storage to a variety of user groups.
Its mission is to enable Earth and space sciences research through computational
modeling by providing its user community access to state of the art facilities in High
Performance Computing (HPC), mass storage technologies, high-speed networking, and
HPC computational science expertise.

The largest workloads currently being performed at the NCCS consist of Earth system
and climate modeling, prediction, and data assimilation. Input data for these applications
come from many sources, including ground and satellite stations. Both computer and
sensor technology have grown dramatically within the last decade causing a boom in the
amount of data generated by these types of sources.[2]

The major groups that comprise the NCCS user community include the following:

e Global Modeling and Assimilation Office (GMAQ): consists of both the Seasonal-
to-Interannual Prediction Project (NSIPP) and the Data Assimilation Office
(DAO), produces ensembles of simulations of near-term climate and creates
research-quality assimilated global data sets from multiple satellites for climate
analysis and observation planning.

e Goddard Institute for Space Studies (GISS): produces climate studies focusing on
timescales ranging from a decade to a century.

o ESTO/Computational Technologies Project: develops the Earth System Modeling
Framework (ESMF).

o Atmospheric Chemistry: research teams investigating the evolution of the
composition of the Earth's atmosphere and its impact on weather and climate.

e Research and Analysis Group: a large collection of smaller research efforts.

2. Data Management at the NCCS

With over 3 Teraflops of computational capacity, the research performed throughout the
heterogeneous environment of the NCCS uses large amounts of existing data for new
computational studies while generating large amounts of new data from the output of
these studies. In general, the total data stored at the NCCS is growing at approximately
125 TB of data per year, which includes both primary and secondary copies of user data.
As an example of this net growth of data, during FY03, a total of 207 TB of new data was
stored while approximately 143 TB of data was deleted. This resulted in a net growth of
64 TB of single copy data or 128 TB when duplicated. Complementary, the number of
files managed by the Mass Data Storage and Delivery System (MDSDS) has grown from
3.5 million in 1999 to more than 10 million in 2003.

Figure 1 shows the linear data growth as measured at the end of the fiscal year (month of
September) for the past five years of only the legacy UniTree data. This trend is expected
to increase dramatically in the next few years as the diverse mass storage facilities at the
NCCS are consolidated and with increased utilization of the computational resources.
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Figure 1: Growth of Mass Data Storage and Delivery System (MDSDS) data and files at the NCCS.

Throughout any given day, data is pulled from and stored to the MDSDS as jobs are run
on the computational platforms. The NCCS measures the inbound and outbound data of
the mass storage system and has seen traffic, files being transferred into and out of the
mass storage system, of up to a total of 2.9 TB for a single day. Therefore, the resulting
storage system must not only keep pace with the increase in overall storage, but also
maintain the capability to serve larger amounts of data on demand.

3. Hierarchical Storage Management (HSM)

An HSM consists of different layers of storage capability for users to store and retrieve
their data. Typically, a high speed disk cache is used as the first layer of storage and
software is run to migrate files from high speed disk cache (1* layer storage) to slower
tape media (2™ layer storage).

There are two existing HSM systems at the NCCS. The NCCS provides the MDSDS,
previously running UniTree, for high-performance long-term storage for most NCCS user
data.[3,4] A second system, which uses the SGI Data Migration Facility (DMF), supports
the GMAO DAO users. This paper only discusses the replacement of the MDSDS’s
OTG’s DiskXtender Storage Manager (DXSM) software, formerly known as UniTree
Central File Manager (UCFM).

The UniTree management software runs on an aging Sun E10K with eight TB of Data

Direct Network high performance disk storage. The MDSDS manages eight StorageTek
(STK) Powderhorn 9310 robotic silos (five primary silos in the NCCS’s primary building
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and three secondary risk-mitigation silos in a building a mile away). For all user data, the
MDSDS is configured to make a primary copy of files on tapes in the NCCS’s primary
building and a secondary copy on the tapes in the risk mitigation location.

Users access the MDSDS through the File Transfer Protocol (FTP) from any of the
computational platforms or even their desktops. A home directory for each user is defined
within a single MDSDS file system. Files that are put into UniTree are first copied into
the MDSDS file system and then archived to tape and later released from disk cache
according to NCCS policies. File retrieves are transparent whether the file resides on disk
or must first be staged from tape; however, any retrieves of files from tapes incur a
latency to load the tape into a tape drive, position the tape to the beginning of the file, and
then copy the file to the disk.

While UniTree was a very reliable mass storage software system, by the middle of 2001,
it became apparent that the recently modified capacity license cost model for UniTree
was not compatible with the NCCS budget in light of the NCCS users’ projected growth
over the ensuing years. The NCCS began exploring alternatives and undertook a detailed
feature comparison of four major storage management systems used for several years in
high performance computing environments. The candidates were SGI’s Data Migration
Facility (DMF), IBM’s High Performance Storage System (HPSS), Sun’s SAM-QFS
(also known as Sun StorEdge Performance and Utilization Suite), and UniTree. The
various solutions were evaluated based on the following attributes:

e Performance: meet the needs for user requests for storage and retrieval of data.

o [Integrity/High Availability: stable and safe environment more readily available
than the existing HSM.

o Flexible/’Modular/Scalable: allows for the maximum possible options for
hardware and software and can scale with the users’ requirements.

e Balance: avoid bottlenecks throughout the flow of data to the storage media.

e Manageable: tools provide a rich environment for administration and reporting.

4. Sun/SAM-QFS Solution

An internal panel evaluated the vendor responses and awarded the highest rating to the
Sun SAM-QFS proposal. Notably, the Sun proposal scored high marks for its ability to be
configured for high availability by sharing file systems in a clustered environment, its
ability to “stream” the writing of tiny files to tape by combining them into “containers,”
and by having the largest customer base. Complementary to the Sun proposal, the NCCS
also purchased more disk space and tape drive upgrades. The resulting system continued
to leverage the existing investment in the STK hardware while providing a viable system
to meet the future needs of the NCCS.

A Sun Fire 15K system was purchased and configured into two distinct domains. These
two domains, along with multiple interfaces to each, provide a highly available system
for the user community. Fully redundant, SAM-QFS provides the necessary storage
management software to provide multiple file systems with storage, archive management,
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and retrieval capabilities for a variety of storage media. The major components that make
up the Sun SAM-QFS software are as follows:[6]

e Archiver: automatically copies online disk cache files to archive media. The
archive media can consist of either online disks or removable media cartridges.

® Releaser: automatically maintains the file system’s online disk cache at site-
specified percentage usage thresholds by freeing disk blocks occupied by eligible
archived files.

e Stager: restores file data to the disk cache. When a user or a process requests file
data that has been released from disk cache, the stager automatically copies the
file data back to the online disk cache.

® Recycler: clears archive volumes of expired archive copies and makes volumes
available for reuse.

One of the key requirements from the outset of the transition to a new HSM was for the
legacy UniTree data to remain transparently accessible to the user community through the
new system. To facilitate the access of UniTree data on SAM-QFS, the entire file name
space and directory structure of the UniTree system was recreated as directories and
inodes in SAM-QFS. These inodes were basically placeholders, or links, to the original
files in UniTree and contained an NCCS-defined volume serial number (VSN) and a
“stranger” tape media type. Using the SAM migration toolkit, a set of libraries was
created by Instrumental, Inc. to satisfy a stage request in SAM-QFS for a legacy UniTree
file, which was identified to SAM by the “stranger” media type and the NCCS-defined
VSN. Therefore, if a user requests a file that resides in UniTree, these libraries
transparently retrieve the specified file from the UniTree system over a private network.
Once the file has been retrieved from UniTree, it now exists within the SAM-QFS file
system with two archive copies written to SAM tape and no longer needs to be retrieved
from the legacy HSM.

Complementary to user driven access to the legacy data in UniTree, the NCCS has
written Perl scripts to actively migrate the data from UniTree into SAM-QFS. These Perl
scripts migrate files on a tape-by-tape basis and run “behind the scenes” to minimize the
impact to the production environment. A single migration stream will secure files on a
UniTree VSN from a well-defined list of UniTree tapes. This stream will get the current
status of each file on that tape, i.e., whether or not the user has already migrated the file
by retrieving it from tape or has even deleted the file. Next, the migration stream will
begin to transfer the files over the private network using FTP. When the legacy files are
retrieved to SAM-QFS disk cache, SAM writes two tape archive copies. After the
migration stream has been completed, a separate analysis Perl script is run on each
UniTree tape to verify that the files are in SAM-QFS. For quality control purposes, a
checksum is run on every 100" file. The current rate of migration is approximately 2 TB
of data per day.

5. Conclusions

The integration effort of installing a new system to an existing High Performance
Computing environment is difficult and requires much planning and effort. The
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installation of the new Sun SAM-QFS system was no exception and many valuable
lessons were learned.

e Migration of Legacy Data: The goal of migrating 100’s of terabytes of data while
still providing users with the ability to store and retrieve new files and
transparently access legacy data is nontrivial and takes a significant number of
resources. The amount of time and resources, i.e., tapes, tape drives, and network
bandwidth, needs to be accurately estimated from the beginning and built into the
integration plan such that users are not overly disrupted during the transition
period as data is being migrated.

o Test System: It is important to have a test environment in which configuration
modifications, such as operating system or storage software upgrades, may be
tested without affecting the production environment.

o User Account Management. With two highly available domains on the new
system, NCCS specific scripts were developed to synchronize user accounts
between the two domains.

e Pilot User Phase: Before turning the system over to production computing, the
internal NCCS staff and a set of pilot users were permitted access to the system.
This phase allowed for a thorough testing of the environment before the full user
community was allowed access.

o Staff and User Training: While the SAM-QFS system was designed to be as
consistent as possible with UniTree, several training sessions were held with the
staff and with the users to attempt to answer common questions. This allowed the
user community to immediately begin using the new system and the staff to better
support users from the beginning.

o Software Upgrades: Maintaining concurrency with the vendor’s most recent
release levels of operating systems and software is extremely important. Most
vendors do not have the means to retroactively fix bugs for earlier release levels.

e Security: Define the necessary security requirements at the beginning of the
process, and let those requirements drive the solution. It is more costly and
disruptive to secure a system after it has been installed and patterns of use have
developed by the user community.

The NCCS successfully transitioned the Sun SAM-QFS system into the production
environment in September of 2003. The active migration of the more than 300 TB of data
is slated to be completed in May of 2004. The new system has proven to be very reliable
and capable of handling heavier loads than its predecessor. To date, the NCCS has seen
tape activity, both user demand and migrations, exceed 9.8 TB for a single day.

As the NCCS continues to add computational capacity and as the user community
continues to push the limits of modeling and assimilation to new heights, the HSM must
evolve and adapt to the continued increase of requirements. The NCCS will incorporate
the disk cache from UniTree into the production SAM-QFS system once the migration of
the legacy data is complete. Also, the NCCS is analyzing the use of serial ATA,
commodity based disk storage, as a second tier storage to sit between the high speed disk
and slower tape. Finally, the NCCS is currently developing a data management system,
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based on the Storage Resource Broker (SRB),[7] to provide user’s with a single interface
to storage and more control over their own data administration.
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Abstract

With the deployment of larger and larger distributed storage systems, data reli-
ability becomes more and more of a concern. In particular, redundancy techniques
that may have been appropriate in small-scale storage systems and disk arrays may
not be sufficient when applied to larger scale systems. We propose a new mechanism
called delayed parity generation with active data replication (DPGADR) to maintain
high reliability in alarge scale distributed storage system without sacrificing fault-free
performance.

1 Introduction

Data creation and consumption has increased significantly in recent years and studies have
suggested that the amount of information stored digitally will continue to double every year
for the foreseeable future. This increasing need for information storage leads to a corre-
sponding need for high-performance and reliable storage systems. Single storage nodes
can not provide the required storage capacity or scalability. Thus, in an effort to satisfy
this need, there has been significant work in the area of distributed storage systems where
storage nodes are aggregated together into alarger cohesive storage system. These include
distributing data amongst shared disks [1, 6, 12], dedicated storage nodes [8], clustered
servers [4], or the clients themselves [2, 7]. It is not unreasonable to expect systems with
petabytes of data distributed across thousands of nodesin these distributed storage systems.
However, as we increase the number of nodes, the reliability of the entire system de-
creases correspondingly unless steps are taken to introduce some form of redundancy into
the system. In this paper, we discuss redundancy mechanisms to provide high reliability
without sacrificing fault free performance. For the purposes of this paper, we refer to in-
dividual storage devicesin the distributed storage system as nodes - whether they be disks
in a shared disk SAN, serversin a clustered server, or OBSDs in a network attached disk
system. The techniques and strategies apply with slight variationsto all implementations.
Data redundancy in most disk array subsystemsis typically provided by using RAID.
These same techniques used at the disk level can also be used at the node level. Mirroring,

185



or RAID1, entails replication of the data on multiple nodes. Parity striping, or RAID5,
involves spreading data along with parity across multiple nodes. Choosing which RAID
level to useistypically determined by cost and application requirements. At the disk array
level, the redundancy choice is usually RAIDS5 as it provides excellent availability, little
storage overhead, and adequate performance.

However, with alarge scale distributed system, the choice is not so clear. RAID5 no
longer provides sufficient reliability since a thousand node system could exhibit MTTFs
of afew years. A mirrored distributed storage system, however, can have an MTTF of
severa decades. In addition, RAID5 suffers from the well-known write penalty whereby
parity updates require two extra reads to generate the parity. Techniques to overcome this
problem in a disk subsystem such as the use of non-volatile caches can not be used in a
distributed system. Moreover, the cost of the write penalty is more significant because of
the high latency costs inherent in network communications.

Because of the limitations of parity striping, in many distributed storage systems, repli-
cation or mirroring is the preferred strategy for redundancy [3, 15]. In addition, replication
allows widely distributed clients and nodes to take advantage of locality and retrieve data
from the closest storage node. However, the cost of mirroring isthe 100% storage overhead.

In this paper, we present methods to achieve the low storage overhead of parity striping
but retaining the performance and reliability characteristics of mirroring. In particular, we
discuss the use of delayed parity generation to improve parity striping performance.

2 Delayed Parity Generation with Active Data Replication

The concept of delayed parity generation with active data replication (DPGADR) is based
on reducing the number of accesses required to generate parity in a RAIDS system. In a
standard RAID5 disk array, the array controller must read old values from both the data
and parity disks and then write the new data back to the data disk and the XOR'’ ed parity
result back to the parity disk. Thisresultsin atotal of 4 disk accesses (potentialy 2 if the
parity and data reads had been cached). In a DPGADR system, we delay the generation of
the parity, and thus do not require the reading of old dataand parity or the writing the parity
result. However, without parity generation, the system is potentially compromised in the
event of failure. To address this, we replicate the new data to areplication node that is not
part of the RAIDed redundancy group. We have reduced the number of accesses to just 2
writes - both of which can be proceed in parallel. Figure 1 shows the data distributionin a
DPGADR system. In order to distribute the load, the replication node can be rotated across
the redundancy group.

Each replication node keeps a map relating the actual block location to the active data
locations kept on the node. Thus, the client is not responsible for identifying the block
location for the replicated data on the replication node. The client can use a ssmple hash
algorithm to map from block 1D to replication node, and it is then the replication node’s
responsibility to allocate storage space locally.

On the surface, thisDPGA DR scheme appearsto be simply mirroring of data. However,
we do not maintain the mirrored data on the replication node in perpetuity. In order to avoid
replicating all data writes, the replication node will periodically generate the parity for any
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Figure 1: DPGADR data distribution.

blocks that it contains and then flush these blocks from its data store. Because of this
periodic data flushing, the replication node isin effect a cache of actively used data blocks.

Parity generation from the replication node is not a trivial problem as the replication
node may not have the required data to generate the parity. In such a case, the node must
retrieve the stripe data from the relevant nodes before generating the parity. However, in
generdl, it is likely that the active data set on the replication node will contain all or most
of the datablocksin a particular stripe because of locality and small working set sizes[11].
We would like to keep the stripe length small so as to make sure that the entire stripe is
in the active data set on the replication node. Thisis aso desirable for reliability reasons
since it reduces the size of the redundancy group. A reasonable stripe length is 5 nodes,
thus requiring 200 stripes to span a 1000 node system.

3 Rdiability

As mentioned above, as we increase the number of nodes in a large scale storage system,
RAIDS5 parity striping no longer provides sufficient redundancy to give adequate system
reliability. The use of DPGADR can improve system reliability significantly. Since re-
cently used datais copied to areplication node, the system exhibits mean time to data loss
(MTTDL) characteristics near to that of a mirrored system. Figure 2 illustrates how the
system can tolerate more than one failure in a redundancy set and still recover the most
recent data. Even though two nodes have failed, the active data blocks, D11’ and D32, are
still available from the replication node. In fact if all the nodes except for the replication
node fail, the DPGADR method allows for the recovery of al active data. While the repli-
cation node can prevent loss of active datain the presence of multiplefailures, inactive data
can still be lost if there is more than one fault. To prevent dataloss in such a scenario, we
require that the system have judicious backup procedures so that all inactive datais present
on backup media. The replication node must be large enough to accommodate all active
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Figure 2: DPGADR failure scenario.

data between backups. This need not be that large as the working set size of a storage
system over a 24 hour period istypically around 5% of the entire storage space [11]. Thus,
it is sufficient to have one replication node for every 20 data nodes and using daily backups
to prevent data loss of inactive data in the presence of dual faults. We also suspend access
to the DPGADR group once a second fault has been recorded. This prevents invalid data
being read from inactive data blocks. Thus, the DPGADR method prevents data loss in
most dual fault cases but system availability is the same as a RAID system because of the
access blocking due to a second fault.

We can develop a model for the MTTDL and availability of a DPGADR system using
a similar analysis methodology to that outlined in [10]. The nodes are assumed to have
independent and exponential failure rates. We assume d nodes per parity group, one redun-
dancy node per ng parity groups, and the mean time to failure of each nodeis MTT Fyoqe
The MTTDL for aDPGADR groupis:

MTTFxoge

MTTDL — AT 1
DPGADR Pr|datalossfailure during repair time| D

Data loss during the repair time of the failed node can happen in three cases: 1) the
first failed node was the replication node and any other node fails, 2) the first failed node
was not the replication node and the replication node fails, and 3) the failed node was not
the replication node and two non-replication nodes in the same parity group fail. Thus, the
probability of data loss causing failure during the repair timeis as follows:

Pr|datalossfailure during repair time| =
Prfirst failed node was a replication nodejp ¢
+ (1 — Prifirst failed node was areplication node]) (p,. s + p2f) (2)

where p; isthe probability that any one of the remaining nq(d + 1) nodes fails during
the repair time, p,; is the probability that the replication node fails during the repair time,
and po is the probability that 2 non-replication nodes from the same parity group fail
during the repair time. The derivation of p; is straightforward. If we define the mean time
to repair the node as MTT R .4, then assuming exponential failure rates,
MTTRNode

na(d+1)
~~ 3
P T Fy )
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Configuration MTTDL (years) Redundancy overhead

RAID5 (d=5) 79 200 nodes
Mirror 23.8 1000 nodes
DPGADR (d=5,n5=4) 39.6 250 nodes

Table1l: MTTDL and Overhead for a 1000 data node system. (MTT Fy o4 = 100000 hours
and MTT Ry =24 hours

when MTT Fyoge > MTT Ryoge. Similarly, p,; is equal to %gfﬁg; pas Can be
expressed as follows:

d(d—1) , MTT Fyoue 2
d\ { MTTRxoge MTTRyoge \d—1  ~ ode
P2y = (2)<MTTF§0§€)2(1 - MTTFgoZe)d b 9 ( MTTR e (4)

Substituting into Egs. 1 and 2, we arrive at:

MTTDLppcapr =
MTTFNode
nG(d+1)+1
1 [ MTTRNode ] nG(d+1) [MTTRNode + d(d_l) (A]V[TTRNode )2]
ng(d4+1)+1 tng(d+1)MTT Fyoqe ng(d+1)+1L MTT Fyoge 2 MTTFNode
N MTTF3,,. )
" ng(d+ 1)MTT Ry g
. . MTTF?
In alarge system with ng DPGADR groups, the MTTDL is nsnc(dﬂwf]ﬂ%}vode. If

we define D as the total number of data nodes in the system, i.e. nsngd, we can rewrite

MTTF? . .
MTTDL as D(i+1) MTN;EENO@. The redundancy overhead to support parity and replica-

tionis ’dj + nfd. By comparison, a mirrored system with D data nodes has a MTTDL

of 2[])” J\Z;izjd with an overhead of D nodes, and a RAID5 system has an MTTDL of

MTTFoi.  and an overhead of D nodes. The DPGADR system actually has better

D(d+1) MTTRNode

MQI'TE)L times than a mirrored system with significantly less redundancy overhead. Ta-
ble 1 shows MTTDL and overhead numbers for a 1000 data node system. Note that while
the MTTDL of a DPGADR system is better than a mirrored system, the availability, i.e.
the probability that the system is available for use, is more like a RAIDS system. Thisis
because after a second failure, the system is suspended until the repair is compl ete.

4 Reated Work

Xin et a [15], have proposed three different large storage system redundancy architectures
with two fast recovery mechanisms. fast mirroring copy (FMC) and lazy parity backup
(LPB). The LPB method is similar to the DPGADR scheme in that parity calculation is
delayed. However, it relies on a RAID5S redundancy set to be completely mirrored at a
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greater than 100% storage overhead. The DPGADR scheme requires significantly less
overhead since only actively used datais replicated.

Other related work is in the area of RAIDS5 disk arrays and of particular interest are
parity logging [13], datalogging [5], and hot mirroring [9, 14].

The parity logging technique eliminates the need for parity disk accesses by caching the
partial parity formed from the old and new data in non-volatile memory at the controller.
The partia parity can then be periodically flushed to alog disk, which can then be cleaned
out at a later time to generate the actual parity disk data. This process reduces the number
of disk accesses from 4 to 2 and clearly, this reduction in accesses will greatly speed up
the performance of writes in a RAID system. Parity logging, however, is not practical
in a distributed system because of the need to cache data in non-volatile memory. It is
not reasonable to expect distributed system clients to have non-volatile memory available.
Moreover, the management of the cache across multiple clients can be problematic. The
DPGADR system does not require non-volatility at the client since all data is pushed out
to the replication node immediately. Data logging is similar to DPGADR except that it
performs an old data read and stores that to the data log as well. This requires an extra
disk access and the maintenance of log maps requires non-volatile memory at the clients as
well.

Hot mirroring [9] and AutoRAID [14] are similar techniques that attempt to move ac-
tively used data to mirrored regions of the array and less frequently used data to parity
logged regions (hot mirroring) or parity striped regions (AutoRAID). These system require
a background process that evaluates the “hotness’ of data and then moves them to or from
mirrored regions as required. If a data block is in the parity striped region, it will remain
there until a background process has tagged it as hot even if it is experiencing high activity.
DPGADR systems, however, dynamically adjust to the activity of the data since the latest
datais always pushed to the mirrored region, i.e. the replication node.

5 Conclusions

In this paper, we have described a delayed parity construction mechanism called DPGADR
that allows parity striping to be used on large scal e distributed storage systems without suf-
fering from the small write performance penalty. Compared to mirroring it can reduce the
storage overhead from 100% to | ess than 20% and compared to parity striping it can reduce
small write accesses to just two parallel accesses. Because of redundancy in the active data
replication node, the overall system reliability is better than mirroring for significantly less
overhead.
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Abstract

Sorage management costs continue to increase despite
the decrease in hardware costs. We propose a system to
reduce storage maintenance costs by reducing the amount
of data backed up and reclaiming disk space using vari-
ous methods (e.g., transparently compress old files). Our
system also provides a rich set of policies. This allows ad-
ministrators and users to select the appropriate methods
for reclaiming space. Our performance evaluation shows
that the overheads under normal use are negligible. We re-
port space savings on moder n systems ranging from 25% to
76%, which result in extending storage lifetimes by 72%.

1. Introduction

Despite seemingly endless increases in the amount of
storage and decreasing hardware costs, managing storage
is still expensive. Furthermore, backing up more data
takes more time and uses more storage bandwidth—thus
adversely affecting performance. Users continue to fill in-
creasingly larger disks. In 1991, Baker reported that the
size of large files had increased by ten times since the 1985
BSD study [1, 8]. In 2000, Roselli reported that large files
were getting ten times larger than Baker reported [9]. Our
recent studies show that just merely by 2003, largefilesare
ten times larger than Roselli reported.

Today, management costs are fiveto ten timesthe cost of
underlying hardware and are actualy increasing as a pro-
portion of cost because each administrator can only manage
alimited amount of storage [4, 7]. We believe that reduc-
ing the rate of consumption of storage is the best solution
to this problem. Independent studies [10] as well as ours
indicate that significant savings are possible.

To improve storage management via efficient use of
storage, we designed the Elastic Quota System (Equota).
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Elastic quotas enter users into a contract with the system:
users can exceed their quota while space is available, under
the condition that the system does not provide as rigid as-
surances about the file's safety. Users or applications may
designate some files as elastic. Non-elastic (or persistent)
filesmaintain existing semantics. Elastic quotas create ahi-
erarchy of data’'simportance: the most important data will
be backed up frequently; some data may be compressed
and other data can be compressed in a lossy manner; and
some files may not be backed up at al. Finaly, if the sys-
tem is running short on space, the elastic files may even be
removed. Users and administrators can configure flexible
policies to designate which files belong to which part of
the hierarchy. Elastic quotas introduce little overhead for
normal operations and demonstrate that through this new
disk usage model, significant space savings are possible.

2. Motivational study

Storage needs are increasing—often as quickly aslarger
storage technologies are produced. Moreover, each up-
grade is costly and carries with it high fixed costs [4]. We
conducted a study to quantify this growth, with an eye to-
ward reducing this rate of growth.

We identified four classes of files, three of which can
reduce the growth rate and also the amount of data to be
backed up. Similar classifications have been used previ-
oudly [6] to reduce the amount of data to be backed up.
First, there are files that cannot be considered for reduc-
ing growth. These files are important to users and should
be backed up frequently, say daily. Second, studies indi-
cate that 82—85% of storage is consumed by files that have
not been accessed in more than a month [2]. Our studies
confirm this trend: 89.1% of files or 90.4% of storage has
not been accessed in the past month. These files can be
compressed to recover space. They need not be backed up
with the same frequency as the first class of files as least-
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recently-used files are unlikely to change in the near fu-
ture. Third, multimedia files such as JPEG or MP3 can be
re-encoded with lower quality. This method carries some
risk because not all of the original datais preserved, but the
datais till available and useful. These files can be backed
up less frequently than other files. Fourth, previous stud-
ies show that over 20% of al files—representing over half
of the storage—are regenerable [10]. These files need not
be backed up. Moreover, these files can be removed when
space runs short.

To determine what savings are possible given the current
usage of disk space, we conducted a study of four sites, to
which we had complete access. These sites include a total
of 3,898 users, over 9 million files, and 735.8GB of data
dating back 15 years: (A) a small software development
company with 100 programmers, management, sales, mar-
keting, and administrative userswith datafrom 1992—2003;
(B) an academic department with 3,581 users, mostly stu-
dents, using data from shared file servers, collected over 15
years, (C) a research group with 177 users and data from
2000-2003; and (D) a group of 40 cooperative users with
personal Web sites and data from 2000—-2003.

Each of these sites has experienced real costs associated
with storage: A underwent several major storage upgrades
in that period; B continuously upgrades several file servers
every six months; the statistics for C were obtained from a
file server that was recently upgraded; and D has recently
installed quotasto rein in disk usage.

Figure 1 summarizes our study, starting with the top bar.
We considered a transparent compression policy on al un-
compressed files that have not been accessed in 90 days.
We do not include already compressed data (e.g., . gz),
compressed media (e.g., MP3 or JPEG), or files that are
only one block long. In this situation, we save between
4.6% from group B to 51 % from group C. We yield large
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savings on group C: it has many . c files that compress
well. Group B contains alarge number of active users, so
the percentage of files that were used in the past 90 days
is less than that in the other sites. The next bar down (top
hatched) is the savings from lossy compression of still im-
ages, videos, and sound files. The results varied from a
savings of 2.5% for group A to a savings of 35% for group
D. Groups B and D contain a large number of personal
.mp3 and . avi files. As media files grow in popularity
and size, so will the savings from alossy compression pol-
icy. The next bar down represents space consumed by re-
generablefiles, such as. o files (with corresponding . c’s)
and ~ files, respectively. This varied between 1.7% for
group B to 40.5% for group A. This represents the amount
of data that need not be backed up, or can be removed.
Group A had large temporary backup tar files that were no
longer needed. The amount of storage that cannot be re-
duced through these policiesis the dark bar at the bottom.
Overdll, using the three space reclamation methods, we can
save between 25% to 76.5% of the total disk space.

To verify if applying the aforementioned space recla-
mation methods would reduce the rate of disk space con-
sumption, we correlated the average savings we obtained
in the above environments with the SEER [5] and Roselli
[9] traces. We require filename and path information, since
our space reclamation methods depend on file types, which
are highly correlated with names [3]. We evaluated sev-
era other traces, but only the combination of SEER and
Rosdlli’s traces provides us with the information we re-
quired. The SEER traces have pathnameinformation but do
not have file size information. Roselli’s traces do not con-
tain any file name information, but have the file size infor-
mation. We used the size information obtained by Roselli
to extrapolate the SEER growth rates. The Roselli traces
were taken around the same time of the SEER traces, and
therefore give us agood estimate of the averagefile size on
asystem at thetime. At the rate of growth exhibited in the
traces, the hard drives in the machines would need to be
upgraded after 11.14 months. We observed that our poli-
cies extended the disks' lifetime to 19.2 months. The disk
space growth rates were reduced by 52%. Based on these
results, we have concluded that our policiesoffer promising
storage management cost-reduction techniques.

3. Design

Our two primary design goalswereto allow for versatile
and efficient elastic quota policy management. To achieve
versatility we designed a flexible policy configuration lan-
guage for use by administrators and users. To achieve effi-
ciency we designed the system to run asakernel file system
with a database, which associates user IDs, file names, and
inode numbers. Our present implementation marks afile as
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elastic using a single inode hit. A more complex hierarchy
could be created using extended attributes.

Architecture Figure 2 shows the overall architecture of
our system. There are four componentsin our system: (1)
EQFS is a stackable file system that is mounted on top of
another file system such as Ext3 [13]. EQFS includes a
component (Edquot) that indirectly manages the kernel’s
native quota accounting. EQFS also sends messages to a
user space component, Rubberd. (2) Berkeley DB (BDB)
databases record information about elastic files [11]. We
have two types of databases. First, for each user we main-
tain a database that maps inode numbers of elastic files
to their names, allowing us to easily locate and enumer-
ate each user’s elastic files. The second type of database
records an abuse factor for each user denoting how “good”
or “bad” a given user has been with respect to historical
utilization of disk space. (3) Rubberd is a user-level dae-
mon that contains two threads. The database management
thread is responsible for updating the BDB databases. The
policy thread periodically executes cleaning policies. (4)
Elastic Quota Utilities are enhanced quota utilities that
maintain the BDB databases and control both persistent and
elastic quotas.

System Operation EQFS intercepts file system opera-
tions, performs related elastic quota operations, and then
passes the operation to the lower file system (e.g., Ext2).
EQFS also intercepts the quota management system call
and inserts its own set of quota management operations,
edquot. Quota operations are intercepted in reverse (e.g.,
from Ext2 to the VFS), because only the native disk-based
file system knows when an operation has resulted in a
change in the consumption of inodes or disk blocks.

Each user on our system has two UIDs. one that ac-
counts for persistent usage and another that accounts for
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elastic usage. The latter, called the shadow UID, is simply
the ones-complement of the former. When an Edquot op-
eration is called, Edquot determines if it was for an elastic
or a persistent file, and informs dquot to account for the
changed resource (inode or disk block) for either the UID
or shadow UID. This alows us to use the existing quota
infrastructure and utilities to account for elastic usage.

EQFS communicates information about creation, dele-
tion, renames, hard links, and ownership changes of elas-
tic files to Rubberd's database management thread over a
netlink socket. Rubberd records this information in the
BDB databases. Rubberd also records historical abuse fac-
tors for each user periodically, denoting the user’'s elastic
space utilization over a period of time.

Elasticity Modes EQFS can determine afile's elasticity
in five ways. (1) Users can explicitly toggle the file's elas-
ticity, allowing them to control elasticity on aper file basis.
(2) Users can toggle the elastic bit on a directory inode.
Newly created files or sub-directoriesinherit the elastic bit.
(3) Users can tell EQFS to create all new files elastically
(or not). (4) Users can tell EQFS which newly-created files
should be elastic by their extension. (5) Developers can
mark files as elastic using two new flags we added to the
open and cr eat system cals. These flags tell EQFS to
create the new file as elastic or persistent.

4. Elastic quota policies

The core of the elastic quota system is its handling of
space reclamation policies. File system management in-
volves two parties. the running system and the people (ad-
ministrators and users). To the system, file system recla-
mation must be efficient so as not to disturb norma op-
erations. To the people involved, file system reclamation
policies must consider three factors: fairness, convenience,
and gaming. These three factors are important especially
inlight of efficiency as some policies can be executed more
efficiently than others. We describe these three factors next.

Fairness Fairnessishard to quantify precisely. It isoften
perceived by the individual users as how they personaly
feel that the system and the administrators treat them. Nev-
ertheless, it is important to provide a number of policies
that could be tailored to the site’'s own needs. For example,
some users might consider a largest-file-first compression
or removal policy unfair because recently-created files may
not remain on the system long enough to be used. For these
reasons, we also provide policies that are based on individ-
ual users disk space usage: users that consume more disk
space over longer periods of time are considered the worst
offenders. Once the worst offenders are determined and the



amount of disk space to clean from the usersis calculated,
the system must decide which specific files should be re-
claimed from that user. Basic policies allow for time-based
or size-based policies for each user. For the utmost in flex-
ibility, users are allowed to define their own ordered list of
filesto be processed first.

Convenience For a system to be successful, it should be
easy to use and simple to understand. Users should be able
to find out how much disk space they are consuming in per-
sistent and elastic files and which of their elastic files will
be removed first. Administrators should be able to config-
ure new policies easily. The agorithms used to define a
worst offender should be simple and easy to understand.
For example considering the current total elastic usage is
simple and easy to understand. A more complex and fair
algorithm could count the elastic space usage over time as
aweighted average, although it might be more difficult for
users to understand.

Gaming Gaming is defined as the ability of individual
users to circumvent the system and prevent their files from
being processed first. Good policies should be resistant
to gaming. For example, a global LRU policy that com-
presses ol der files could be circumvented simply by reading
thosefiles. Policies that are difficult to circumvent include
a per-user worst-offender policy. Regardless of the file's
atributes, a user till owns the same total amount of data.
Such policies work well on systems where it is expected
that userswill try to exploit the system.

4.1. Rubberd configuration files

When Rubberd has to reclaim space, it first determines
how much space it should reclaim—the goal. The configu-
ration file defines multiple policies, one per line. Rubberd
then applies each policy in order until the goal is reached
or no more policies can be applied. Each policy in thisfile
hasfour parameters. (1) type defines what kind of policy to
use and can have one of three values: gl obal for aglobal
policy, user for a per-user policy, and user profile
for aper-user policy that first considers the user’s own per-
sonal policy file. (2) method defines how space should be
reclaimed. Our prototype currently defines two policies:
gzi p compresses files and r m removes them. This al-
lowsadministratorsto define a system policy that first com-
presses files and then removes them if necessary. A policy
usingnv and t ar could be used together as an HSM sys-
tem, archiving and migrating filesto slower media at clean-
ing time. (3) sort definesthe order of files being reclaimed.
We define several keys: si ze (in disk blocks) for sorting
by largest file first, mt i me for sorting by oldest modifica-
tiontimefirst, and similarly forcti me andat i re. (4) fil-
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ter isan optional list of file namefiltersto apply the policy
to. If not specified, the policy appliesto al files. If users
define their own policy files and Rubberd cannot reclaim
enough space, then Rubberd continues to reclaim space as
defined in the system-wide policy file. HSM systems oper-
ate similarly, however, at a system-wide level [6].

4.2. Abusefactors

When Rubberd reclaims disk space, it must provide a
fair mechanism to distribute the amount of reclaimed space
among users. To decide how much disk space to reclaim
from each user, Rubberd computes an abuse factor (AF)
for all users. Rubberd then distributes the amount of space
to reclaim from each user proportionally to their AF. We
define two types of AF caculations. current usage and
historical usage. Current usage can be calculated in three
ways. First, Equota can consider the total elastic usage (in
disk blocks) the user consumes. Second, it can consider
the total elastic usage minus the user’s available persistent
space. Third, Equotacan consider thetotal amount of space
consumed by the user (elastic and persistent). These three
modes give a system administrator enough flexibility to cal-
culate the abuse fairly given any group of users (we aso
have modes based on a percentage of quota). Historical
usage can be calculated either asalinear or as an exponen-
tial average of a user’s disk consumption over a period of
time (using the same metrics as current usage). The linear
method calculates a user’s abuse factor as the linear aver-
age over time, whereas the exponential method cal culates
the user’s abuse with an exponentially decaying average.

4.3. Cleaning operation

To reclaim el astic space, Rubberd periodically wakes up
and performsast at f s todetermineif the high watermark
has been reached. If so, Rubberd spawns a new thread to
perform the reclamation. The thread reads the global pol-
icy file and applies each policy sequentialy, until the low
watermark is met or all policy entries are applied.

The application of each policy proceedsin three phases:
abuse calculation, candidate selection, and application. For
user policies, Rubberd retrieves the abuse factor of each
user and then determines the number of blocks to clean
from each user proportionally to the abuse factor. For
global policiesthisstepis skipped since al files are consid-
ered without regard to the owner’s abuse factor. Rubberd
performs the candidate selection and application phases
only once for global policies. For user policies these two
phases are performed once for each user. Rubberd then gets
the attributes (size and times) for each file (EQFS alows
Rubberd to get these attributes more efficiently by inode
number rather than by name as required by st at ). Rub-



berd then sorts the candidates based on the policy (e.g.,
largest or oldest files first). In the application phase, we
reclaim disk space (e.g., compress the file) from the sorted
candidates. Cleaning terminates once enough space has
been reclaimed.

5. Redated work

Elastic quotas are complementary to HSM systems.
HSM systems provide disk backup as well as ways to re-
claim disk space by moving less-frequently accessed files
to aslower disk or tape. These systems then provide away
to accessfiles stored on the slower media, ranging from file
search software to replacing the migrated file with alink to
its new location. Several HSM systems are in use today in-
cluding UniTree, SGI DMF (Data Migration Facility), the
SmartStor Infinet system, IBM Storage Management, Veri-
tas NetBackup Storage Migrator, and parts of IBM OS/400.
HP AutoRaid migrates data blocks using policies based on
access frequency [12]. Wilkes et. a. implemented this at
the block level, and suggested that per-file policies in the
file system might allow for more powerful policies; how-
ever, they claim that it is difficult to provide an HSM at the
file system level because there are too many different file
system implementations deployed. We believe that using
stackable file systems can mitigate this concern, asthey are
relatively portable [13]. In addition, HSMstypically do not
take disk space usage per user over timeinto consideration,
and users are not given enough flexibility in choosing stor-
age control policies. We believe that integrating user- and
application-specific knowledge into an HSM system would
reduce overall storage management costs significantly.

6. Conclusions

The main contribution of this paper isin the exploration
and evaluation of various elastic quotapolicies. These poli-
cies alow administrators to reduce the overall amount of
storage consumed and to control what files are backed up
when, thereby reducing overall backup and storage costs.
Our system includes many features that alow both site ad-
ministrators and users to tailor their elastic quota policies
to their needs. Through the concept of an abuse factor we
have introduced historical use into quota systems. Findly,
our work provides an extensible framework for new or cus-
tom policies to be added.

We evaluated our Linux prototype extensively. Per-
formance overheads are small and acceptable for day-
to-day use. We observed an overhead of 1.5% when
compiling gcc. For a worst-case benchmark, cre-
ation and deletion of empty files, our overhead is
5.3% without database operations (a mode that is use-
ful when recursive scans may aready be performed by
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backup software) and as much as 89.9% with optional
database operations. A full version of this paper, in-
cluding a more detailed design and a performance eval-
uation, is available at www. f sl . cs. sunysb. edu/
docs/ equot a- pol i cy/ pol i cy. pdf.
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Abstract

In large distributed Object-based Storage Systems, the performance, availability and
scalability of the Metadata Server (MDS) cluster are critical. Traditional MDS cluster
suffers from frequent metadata access and metadata movement within the cluster. In this
paper, we present a new method called Hashing Partition (HAP) for MDS cluster design
to avoid these overheads. We also demonstrate a design using HAP to achieve good
performance of MDS cluster load balancing, failover and scalability.

1. Introduction

Unlike traditional file storage systems with
metadata and data managed by the same
machine and stored on the same device [1],
the object-based storage system separates
the data and metadata management. An
Object-based Storage Device (OSD) [2]
cluster manages low-level storage tasks such
as object-to-block mapping and request
scheduling, and presents an object access
interface instead of block-level interface [3].
A separate cluster of MDS manages
metadata and file-to-object mapping, as
shown in Figure 1. The goal of such storage
system  with specialized  metadata
management is to efficiently manage
metadata and improve the overall system
performance. In this paper, we mainly
address performance, availability and
scalability issues for the design of MDS
cluster in Object-based Storage Systems.

Two key concerns about MDS cluster are
the request load of metadata and load
balancing within the cluster. In our
preliminary OSD prototype, which adopts
the traditional directory sub-tree to manage
metadata, we find that more than 70 percent
of all file system access requests are for
metadata when using Postmark [4] to access
0.5k files, as shown in Figure 2. Although
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the size of the metadata is generally small compared to the overall storage capacity, the
traffic volume of such metadata access degrades the system performance. The large
number of metadata requests can be attributed to the use of directory sub-tree metadata
management.

Apart from metadata requests, an uneven load distribution within a MDS cluster would
also raise severe bottleneck. Based on traditional cluster architecture, the performance of
the load balancing, failover and scalability in the MDS cluster is limited, because most of
these operations lead to the inevitable massive metadata movement within cluster. The
Lazy Hybrid metadata management method [5] presented a hashing metadata
management with the hierarchical directory support, which dramatically reduced the total
number of metadata requests, but Lazy Hybrid did not deal with reducing metadata
movement between MDSs for load balancing, failover and scalability.

This paper presents the new method called Hashing Partition (HAP) for MDS cluster
design. HAP herein also adopts the hashing method, but focuses on reducing the cross
MDS metadata movement in a clustered design, in order to achieve high performance of
load balancing, failover and scalability.

The rest of the paper is organized as follows. The next section details the design of HAP
and section 3 demonstrates our solutions of MDS Cluster load balancing, failover and
scalability. Section 4 discusses MDS Cluster Rebuild. Finally, the conclusion of the paper
is drawn in section 5.

2. Hashing Partition
Hashing Partition (HAP) provides a total solution for the file hashing, metadata
partitioning, and metadata storage. There are three logical modules in the HAP: file
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hashing manager, mapping manager, and logical partition manager, as shown in Figure 3.

In addition, HAP employs an independent common storage space for all MDSs to store
metadata, and this space is divided into multiple logical partitions. Each logical partition
contains part of global metadata table. Each MDS can mount and then exclusively access
logical partitions allocated to it. Thus as a whole, MDS cluster can access a unique global
metadata table.

The procedure of metadata access is described as follows. Firstly, file hashing manager
hashes a filename to an integer, which can be mapped to the partition that stores the
metadata of the file. Secondly, mapping manager can figure out the identity number of
MDS that currently mounts that partition. Then client can send metadata request with the
hash value of pathname to the MDS. Finally, logical partition manager located in MDS
side accesses metadata on the logical partition in the common storage space. Figure 4
describes this efficient metadata access procedure. Normally, only a single message to a
single metadata server is required to access a file’s metadata.

2.1. File Hashing Manager

File hashing manager performs two kinds of hashing: filename hashing for partitioning
metadata in MDS cluster, and pathname hashing for the metadata allocation in MDS. To
access metadata of a file in MDS cluster, client needs to know two facts: which MDS
manages the metadata and where the metadata is located in the logical partition. Filename
hashing answers the first question and pathname hashing solves the second one. For
example, if the client needs to access the file, “/a/b/filec”, client uses the hashing result of
“filec” to select MDS that manages the metadata. Then instead of accessing directory “a”
and “b” to know where is the metadata of “filec”, a hash result of “/a/b/filec”, directly
indicates where to retrieve the metadata.

But the filename hashing may introduce a potential bottleneck when a large parallel
access to different files with the same name in different directories. Fortunately, the
different hash values of various popular filenames, such as readme and makefile, make all
these “hot points” distributed among MDS cluster and reduce the possibility of the
potential bottleneck. In addition, even if certain MDS is over-loaded, our dynamic load
balancing policy (section 3.1) can effectively handle this scenario and shift the “hot
points” from overloaded MDS to the less-loaded MDSs.

2.2. Logical Partition Manager

Logical partition manager manages all logical partitions in the common storage space. It
performs many logical partition management tasks, e.g. mount/un-mount, backup and
Journal recovery. For instance, logical partition manager can periodically backup logical
partitions to a remote backup server.

2.3. Mapping Manager

Mapping manager performs two kinds of mapping tasks: hashing result to logical
partition mapping and logical partition to MDS mapping. Equation 1 describes these two
mapping functions.
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Pi = f(H ( filename ))

MDSi = ML (Pi,PWi ,MWi )

Pi € {0,Pn }; H ( filename )e {0,Hn }; MDSi € {0, Mn }
(Hn 2 Pn 2 Mn > 0)

Where, H represents a filename hashing function; f stands for the mapping function that
transfers hashing result to partition number (Pi); ML represents the function that figures
out MDS number (MDSi) from partition number and related parameters (PW and MW
will be explained in section 3.1); Pn is the total number of partitions; Hr is the maximum
hashing value and Mn is the total number of MDSs.

(1

When PW and MW are set, mapping Table 1. Example of MLT
manager simplifies the mapping function | Logical partition | MDS | MDS Weight
ML to a mapping table MLT, which Number ID

describes the current mapping between 0~15 0 300
MDS and logical partition. It is noted that 16~31 1 300
one MDS can mount multiple partitions, but 3247 2 300
one partition can only be mounted to one 48~63 3 300

MDS. To access metadata, mapping

manager can indicate the logical partition that stores the metadata of a file based on the
hash result of the filename. Then through MLT, mapping manager knows which MDS
mounts that partition and manages the metadata of the file. Finally the client contacts the
selected metadata server to obtain the file’s metadata, file-to-object mapping and security
information. Table 1 gives an example of MLT. Based on this table, in order to access
metadata on logical partition 18, client needs to send request to MDS].

3. Load Balancing, Failover and Scalability

3.1. MDS Cluster Load Balancing Design

We propose a simple Dynamic Weight algorithm to dynamically balance the load of
MDSs. HAP assigns a MDS Weight (MW) to each MDS according to its CPU power,
memory size and bandwidth, and uses a Partition Weight (PW) to reflect the access
frequency of each partition. MW is a stable value if the hardware configuration of the
MDS cluster does not change, and PW can be dynamically adjusted according to the
access rate and pattern of partitions. In order to balance the load between MDSs, mapping
manager allocates partitions to MDS based on Equation 2.

Spwi Y PWa o
MW M viwa

Where, L' PWi presents the sum of PW of all partitions mounted by MDSi; Pn stands for

the total number of partitions; Mn presents the total number of MDSs.

In addition, each MDS needs to maintain load information about itself and all partitions
mounted on it, and periodically uses Equation 3 to calculate new values.
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MDSLOAD(i +1) = MDSLOAD(i) x % + MDSCURLOAD x (1 - a%) 3)
PLOAD(i +1) = PLOAD (i) x % + PCURLOAD x(1—- %)

Where, MDSCURLOAD is the current load of the MDS; PCURLOAD is the current load
of the logical partition, MDSLOAD(i) represents the load status of a MDS at time i;
PLOAD(i) stands for the load status of a logical partition at time /; a and B are constant
used to balance the effects of old value and new value.

However, MDSs don’t report their load information to the master node, e.g. one
particular MDS, until a MDS alarms in its overloaded situation, such as the MDSLOAD
exceeding the preset maximum load of the MDS. After receiving load information from
all MDSs, the master node sets the P using new PLOAD values. Then according to new
PW and Equation 2, HAP shifts the control of certain partitions from the over-loaded
MDS to some less-loaded MDSs and modifies MLT accordingly. This adjustment does
not involve any physical metadata movement between MDSs.

3.2. MDS Cluster Failover Design

Typically, a conventional failover design
adopts a standby server to take over all
services of the failed server. In our design,
the failover strategy relies on the clustered
approach. In the case of a MDS failure,
mapping manager assigns other MDSs to
take over the work of the failed MDS
based on Equation 2. Then the logical
partition manager allocates the logical
partitions managed by the failed MDS to
its successors, as shown in Figure 5. So
application servers can still access

Mappin g Manager

NN

Logical Partitions

Common Storage Space

Figure 5. MDS cluster failover procedure

metadata on the same logical partition in
the common storage space through the
SUCCESSOrs.

@ .Detecting the MDS failure, @) .Recalculating
MW and adjusting MLT, ®.Other MDSs take over
logical partitions of the failure one, @ Journal

recovery

3.3. MDS Cluster Scalability Design

HAP significantly simplifies the procedure to scale the metadata servers. If the current
MDS cluster cannot handle metadata request effectively due to the heavy load, new
MDSs can be dynamically set up to release the overhead of others. HAP method allows
the addition of MDS by adjusting MWs and thus generating a new MLT based on ML.
This process doesn’t touch the mapping relationship between filename and logical
partition, because the number of logical partitions is unchanged. Following the new MLT,
logical partition manager un-mounts certain partitions from existing MDSs and mounts
them to the new MDS. This procedure also doesn’t introduce any physical metadata
movement within MDS cluster.

4. MDS Cluster Rebuild

Although HAP method can dramatically simplify the operation of MDS addition and
removal, HAP actually has a scalability limitation, called Scalability Capability. The
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preset number of logical partitions limits Scalability Capability, since one partition can
only be mounted and accessed by one MDS at a time. For instance 64 logical partitions
can only support up to 64 MDSs without rebuild. In order to improve Scalability
Capability, we can add storage hardware to create new logical partitions and redistribute
metadata among the entire cluster. This metadata redistribution introduces multi-MDS
communication because the change in the number of logical partitions requires a new
mapping function f'in Equation 1, and affects the metadata location of the existing files in
logical partitions. For example, after Scalability Capability is improved from 64 to 256,
the metadata of a file may need to move from logical partition 18 to logical partition 74.
The procedure that redistributes all metadata based on new mapping policy and improves
Scalability Capability, is called MDS Cluster Rebuild.

In order to reduce the response time of MDS cluster rebuild, HAP adopts Deferred
Update algorithm, which defers metadata movement and distributes its overhead. After
receiving the cluster rebuild request, HAP saves a copy of the mapping function f, creates
a new f based on the new number of logical partitions, and generates a new MLT. Then
logical partition manager mounts all logical partitions including both the old and new
according to the new MLT. After that, HAP responses immediately to the rebuild request
and changes MDS cluster to a rebuild mode. Thus the initial operation for this entire
process is very fast.

Metadata Asker
(MDS or Client)

Metadata

Metadata
in remote?

Op. A
1.Computing old partition
number based on the old f
2.Finding the MDS that
mounting the old partition
based on the new MLT
3.Issuing a request to get
metadata from the MDS.

Logical Partitions

Figure 6. MDS Cluster Rebuild
(D.Sending request to MDS based on new mapping result, (2).Searching for metadata and making
judgment (the rectangle on the left shows the internal logic and Op. A is explained in the bottom
rectangle), @) .Returning metadata and deleting it in local, @ Reporting Error, & Returning
metadata, (©).Wrong filename
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During the rebuild, the behavior of the system is as if all the metadata had been moved to
the right logical partitions. Actually, HAP updates or moves the metadata upon the first
access. If a MDS receives a metadata request, and the metadata hasn’t been moved to the
logical partition that is mounted by it, the MDS needs to use the old mapping function f'to
calculate the original logical partition number based on the filename. Then through the
new MLT, the MDS can find the MDS that currently mounts the original logical partition
and send a metadata request to it. So the MDS can retrieve the metadata and complete the
metadata movement. Figure 6 describes this procedure in detail. In addition, in order to
accelerate the metadata movement progress, HAP can also adopt an independent thread to
travel the metadata database and move the affected metadata only during the spare time
of system.

5. Conclusion

We present a new method of Hashing Partition to manage metadata server cluster in large
distributed object-based storage system. We use hashing method to avoid the numerous
metadata accesses, and use filename hashing policy to remove the overhead of multiple
MDS communication. Furthermore, based on the concept of logical partitions in the
common storage space, HAP method significantly simplifies the implementation of the
MDS cluster and provides efficient solutions for load balancing, failover and scalability.

The design described in this paper is part of our BrainStor project that targets to provide
the full object-based storage solution. Currently we are implementing the Hashing
Partition management for MDS Cluster in the BrainStor prototype. We also plan to
explore the application of BrainStor technologies in Grid storage.
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Abstract

iSCSI is a network storage technology designed to provide an economical solution over a
TCP/IP Network. This paper presents a new iSCSI design with multiple TCP/IP
connections. The prototype is developed and experiments are conducted for performance
evaluation on Gigabit Ethernet (GE). Test results show that the new iSCSI design
improves performance 20%~60% compared with normal iSCSI architecture. Throughput
can reach 107MB/s for big I/0 and 1/O rate can reach 15000 IOPS for small 1/O.

1. Introduction
iSCSI is a network storage technology which transports SCSI commands over TCP/IP
network. It has attracted a lot of attention due to the following advantages:

a. Good scalability. iSCSI is based on SCSI protocol and TCP/IP network, which
can provide good scalability.

b. Low-cost. iSCSI can share and be compatible with existing TCP/IP networks. The
user does not need to add any new hardware.

c. Remote data transferring capability. TCP/IP network can extend to metro area,
which makes i1SCSI suitable for remote backup and disaster recovery applications.

Most current iSCSI implementations use software solutions in which iSCSI device
drivers are added on top of the TCP/IP layer for off-the-shelf network interface cards
(NICs). It may cause performance issue. Many iSCSI researches and projects have been
carried out to analyze the problem. A prior research project of iISCSI — Netstation project
of USC showed that it was possible for iSCSI to achieve the 80% performance of
direct-attached SCSI device [1]. IBM Haifa Research Lab carried out research on the
design and the performance analysis of iSCSI [2, 3]. Bell Laboratories also did some
test and performance study of iISCSI over metro network [4]. Some of solutions have also
been brought forward to handle the performance issue. A research group proposed a
solution to use memory of iSCSI initiator to cache iSCSI data [5]. Other solutions
included using a TCP/IP offload Engine (TOE) [6] and even iSCSI adapter [7] to reduce
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the burden of host CPU by offloading the processing of TCP/IP and iSCSI protocol into
the hardware on the network adapter. But these hardware solutions will add the extra cost
compared to a software solution.

The improvement of semiconductor technology has led to the rapid increase of CPU
speed and memory access speed. During the past two years, commercial CPU speed has
almost tripled from 1GHz to 3GHz, and memory bandwidth has also doubled from
around 200~300MB/s to around 400~500MB/s. A powerful hardware platform makes it
possible to achieve good performance for iSCSI software solutions.

The paper presents a new software iSCSI design and implementation, which employs
multiple TCP/IP connections. Experiments are conducted on the GE network both in the
lab and metro network environment. Testing results are analyzed and discussed.

2. Software iSCSI Design

2.1 iSCSI Storage Architecture

Figure 1 shows an iSCSI storage architecture including an initiator and a target, which
communicate to each other via the iSCSI protocol. In the initiator, the application,
which needs to store and access data to/from the storage device, issues file requests. The
file system converts file requests to block requests from application to block device layer
and SCSI layer. The initiator iSCSI driver encapsulates SCSI commands in iSCSI
Protocol Data Units (PDUs) and sends them to the Ethernet network via the TCP/IP layer.
The target iSCSI driver receives iSCSI PDUs from TCP/IP layer and de-capsulates it.
Then SCSI commands are mapped to RAM, called RAM 1/O, or mapped to an actual
magnetic storage disk, called DISK I/O. The target driver then sends response data and
status back to the TCP/IP layer. The low-level flow control of iSCSI fully follows the
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TCP/IP and Ethernet communication mechanism, which connects initiator and target by
IP network. It is noted that two data copies and one DMA are processed in the initiator
side during one 10 access. For RAM /O, one data copy and one DMA are processed in
target.

2.2 A new iSCSI Design and Implementation

Normal iSCSI implementation is based on the single TCP/IP connection, which may not
sufficiently utilize the network bandwidth. Furthermore, it may face serious performance
issue caused by packets loss and long latency in metro network environment. We
propose a new 1SCSI architecture with multiple TCP/IP connections. This new
architecture actually employs multiple virtual connections over one physical Ethernet
connection (by one NIC), which is different from general idea of multiple Ethernet
physical connections (by multiple NICs) according to iSCSI Request for Commands
(iSCSI RFC) documents. The new design supposes not only to improve the iSCSI
performance by increasing the utilization of network bandwidth, but also to provide a
better mechanism to handle the long latency issue in metro network environment.

The working principle of our new design is shown in Figure 2. Multiple virtual TCP/IP
connections are built on one physical Ethernet connection. One connection is used for
sending SCSI request from initiator to target; another one is used for sending response
from target to initiator. One pair of transmitting thread (Tx_thread) and receiving thread
(Rx_thread), which locate in initiator or target respectively, are responsible for data
communication within one connection.

We use the read operation as an example to explain the detailed communication
procedure. The SCSI middle layer is a standard interface for SCSI layer to communicate
with iSCSI device driver. The two main functions of SCSI middle layer are
queuecommand( ) which issues SCSI command to the iSCSI driver and done( ) which
informs SCSI middle layer that the command is finished by iSCSI driver. The iSCSI
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initiator driver gets read commands from SCSI middle layer. These commands are
encapsulated in iSCSI request PDUs and then queued in the initiator command-queue.
As shown in Figure 2, The Tx thread of connection 1 sends these PDUs from
command-queue to the target. The target driver receives these PDUs by the Rx thread of
the same connection. After de-encapsulating iSCSI request PDUs and mapping SCSI
commands to the storage device, the target driver gets data from storage device and
forms iSCSI response PDUs (including data and status). Then these iSCSI response
PDUs are queued in the response-queue. Tx thread in the target sends these PDUs by
connection 2. The initiator driver receives response through the Rx thread of the
connection 2. Then the initiator driver put it to done-queue to call the done( ) function to
finish the SCSI exchange.

As multiple connections are used, synchronization becomes important. According to
1SCSI draft, the “initiator task tag” is used to record the sequence number of the iSCSI
command in every iSCSI PDU. Related data and Status PDUs of the iSCSI command
attach the same “initiator task tag”. Even if multiple connections are used and command
queue is enabled in both initiator and target, the device driver can easily find respective
data/status PDUs from the pending queue.

3. Experiments

Figure 3 shows the system configuration used in our iSCSI experiments in the lab
environment. One Nera-summit-51 Gigabit Ethernet (GE) switch (supporting 9K jumbo
frames) is used to connect iSCSI initiator and target. One Finisar GTX THG iSCSI
analyzer is used to monitor and capture all Ethernet packets for detailed analysis.
Further experiments are conducted in the metro network environment. iSCSI initiator and
target are connected through fiber with the aid of DWDM switch over 25KM physical
distance, as shown in Figure 4.
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The hardware configuration of the iSCSI target includes a 64-bit/133MHz PCI-X
motherboard with 2.4GHz P4 processor and 512M RAM. The iSCSI initiator is
implemented on a 64-bit/66MHz PCI motherboard with 2.4GHz P4 processor and
256MB RAM. Intel PRO1000F GE network interface cards (NICs) are used at both
1SCSI initiator and target. All experiments are based on Redhat Linux 8.0 (kernel
version 2.4.20). TCP network performance of the system is tested by netperf. Result
shows that throughput can reach 939.8Mbps with maximum 70% CPU utilization.

RAM I/O mode or DISK I/O mode is used in iSCSI target. RAM I/O directly maps
requests to memory. In DISK I/O test, to diminish the impact from low speed storage
device, we use a 2G fibre channel HBA to connect a self-developed high speed fibre
channel disk array, which can reach around 110 MB/s for sequential write and 80 MB/s
for sequential read.

We use dd command as the application benchmark tool to copy data to/from iSCSI disk.
For example, “dd write” is “dd if=/dev/zero of=/dev/sda bs=4k count=500000". It will
generate write request to raw device. The size of request is set much bigger than
initiator’s memory to avoid impact of local cache. In big I/O test, the general dd
commands will generate SCSI commands, which request 128KB data to SCSI layer. In
small I/O test, the kernel source code is modified to allow dd command to generate 1KB
to 32KB requests to SCSI layer. Different queue lengths are tested for the small I/O test.

4. Experimental Results and Analysis

The 1SCSI prototype with multiple connections has been tested and the results have been
compared with the normal iSCSI performance. Figure 5 shows the throughput of iSCSI
with RAM I/0 mode .The 1/O request size is 128KB. Ethernet frame size is set as 1.5k
(small frame) or 9k (jumbo frame) respectively. The multiple connections iSCSI
prototype can achieve 70~80MB/s for small frame test and 97~107MB/s for jumbo frame
test, which is around 20%~60% improvement compared with normal iSCSI prototype.
Further analysis of CPU utilization shows that utilization of initiator’s CPU can reach
almost 100% with 107MB/s write throughput. That means CPU’s power become
system’s bottleneck in this test condition.

The impact of the frame size on the iSCSI performance is shown in Figure 6. The bigger
frame will improve performance mainly because it decrease interrupt times. The impact is
very small when the frame size is bigger than 3k. CPU utilization in the initiator is always
higher than target. This is because the initiator needs to handle one more data copy in
memory than target, when RAM 1/O is employed in target.
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The performance of multiple connection iSCSI for small I/O request is tested. Since the
queue depth is a critical parameter that affects the iSCSI performance in small I/O, the
effects of the queue length on iSCSI performance is summarized in Figure 7. The testing
condition is set as request size with 1KB and frame size with 1.5kB. When queue depth
equals to 2, I/O rate is only about 4000 IOPS. When the queue length is bigger than 8, I/O
rate can reach around 15000 IOPS. The results show that the I/O rate increases with the
queue length until the queue length equals to 8. Further analyzing the captured data by
1SCSI analyzer, we find that the maximum effective command queue length is 8 in our
prototype and experiments.

Figure 8 shows test result of DISK I/O in the lab and metro network environment. In the
lab environment, read performance of iSCSI working in DISK I/O mode is much lower
than that in RAM I/O mode. This is because of one more data copy to hard disk in the
1SCSI target. For write operation, write cache of raid array card in the iSCSI target makes
the iSCSI write performance in DISK I/O mode almost same as that in RAM /O mode.
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It is commonly supposed that network latency has a big impact on the iSCSI performance
in a metro network. Network latency is estimated by the ping command. The roundtrip
time is around 0.6ms in metro network which is around 20 times of that in lab network.
But the throughput of our new iSCSI prototype can still reach 67MB/s with small frame
in the experiment, which is only 2%~5% less than that of lab. This is due to the i1SCSI
queue architecture and multiple connections design. It seems that the metro network can’t
support jumbo frame well because it makes performance much worse than small frames.

5. Conclusion

The paper presents a new 1SCSI design with multiple TCP/IP connections. The prototype
has been developed and tested in both lab and metro network environment. Results
show that the new iSCSI prototype can achieve 20%~60% performance improvement
compared with normal iSCSI architecture with single TCP/IP connection. The new iSCSI
architecture has been proved in the metro network environment. Future work will focus
on the iISCSI testing and application in real network environment.
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Abstract

TCP layer and poor iSCSI implementations
have been identified as the main bottlenecks in
realizing high iSCSI performance. With the
addition of security mechanisms the throughput
achieved by the storage system using iSCSI is
further reduced. Along with the above mentioned
problems, we argue that the excessive processing
redundancy introduced by several protocol layers
and use of protocols designed for non-storage
specific requirements result in poor storage
network architectures. In order to overcome these
issues, we introduce a new storage paradigm in
which data is manipulated, encrypted and stored in
fixed block sizes called quanta. Each quanta is
manipulated by a single effective cross layer (ECL)
that  includes  security  features, iSCSI
functionalities, direct data placement techniques
and data transport mechanisms. Further, the new
architecture emphasizes majority of burden of
computation for achieving security on the clients.

Qualitative description of the idea is presented.
Performance improvements observed during tests
of the idea are presented. Through emulation and
analysis we also show that the size of the quanta
must be equal to the minimum path MTU for
maximum throughput.

1. Introduction

IP has been accepted as a de-facto standard for
Internet applications. IP based networks also
provide relatively inexpensive and convenient
solution [5][13] for transportation of bulk data.
Considering these facts, transportation of storage
data on the IP network provides a cheap and casy
alternative to the SCSI and Fiber Channel based
networks. iSCSI [5] is the proposed protocol for
storage (block) data transport over IP networks.
Most effort has been concentrated on designing the
protocol over the existing TCP/IP protocol. Initial
versions of the implementation of this protocol are
available. Although the idea to develop these new
protocols over existing protocols was done to ease
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the integration of iSCSI, it has resulted in over
layering and crowding of protocols stacks.

Stephen et. al [11] have presented the findings
of implementing an iSCSI based farget on a
specialized hardware. Their work concentrated on
comparing the overall performance of various
network configurations using iSCSI protocol. The
performance results from their work indicate that
the iSCSI protocol can be severely limited by
implementation. They suspect this problem due to
inefficient handling of underlying network
properties and poor iSCSI implementation.

Y.Lu and D.Du [8] have examined different
storage protocols (viz, iSCSI, NFS,SMB) and have
analyzed their performance. The work shows that
iSCSI storage with Gigabit connection could have
performance very close to directly attached fiber
channel-arbitrated loop storage. From their study
they also show that iSCSI based file access
performance outperforms the NAS schemes on both
Windows and Linux platforms. However, they
point out that the advantage of iSCSI reduces as the
file size increases. The reasoning for this reduction
in performance has not been presented in this work.

Shuang-Yi Tang et. al [10] have also shown
that with addition of security features such as IPsec
below iSCSI and TCP/IP protocol stack leads to
high degradation in throughput. Further the idea of
storage security is not well severed by usage of
[Psec because it does not encrypt the data that will
be stored on the storage device. It only protects
from attacks between two communicating points.
Hence, using iSCSI over TCP/IP/IPsec leads to
high overhead and complex layering structure.
Further, use of IPsec leads to encryption and
decryption at both sever and client ends.

End system copies and TCP packet reassembly
form throughout bottlenecks for many applications
including iSCSI [1][2][3]. End system copies can
be eliminated by Direct Data Placement (DDP)
where the application entities are directly placed
into application buffers without system copies [1].
DDP packets have to be modified to suite the
existing TCP functions. This is enabled by a
Framing protocol for TCP [3]. Additional
extensions to the DDP protocol are provided by the
RDMA protocol, which operates over the DDP
protocol. The RDMA, DDP and the Framing



protocol form the iWARP suite. This is the
proposed solution for end system copy issues [12].
The iWARP suite is also applicable for iSCSI [2].
The iWARP suite is proposed to operate between
iSCSI and TCP [12].

The introduction of iWARP leads to increased
overheads and redundancy. Two simple examples
of redundant functions at different layers are as
follows. First, the CRCs/checksums are computed
at the iSCSI layer, MPA or framing layer, and the
TCP layer. Second, sequencing information is
repeated in both iISCSI and transport layer.

Motivated to overcome these problems, we
propose the use of fixed block size data units called
quanta. These data units are chosen to be of size
512, 1024, 2048 or 4096 bytes. A quanta is
encrypted and formatted according to an Effective
Cross Layer (ECL) by the client wishing to write
data to a server and is stored as is on the storage
device. The effective cross layer combines the
functionalities of encryption, buffer management
for direct data placement, iSCSI formatting and
transport functions. The key used for encryption of
such a quanta is stored on a separate key server.
Any valid client can access the encrypted and
preformatted data from the server and decrypt it
using keys obtained from the key server. The client
does the encryption and decryption, checksum
calculation, and any other formatting. This lets the
target to be implemented with fewer functionalities
of ECL and used for only providing an access point
to the storage device.

A facility called fast buffers (fbufs) was
introduced by Peter Druschel and Larry L. Peterson
[14]. It was an operating system facility
implemented for I/O buffer management and data
transfer across protection domain boundaries on
shared memory machines. Although, the main goal
of this idea was to provide high bandwidth to user
level processes, this was achieved by implementing
a new facility in the operating system. This is
unlike the ECL and quanta approach that achieves
the similar goal by reducing the overheads in the
protocol stacks. Further, ECL and quanta approach
are specifically designed to improve the
performance of the storage networks instead for the
general networks.

David D. Clark and David L. Tennenhouse [15]
provide guidelines for designing of new generation
of protocols. Our protocol design efforts are in line
with two important guidelines presented in [15].
They are, the data manipulation costs are more
compared to transfer control operations and the
application data units are the natural pipelining
units.
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In section 2, we provide the architectural goals of
the cross layer design. Section 3 discusses the
encryption mechanism details. We present the ECL
details in section 4. Section 5 provides the test
results for the emulation of ECL using Hyperscsi.
Finally we present the conclusion in section 6.

2. Cross layer architectural goals

CLA (Cross Layer Architecture) enables the
combining of  the features of  the
SCSI/iSCSI/RDMA /DDP/Framing/TCP/IPsec into
a single layer called the ECL. This obviates
layering overheads and enables the ease of
operation of Storage Area Networks.

CLA has been designed with the following
architectural goals:

1. Minimize data handling and processing by
dividing data units into fixed size blocks
or quanta.

2. Provide security on the wire and on the
storage unit.

3. Provide the features of the iSCSI protocol.

4. Provide application level buffering by
incorporating the features of the DDP
protocol. (Direct Data Placement)

5. Provide the transport layer mechanisms.

3. Encryption Mechanism

In order to include a security mechanism as a
part of a single layer, ECL, a new security
mechanism is proposed. The new scheme for
storage security mainly deals with reducing the
high overheads of authentication and encryption.
This is done by avoiding encryption and decryption
of data on both client and server sides. The new
scheme does both encryption and decryption on the
client side. The new scheme includes several
techniques, which improves the efficiency of
encryption and decryption:

1. The data is stored in the encrypted form on
the server:

2. Encryption and Decryption is never
performed on the server and hence there is
no key management in the server.



3. In addition to encryption, the computation
of parities, packetization, and error-
corrective information is done at the time
the file is stored and never recomputed
again.

4. The majority of the computation load for
providing security and error correction is
performed at the client end.

5. Authentication, key management is
decoupled from data security.

These requirements are met by implementing a
new security mechanism. The data to be stored is
encrypted by the client and preformatted. This data
unit is called the Encrypted Data Unit (EDU). The
EDU is stored on the servers as is. The EDU is
transported to be stored on servers using ECL
headers. The combination of EDUs and the ECL
headers are called quanta. The keys used to encrypt
the data are generated using AES encryption
algorithm. The keys belonging to a particular file is
stored in a file and encrypted. This file is stored in a
centralized key server. A valid client can access the
file on servers stored in the quanta form. The
clients fetch the keys from the key server and
perform decryption. Figure 1 shows the network
architecture that would be used to implement the
security mechanism.

Several parameters that are used for read and
write operation, encryption, and decryption are
included in the ECL header. This is discussed in the
next section.
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Figure 1. System Setup for data storage centric
network

4. Effective Cross Layer

A single layer satisfying the specified objectives
is defined as the ECL. Figure 2 shows the iWARP
stack for iISCSI along with the security layer, IPsec.
Figure 3 shows the corresponding ECL. In the
following paragraphs we identify several common
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features in different layers. The necessary and
common functionalities are then retained and
incorporated into the ECL and the rest are
excluded. These functionalities are designed such
that they are scalable over a WAN.

4.1. ISCSI functionalities of the ECL

iSCSI is an adaptation of SCSI for accessing
data over the Internet. Hence most of the SCSI
functionalities that are part of iSCSI are retained in
ECL [5]. Headers and data digests in iSCSI were
not inherited from SCSI. These were added for
error correction in the iSCSI protocol. Hence
header and the data digests are excluded from the
ECL. Instead, a single checksum for the entire
quanta traversing the channel are utilized.

4.2. Copy avoidance functionalities of the
ECL

Most of the iIWARP functionalities are retained
in the ECL. Messages framed using MPA protocol
is obviated by defining a constant MTU in the
SAN. Further, the quanta size is always chosen less
than or equal to the minimum MTU.
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Fig 2. iWAREP suite for iSCSI
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Fig 3. Effective Cross Layer

This obviates the necessity of fragmentation and
thus there is no need for markers. The minimum
MTU over a path between a source and the



destination can be
transmission occurs.

The DDP protocol requires the tags or the
addresses of buffers at the destination. These tags
when available at the source enable direct data
placement. As a consequence the quanta do not
subject themselves to reassembly buffering and
kernel copies. Hence they are directly placed at the
appropriate SCSI buffers from the NIC.

discovered, before any

4.3. Transport functionalities of the ECL

Sequencing [6] information is retained from the
iSCSI headers. Thus the sequencing information at
the TCP layer can be excluded. Congestion and
flow control [6] algorithms are implemented in
TCP and they are based on sliding windows [6].
The windows are based on sequence numbers. ECL
has sequencing information similar to TCP. Hence
congestion and flow control mechanisms similar to
that of TCP can be used.

Source and destination ports [6] identification is
due to a requirement of socket level de-
multiplexing. Instead direct data placement
provides buffer addressing information that can be
used to place the data directly into application
buffers. Thus direct data placement alleviates the
need for source and destination port information.

The data checksum is computed during the
encryption process. Therefore there is a need only
for a single quanta header checksum. Message
length information that is a part of UDP can be
excluded because it is also a part of the iSCSI
functionality.

4.4. Security considerations in ECL

The encryption should be done only when a
write or an update operation is done. During a read
operation, only decryption is required. These
operations are indicated in the iSCSI functionality.
Hence it is not necessary to add it into the ECL
separately. Authentication must be performed
before every transaction. Authentication is done by
the login mechanism. iSCSI login mechanism that
are retained can be employed for this purpose.

The final ECL header structure that combines
the features mentioned above is shown in figure 4.

5. Emulation of ECL by HYPERSCSI

In order to evaluate the performance
improvements with the use of ECL, tests were
conducted using Hyperscsi [7]. Hyperscsi was used
because it emulates a simple version of the ECL. In
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the current form, Hyperscsi is equivalent to SCSI
packets placed directly over Ethernet that does not
involve copies, reassembly buffering, and
functionality redundancies of layers.
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Fig 4. ECL header for WRITE operations

The test setup for ECL throughput
characterization consists of two Dell Power Edge-
Linux boxes (initiator and the target) with Pentium
866 MHz processors connected end to end through
a Gigabit Ethernet link (82546 Dual port GBE).
Linux Kernel 2.4.20-18.7 was used in the end
systems. Throughput was measured using the
bonnie++1.03 tool [16]. Tcpdump and Ethereal [17]
was used to see the packet dumps on the end
systems. iSCSI Reference 0.18 v10 [18] was used
for comparison with iSCSI on TCP. 40 GB
QUANTUM hard disks with ULTRA-160 SCSI
bus were used at the target. Figure 5 shows the
throughput snapshot tests indicating throughput
improvements with the ECL.

Several read operations were performed in three
different scenarios. First, read operations were
performed using only the SCSI protocol. Second
was performed using Hyperscsi and the third
repeated with UNH iSCSI v10. The results
represent an arithmetic mean of 10 trials for a fixed
MTU size of 16000. The read throughput achieved
using Hyperscsi was close to direct access,
whereas, the latest version of the UNH iSCSI code
achieves only 219.6 Mb/s as opposed to 358 Mb/s
and 363 Mb/s achieved by Hyperscsi and local disk
access respectively. The improvement of 63%
denotes the extent of betterment in throughput that
can be obtained by getting rid of system copies,



reassembly  buffering and multiplicity of
functionalities in the iWARP stack through the
ECL emulated by Hyperscsi.
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We next investigate the throughput characteristics
of the ECL for reads and writes and justify the
quantum data lengths equal to the path MTU.

The ECL needs to accommodate very large
windows when it is operating over a network with
large round trip times. The required changes are
made to the Hyperscsi code to accommodate
infinitely large windows. (Hyperscsi at present can
accommodate only 32 segments in a window
interval). 4K quanta are wused for ECL.
Fragmentation of quantum is allowed for MTU
values less than 4K. For MTU values greater than
4K, each quantum is contained within a single
Ethernet packet along with the headers.

Figure 6 compares the iSCSI throughput vs. the
ECL throughput for reads for various possible
MTU sizes in the Gigabit Ethernet platform. The
read throughput shows a constant improvement of
about 63% in the favor of ECL.

Figure 7 compares the iSCSI throughput vs. the
ECL throughput for writes for various possible
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MTU sizes in the Gigabit Ethernet platform. The
write throughput is less than the read throughput for
both the iSCSI and the ECL cases, since writes are
more expensive than reads. For large MTU sizes,
the ECL throughput approaches the iSCSI
throughput since we speculate that non-TCP/IP
overheads for large MTU values in an ECL
environment approach the TCP/IP overheads for
large MTU values in the TCP/IP environment.
Figure 8 shows the read throughput variations
for 4K quantum ECL. The throughput peaks at
MTU values equal to the quantum-sized blocks. We
allow for fragmentation in our tests for MTU sizes
less than the quantum sizes. For MTU sizes greater
than the quantum sizes, the throughput gradually
decays since the per packet non-TCP/IP overheads
begin to dominate. This is due to the Ethernet per
packet processing overheads. For MTU sizes less
than the quantum sizes, the fragmentation
overheads exceed the FEthernet per packet
overheads. The optimal values are thus reached for
MTU sizes almost equal to the quantum sizes. The
trend is also seen for writes as shown in figure 9.
An increase in quanta size increases the
throughput. The write throughput for 5K path MTU
and various quanta sizes are depicted in figure 10.
The tests conducted conclude the throughput
characteristics of the ECL and justifies the
Quantum size selections equal to MTU sizes.

6. Conclusions

Existing iSCSI storage systems exhibit low
performance. Additional protocols have been
proposed for improving the performance. We
presented the argument that this would lead to
further decrease in performance. This is due to
excessive processing redundancy and several
protocol layers. Further, use of protocols designed
for non-storage specific requirements result in poor
storage network architectures. In order to solve
these problems we proposed data handling in the
form of fixed data units called quanta. A new
Effective Cross Layer was proposed that combines
the necessary features of security, iSCSI, direct data
placement, and TCP. A new security mechanism is
proposed that emphasizes burden of computation
on clients. Throughput improvements over the
existing iSCSI are indicated by using the Hyperscsi
protocol for emulation. The characteristics of the
ECL throughput are noted.
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Abstract

RAID5 performance is critical while rebuild is in
progress, since in addition to the increased load to
recreate lost data on demand, there is interference
caused by rebuild requests. We report on simulation
results, which show that processing user requests at
a higher, rather than the same priority as rebuild
requests, results in a lower response time for user re-
quests, as well as reduced rebuild time. Several other
parameters related to rebuild processing are also ex-
plored.

1 Introduction

RAID5 with rotated parity is a popular design, which
tolerates single disk failure and balances disk loads
via striping. Striping allocates successive segments
of files called stripe units on the N — 1 disks in an
array of N disks, with one stripe unit dedicated to
parity, so that a capacity equal to the capacity of
one disk is dedicated to parity. In this case the parity
group size G is equal to N. The parity blocks are kept
up-to-date as data is updated and this is especially
costly when small randomly placed data blocks are
updated, hence the small write penalty.

If a single disk fails, a block of data on that disk
is recreated by exclusive-ORing (XORing) the corre-
sponding blocks on the N — 1 surviving disks. Each
surviving disks needs to process the load due to fork-
join requests to recreate lost data blocks besides its
own load, so that the load on surviving disks is in-
creased, e.g., at worst doubled when all requests are
reads. Clustered RAID solves this problem by se-
lecting a parity group size G < N, so that the
load increase is proportional to the declustering ra-
tio: (G —1)/(N — 1) [3]. Balanced Incomplete Block
Designs — BIBD [1, 4] and random permutation lay-

*The first three authors are partially supported by NSF
through Grant 0105485 in Computer Systems Architecture.

THitachi Global Storage Technologies, San Jose Research
Center, San Jose, CA.

out [2] are two approaches to balance disk loads from
the viewpoint of parity updates.

The rebuild process is a systematic reconstruction
of the contents of the failed disk, which is started
immediately after a disk fails, provided a hot spare
is available. Of interest is the time to complete the
rebuild T;.cpuiza(u) and the response time of user re-
quests versus time: R(t),0 < t < Trepuira(u). The
utilization at all disks, which is equal to u before
disk failure occurs, is specified explicitly, since it has
a first order effect on rebuild time.

A distinction is made between stripe-oriented or
rebuild-unit(RU)-oriented and disk-oriented rebuild
in [1]. In the former case the reconstruction pro-
ceeds one RU at a time, so that the reconstruction
of the next RU is started after the previous one
is reconstructed and even written to disk. Disk-
oriented rebuild reads RUs from all surviving disks
asynchronously, so that the number of RUs read from
surviving disks and held in a buffer in the disk ar-
ray controller can vary. It is shown in [1] that disk-
oriented rebuild outperforms stripe-oriented rebuild,
therefore the stripe-oriented rebuild policy will not
be considered further in this study.

Rebuild requests can be processed at the same pri-
ority as user requests, which is the case with the per-
manent customer model — PCM [2], while [1, 6] pro-
cess rebuild requests when the disk is idle according
to the well-known vacationing server model — VSM in
queueing theory: an idle server (resp. disk) takes suc-
cessive vacations (resp. reads successive RUs), but re-
turns from vacation (resp. stops reading RUs) when
a user request arrives at the disk. In effect rebuild
requests are processed at a lower priority than user
requests. In PCM a new RU is introduced at the tail
of the request queue, as soon as the processing of the
previous RU is completed, and hence the name of the
model.

The few studies dealing with rebuild processing
[1, 2, 6] leave several questions unanswered, such
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as the relative performance of VSM versus PCM,
the effect of disk zoning, etc., but not all issues
are addressed here due to space limitations. We
extended our RAID5 simulator to simulate rebuild
processing. This simulator utilizes a detailed sim-
ulator of single disks, which can handle different
disk drives whose characteristics are available at:
http://www.pdl.cmu.edu/Dixtrac/index.html. The
reason for adopting simulation rather than an ana-
lytic solution method is because of the approxima-
tions required for analysis, which would have required
validation by simulation anyway. Simulation results
are given in the next section, which is followed by
conclusions.

2 Experimental Results

The parameters of the simulation are as follows. We
utilize IBM 18ES 9 GByte, 7200 RPM disk drives.
We assume an OLTP workload generating requests
to small (4KB) randomly placed blocks over the data
blocks of the N = 19 disks in the array. Track align-
ment ensures that all 4 KB accesses are carried out
efficiently, since they will not span track boundaries.
Accesses to randomly placed disk blocks introduce a
high overhead, i.e., 11.54 ms per request with FCFS
scheduling, less than 1% of which is data transfer
time. We assume that the ratio of reads to writes
is R:W=1:0, since reads introduce a heavier perfor-
mance degradation upon disk failure. While we ex-
perimented with different disk utilizations, only re-
sults for u = 0.45, which results in a 90% disk uti-
lization are reported here. We assume zero-latency
read and write capability, which has a significant im-
pact on rebuild time.

The parameter space to be investigated includes:
(i) VSM versus PCM. (ii) The impact of buffer size
per disk B specified as number of tracks. (iii) the
size of the RU (rebuild unit) is a multiple of tracks
and RU = 1 is the default value. (iv) the effect of
preempting rebuild requests. (v) The effect of pig-
gybacking, also considered in [1]. (vi) The effect of
read-redirection and controlling the fraction of reads
redirected. In fact due to its beneficial effect read-
redirection is postulated in all other cases reported
here [1, 5]. (vii) The effect of the number of disks on
rebuild time. (viii) A first order approximation for
rebuild time. Due to space limitations item (iv) is
not investigated.

2.1 VSM versus PCM

The response time of user requests R(t) and the com-
pletion percentage c¢(t), which is the fraction of tracks

—— SMResp se me

CMPResp se me

Tm m)
dP %)

R
Rb

me ms

Figure 1: Performance Comparison of VSM and PCM

already rebuilt, versus time (¢) for both VSM and
PCM are shown in Figure 1. A disk failed and rebuild
was started at time ¢ = 135 sec. The graphs shown
are averages over ten runs, but even more runs are
required to obtain a tighter confidence interval, say
at 95% confidence level. The following observations
can be made:

(i) Disk utilizations are effectivy 100% utilized in
both cases, but since RU reads are processed at a
lower (nonpreemptive) priority in VSM user requests
are only affected by the mean residual service time
for RU reads, which is close to half a disk rotation at
lower disk utilzations. PCM yields a higher R(t) than
VSM since it reads RUs at the same priority as user
requests. For each 7 user requests processed (on the
average) by a disk, the disk processes m consecutive
rebuild requests, so that the arrival rate is increased
by a factor of 1 + m/n. Furthermore, rebuild re-
quests, in spite of zero latency reads, have a longer
service time than user requests. (ii) The rebuild time
in PCM is higher because during the rebuild period,
the disk utilizations due to user requests is approx-
imately the same, but the disk “idleness” is utilized
more efficiently by VSM than PCM. The reading of
consecutive RUs is started in VSM only when the disk
is idle, so that if the reading of an RU is completed
before a user request arrives, the reading of the next
RU can be carried out without incurring seek time.
Uninterrupted processing of rebuild requests is less
likely with PCM, since by the time the request to read
an RU is being served, it is not likely that the disk
queue is empty. This intuition can be ascertained by
comparing the mean number of consecutive RU reads
in the two cases.

2.2 The impact of buffer size

Figures 2 and 3 show R(t) and Tyepyiia versus buffer
size for VSM and PCM, respectively. We can re-
duce buffer space requirements by XORing the avail-
able blocks right away, but this would introduce con-
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Figure 3: The impact of buffer size in PCM

straints on hardware requirements. T'wo observations
can be made: (i) With disk-oriented rebuild a larger
buffer size leads to shorter rebuild times in both VSM
and PCM. This is because due to temporary load im-
balance, rebuild processing with disk-oriented rebuild
is suspended when the buffer is filled. A shared or
semi-shared buffer requires further investigation. (ii)
The impact of buffer size on R(t) for VSM is very
small, but it is significant in PCM. In VSM, the re-
build requests are processed at a lower priority, so the
R(t) is only affected by the time to read an RU. In
PCM a small buffer size limits the rate of RU reads,
i.e., no new RU reads are inserted into the disk queue
when the buffer is full, but as B is increased, RU reads
are introduced at a rate determined only by w.

2.3 The impact of rebuild unit size

Figures 4 and 5 shows R(t) and Tepuiza versus the
RU size = 1,...16 tracks. The following observa-
tions can be made: (i) The larger RU size leads to
higher response times in VSM and PCM. In VSM
the mean residual time to read an RU is added to the
mean waiting time caused by the contention among
user requests [6].(ii) Larger RU sizes lead to shorter
rebuild times in VSM and PCM, because the rebuild
time per RU is reduced, since the cost of one seek is
prorated over the reading of multiple RUs.
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Figure 4: The impact of rebuild unit size in VSM
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2.4 The effect of piggybacking
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Figure 6: The effect of piggybacking

Figure 6 shows R(t) and ¢(t) versus ¢t in VSM with
and without piggybacking. Piggybacking is done at
the RU level, rather than at the level of user accesses,
e.g., 4 KB blocks, which has been shown to be ineffec-
tual [1]. In other words, we extend the reconstruction
of a single block into a full track. Piggybacking short-
ens rebuild time, but initially the disk utilization will
exceed 2u in our case, since track reads have a higher
mean service time than the reading of 4 KB blocks,
which are carried out on behalf of fork-join requests
(this is the reason why w = 0.4 in this case). We can
control the initial increase in R(t) by controlling the
fraction of piggybacked user requests.
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Figure 7: The effect of disk utilization on rebuild time

2.5 The impact of read redirection

Read-redirection shortens the rebuild time (by a fac-
tor of three with 19 disks, u=0.45, and B=64) and
also reduces R(t) as gradually more tracks from the
failed disk are rebuilt. Since we assumed there are no
write requests, we get the maximum improvement in
performance with read redirection, but there will be
less improvement in response time when all requests
are updates. In “unclustered” RAID5 the utilization
of the spare disk remains below the other disks and
there is no need to control the fraction of read re-
quests being redirected, as in [3].

2.6 The effect of the number of the disks

Table 1 gives the rebuild time using VSM versus the
number of disks (N) with various number of buffers.
The disk utilization is u = 0.45. It is observed that
even at high disk utilization, rebuild time with VSM
is not affected very much by N. An additional obser-
vation is that due to the prevailing symmetry, that
the load at all disks is balanced, rebuild time is deter-
mined by the reading time of any of the disks and that
the writing of the spare disk follows shortly there-
after. When the buffer size dedicated to the rebuild
process is small, rebuild time is more sensitive to V.

Number of disks 9 19 29 39
Rebuild | B=16384 | 1604.2 | 1622.8 | 1631.9 | 1632.0
Time B=64 2586.3 | 2618.9 | 2701.4 | 2704.5
(sec) B=16 3033.8 | 3246.0 | 3434.7 | 3526.5

Table 1: The effect of number of disks on rebuild time

2.7 The effect of disk utilization on rebuild time

It follows from Figure 7 that rebuild time increases
sharply with disk utilization. This is especially so
with an infinite source model, where the request ar-
rival rate is not affected by increased disk response
time. Rebuild time can be reduced by not processing

low priority applications.

We obtain a first order approximation for rebuild
time with given disk characteristics by postulating
that the rebuild time Tepyiza(v) is simply a func-
tion of the disk utilization u, so that Trepyia(u) =
Trepuita(0)/(1 — au),au < 1, where Tyepyia(0) is the
time to read an idle disk, and « is a measure of the
average increase in disk utilization during rebuild.

With read redirection and R:W=1:0 the utilization
of surviving disks initially doubles, but then it drops
gradually as disk utilization reaches u, so that o ~ 1.5
is an initial guess. On the other hand the rebuild
time is slow when rebuild starts, so that more time
is spent in the initial stages of rebuild. Curve fitting
shows that a =~ 1.75 yields an acceptable estimate of
rebuild time, but there is a sensitivity to R:W ratio,
and other factors, which are being explored.

3 Conclusions

It is interesting to note that VSM outperforms PCM
on both counts, user response times and rebuild time.
The latter is counterintuitive since PCM rebuilds
more aggressively. We are also investigating the ef-
fect of preempting rebuild requests, utilizing multiple
rebuild regions, and allowing multiple user requests
before rebuild processing in VSM is stopped. Finally,
we are interested in rebuild processing in RAID6 and
EVENODD, especially when operating with two disk
failures.
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Abstract

The ever-increasing volume of archival datathat need
to be retained for long periods of time has motivated
the design of low-cost, high-efficiency storage sys-
tems. Inter-file compression has been proposed as a
technique to improve storage efficiency by exploit-
ing the high degree of similarity among archival data.
We evaluate the two main inter-file compression tech-
niques, data chunking and delta encoding, and com-
pare them with traditional intra-file compression. We
report on experimental results from a range of repre-
sentative archival data sets.

1 Introduction

Over the last severa years, we have witnessed an un-
precedented growth of the volume of stored digital
data. A recent study estimated the amount of origi-
nal digital data generated in 2002 alone to be close to
5 exabytes, approximately double the volume of data
created in 1999 [4]. An increasing fraction of this
corpus is archival data: immutable data retained for
long periods of time for legal or archival purposes.
Examples of archival datainclude rich media such as
audio, images and video, documents, email, and in-
stant messages.

The high rate of archival data generation has mo-
tivated a number of research projects to look into

ways of improving the space efficiency of disk-based
archival storage systems. Researchers have observed
that they can take advantage of content overlapping,
which is common in archival data, to improve stor-
age efficiency [9, 3]. There are two main techniques
proposed for this purpose. Thefirst technique divides
each data object into a number of non-overlapping
chunks and stores only unique chunksin the archival
storage system. Chunks may be of fixed or variable
size. The second technique is based on resemblance
detection between data objects and uses delta encod-
ing to store only deltas instead of entire data objects.

These two approaches have been devel oped and used
in very different contexts, with different goals and
data sets. For example, variable-size chunking was
proposed for improving the bandwidth consumption
of network file systems [7]. Delta encoding [1] has
been used for data compression in HTTP [6] as well
as in version-control systems [11]. However, there
has been no attempt to compare the two approaches
side-by-side, evaluating the storage efficiency they
achieve and their applicability to different archival
data sets.

The goals of this work can be summarized as fol-
lows: (i) evaluate the applicability of the approaches
on different data types that exhibit different degrees
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of inter-file similarities; (ii) identify the key param-
eters for each technique and provide rules of thumb
for their settings for different data types; (iii) com-
pare inter-file compression techniques with tradi-
tional lossless intra-file techniques and explore the
potential benefits of hybrid approaches. Further, we
provide a performance analysis of the different ap-
proaches, and discuss system design and engineering
considerations.

2 Oveview

Archival data, by its nature, often exhibits strong
inter-file resemblance. This paper examines tech-
nigques that take advantage of such inter-file resem-
blance to avoid storing redundant data and thus im-
prove storage efficiency. Such techniques may be
combined, if necessary, with lossless intra-file com-
pression, such as sliding-window compression tech-
niques (e.g. Zip variants).

Several systems that exploit data redundancy at dif-
ferent levels of granularity have been developed in
order to improve storage efficiency. One class of sys-
tems detects redundant chunks of data at granulari-
tiesthat range from entirefile (EMC's Centera) down
to individual fixed-size disk blocks (Venti [9]) and
variable-size data chunks (LBFS [7]). We focus on
the use of variable-sized chunks, which have been
reported to exhibit better efficiency over the specia
case of fixed-size blocks [8]. Typically, such tech-
niques are used in content-addressabl e storage (CAS)
infrastructures. The second class of systems detects
and stores only differences (deltas) between similar
files, at the granularity of bytes[3].

2.1 Chunking

Data chunking involves two problems. First, a data
stream, such as afile, needsto be divided into chunks
in adeterministic way. We consider the general case
of variable-sized chunks, which worksfor any type of
data, including binary formats. Chunk boundaries are
defined by calculating some feature (a digital signa-
ture) over adliding window of fixed size. In our pro-
totype, we use Rabin fingerprints [10], for their com-
putational efficiency in the above scenario. Bound-
aries are set where the value of the feature meets cer-
tain criteria, such as when the value, modulo some
specified integer divisor, is zero; the divisor affects
the average chunk size. Such deterministic ago-
rithms do not require any knowledge of other files
in the system. Moreover, chunking can be performed
in a decentralized fashion, even on the clients of the
system.

The second problem is to uniquely identify chunks.
An agorithm is required that computes a digest over
avariable-length block of data. Currently in the pro-
totype, we reuse the Rabin fingerprinting code for de-
riving chunk identifiers. In practice and for very large
data sets, one would need an algorithm that guaran-
tees low probability for callisions, such as MD5 and
SHA variants. Exactly because chunks are content-
addressable, chunking is suitable for CAS systems.
Only unique chunks are stored for any file. The origi-
nal files can be reconstructed from their constituent
chunks. To do that, the system needs to maintain
metadata that maps file identifiers to a list of chunk
identifiers. Any evaluation of storage efficiency must
take into account the overhead due to the metadata.
Figure 1 illustrates the main parameters of a chunk-
ing technique.

window size
sliding window

I L=

chunk size

e}

- O

Rabin fingerprint size  chunk ID size

Figure 1: Chunking parameters

chunk end/start

We developed a prototype program, named chc, to
evaluate the efficiency and performance characteris-
tics of chunking without having to build a complete
storage system. The input to chc is an archive (tar
file) of anumber of files that form the target data set;
chc produces an output archive that includes unique
chunks derived from the original files. Optionally, we
can compress theindividual chunksin the archive us-
ing the Zlib compression library. chc capturesalist of
chunk identifiersfor each file, aswell astheidentifier
and size for each chunk. This metadata is stored also
in the output archive and provides an estimate of stor-
age overhead due to chunking. In addition, chc can
reconstruct the original data set from the final chunk
archive.

2.2 Dedtaencoding

Delta compression is used to compute a delta encod-
ing between a new file and a reference file already
stored in the system. When resemblance is above
some threshold, a deltais calculated and only that is
stored in the system. There are three key problems
that need to be addressed in delta encoding.

First, resemblance has to be detected in a content-
independent and efficient way. We use the shingling
technique proposed by the DERD project [3]. It cal-
culates Rabin fingerprints using a sliding window
along an entirefile (the window size isa configurable
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parameter). The number of fingerprints produced is
proportiona to the file size. A deterministic feature
selection algorithm selects a subset of those finger-
prints, called a sketch, which is retained and later
used to compute an estimate of the resemblance be-
tween two files by comparing two sketches using the
approximate min-wise independent permutations [2].
This estimate computes similarity between two files
by counting the number of matching pairs of features
between two sketches. It has been shown that even
small sketches, e.g. sets of 20 features, capture suffi-
cient degrees of resemblance.

Thus, when new data needs to be stored, one has
to find an appropriate reference file in the system:
a file exhibiting a high degree of resemblance with
the new data. In generdl, this is a computationally
intensive task (especially given the expected size of
archival data repositories). In the prototype, we use
an exhaustive search over al stored files. We are cur-
rently investigating the use of hierarchical clustering
of sketches to reduce the search.

The third problem is to calculate the delta encoding
once areference file has been found. Delta compres-
sion isawell-explored area, and in the prototype we
used the xdelta tool [5], which computes the output
using the Zlib (gZip) library. Pointersto referencefiles
are stored with every delta. These identifiers (e.g.
SHA digests), along with sketch data, contribute to
accounted storage overhead. Our prototype consists
of three programs, one for each of the three above
problems: feature extraction, resemblance detection,
and delta generation.

3 Evaluation

We explain the experimental methodology we used
to measure the efficiency, describe the data sets, and
analyze the storage efficiency and differences in per-
formance of the two archival storage techniques.

As noted above, storage efficiency is the determining
factor for the applicability of an inter-file compres-
sion approach. We report on the storage space re-
quired as a percentage of the original, uncompressed
data set size. For example, stored data that is 20%
the size of the original represents an efficiency ratio
of 5:1. The functionality and performance of each
approach depends on the settings of a number of pa-
rameters. As expected, experimental results indicate
that no single parameter setting provides optimal re-
sultsfor al data sets. Thus, we first report on param-
eter tuning for each approach and different data sets.
Then, using optimal parameters for each data set, we

compare the overall storage efficiency achieved by
each approach. The required storage includes the
overhead due to the metadata that needs to be stored.
Last, we discuss the performance cost and the design
issues of applying the two techniques to an archival
storage system.

3.1 Data Sets

We chose a range of data sets that we believe to
be representative of archival data. Email messages
often contain headers (and sometimes attachments)
that show great resemblance. Source code and web
content are typically versioned. Non-textual content
such as presentations and imagery are often similar
and require lots of storage space. Finally, computer-
generated data such aslogs are generated in high vol-
umes and can contain repeated content such as field
descriptors. The following is the list of data sets we
use.

e HP Support Unix logs (two sets of different total
volume)

Linux kernel 2.2 source code (four versions)
Email (single user)

Mailing list archive (BLU)

HP ITRC Support web site

Microsoft PowerPoint presentations

Digital raster graphics (California DRG 37122
7.5 minute untrimmed TIFF)

3.2 Parameter Tuning

In the case of chunking, the expected chunk size is
a key configuration parameter. It isimplicitly set by
setting the fingerprint divisor aswell as the minimum
and maximum allowed chunk size. In general, the
smaller it is, the higher the probability of detecting
common chunks among files. For datawith very high
inter-file similarity (such as log files), small chunk
sizesresult in greater storage efficiency. However, for
most data thisis not the case, because smaller chunks
also mean higher metadata overhead. Often, because
of this overhead the storage space required may be
greater than the size of the original corpus. As Fig-
ure 2 shows, the optimal expected chunk size depends
on the type of data; using 128-hit identifiers, the best
efficiencies range from 256 to 512 bytes.

The main configurable parameter in the case of delta
encoding is the size of the sketches—i.e. the num-
ber of features used for resemblance detection. Our
experimental results are consistent with what was re-
ported by Dougliset a.: asketch size of 20 to 30 fea-
turesis sufficient to capture resemblance among files.
Another parameter is the resemblance threshold, the
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Figure 2: Chunking efficiency by divisor size

number of featuresthat must correspond between two
files to consider that sufficient resemblance exists to
justify calculating the deltainstead of storing the en-
tire new file. For the evaluation of delta encoding,
we traverse the target data set one file at a time in
arandom order. For afile, adeltais created against
the file with the highest resemblancethat isaready in
the output archive, as long the resemblance is above
athreshold of one corresponding feature. Otherwise,
the entirefile is stored as a new referencefile.

3.3 Storage Efficiency

Table 1 shows the achieved storage efficiency by the
two approaches. We do that with and without addi-
tional Zlib compression of chunks and deltas respec-
tively. To establish a baseline for each data set, we
create a single tar file from the data set, and then
compress it with an intra-file compression program,
gzip. As expected (and as shown by the two first
rows of the table), inter-file compression improves
with larger corpus sizes. This is not the case with

92p.

The HP Unix Logs (8,000 files) show very high simi-
larity. Chunk-based compression on this similar data
was reduced to 11% of the original data size, and
when each chunk is compressed using the Zlib (simi-
lar to gzip) compression, itisjust 7.7% of the original
size. Even more impressive are the reductionsin size
when using delta compression. When delta compres-
sion is used alone, the data set is reduced to 4% of
the original size, but when combined with Zlib com-
pression, the compressed data is less than 1% of the
original size.

Textual content, such as web pages, can be highly
similar. However, in the case of the HP ITRC con-
tent, gzip compression is more efficient than chunk-
ing or delta. More surprisingly, gzip is better even
when we do additional compression of chunks and

deltas. Thereasonisthat gzip’'sdictionary is more ef-
ficient across entire files than within the smaller indi-
vidua chunks, and chunk IDs appear as random (es-
sentially non-compressible) data. But in the context
of an archival storage system, gzip's advantage is not
likely to be as effective in practice; thisis discussed
below.

Non-textual data, such as the PowerPoint files with
chunking and delta (especially with gzip) achieve bet-
ter efficiency than gzip alone. However, the achieved
compression rates are less impressive than those for
the log data. For raster graphics, delta encoding with
gZip achieves modest improvement over gzip alone.

A single user's email directory and a mailing list
archive show little improvement when using delta
Chunking is less effective than gzip, athough we
would expect it to reduce redundancy found across
multiple users data.

In most cases, inter-file compression outperforms
intra-file compression, especially when individual
chunks and deltas are internally compressed. Chunk-
ing achieves impressive efficiency for large volumes
of very similar data. On the other hand, delta en-
coding seems better for less similar data. We be-
lieve that this is due to the lower storage overhead
required for delta metadata. Typical sketch sizes of
80 to 120 bytes (20 to 30 features x 4 bytes) for afile
of any size are significantly smaller than the overhead
of chunk-based storage, which is linear with the size
of thefile.

Although compressing a set of filesinto asingle gzip
file to establish a baseline measurement helps illus-
trate how much redundancy might exist within adata
set, it is not likely that an archival storage system
would reach those levels of efficiency for several rea-
sons. Most important is that files would be added
to an archival system over time and files would be
retrieved individually. If a new file were added to
the archival store, it would not be stored as efficiently
unless the file could be incorporated into an existing
compressed file collection, i.e. the new file would
need to be added to an existing tar/gzp file. Like-
wise, retrieving afile would require first extracting it
from a compressed collection and this would require
additional time and resources over a chunk or delta-
based file retrieval method.

Our experiments measured the size of an entire cor-
pus, in the form of atar file after it has been com-
pressed with gzip. Had we compressed each file with
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Data Set Size #Files | tar + | Chunk | Chunk | Delta Delta +
gzip +zlib Zlib

HP Unix Logs 824 MB 500 | 15% 13% 5.0% 3.0% 1.0%
HP Unix Logs 13,664 MB | 8,000 | 14% 11% 7.7% 4.0% 0.94%
Linux 2.2 source (4 vers.) 255MB | 20,400 | 23% 57% 22% 44% 24%
Email (single user) 549 MB 544 | 52% 98% 62% 84% 50%
Mailing List (BLU) 45 MB 46 | 22% 98% 53% 67% 21%
HP ITRC Web Pages 71MB | 4,751 | 16% 86% 33% 50% 26%
PowerPoint 14 MB 19 | 67% 55% 46% 38% 31%
Digital raster graphics 430 MB 83 | 42% 102% 55% 99% 42%

Table 1: Storage efficiency comparison (64-bit chunk 1Ds)

gzip first and then computed the aggregate size of
al compressed files, the sizes for gzip-compressed
files would have been much larger. For example, in
the case of the HP ITRC web pages, gzip efficiency
would have been 30% of the original size, much
larger than the 16% shown in table 1, and larger than
the 26% that can be achieved by using delta compres-
sionwith Zlib. When deltacompression (or to alesser
extent, chunking) is applied across filesfirst and then
an intra-file compression method second, it is more
effective than compressing large collections of data
because additional redundancy can be eliminated.

3.4 Performance

In practice, space efficiency is not the only factor
used to choose a compression technique; we briefly
discuss some important systems issues such as com-
putation and I/O performance.

The chunking approach requires less computation
than delta encoding. It requires two hashing opera-
tions per byte in the input file: one fingerprint calcu-
lation and one digest calculation. In contrast, delta
encoding requires s+ 1 fingerprint calculations per
byte, where s is the sketch size. It aso requires cal-
culating the deltas, even though this can be performed
efficiently, in linear time with respect to the size of the
inputs. Additional issues with delta encoding include
efficient file reconstruction and resemblance detec-
tion in large repositories.

The two techniques exhibit different 1/0 patterns.
Chunks can be stored on the basis of their identifiers
using a (potentialy distributed) hash table. There
is no need for maintaining placement metadata and
hashing may work well in distributed environments.
However, reconstructing files may involve random
1/O. In contrast, delta-encoded objects are whole ref-
erencefiles or smaller deltafiles, which can be stored
and accessed efficiently in a sequential manner. But,
placement in a distributed infrastructure is more in-
volved.

4 Conclusions

Inter-file compression is emerging as a technique to
improve space efficiency in archival storage systems.
This paper provides the first direct comparison of
the two main techniques proposed in the literature,
namely chunking and delta encoding, and compares
them againgt traditional intra-file compression. In
genera, both chunking and delta encoding outper-
form gzp, especialy when they are combined with
compression of individual chunks and deltas. Chunk-
ing is computationally cheap and can be easily used
in distributed systems. It works well for data with
very high similarity. Thus, it is applicable to appli-
cations where there are multiple versions of the same
data, such as version control systems, and log files.
On the other hand, delta encoding is more computa-
tionally expensive, but more efficient with less simi-
lar dataand thus, it is potentially applicableto awider
range of data sets.
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Abstract

iSCS isan emerging transport protocol for transmitting
CS storage 1/0 commands and data blocks over TCP/IP
networks. It allows storage devices to be shared by multi-
ple network hosts. A fundamental problemishow to enable
consistent and efficient data sharing in iSCS-based envi-
ronments. In this paper, we propose a suite of data sharing
schemes for iSCS-based file systems and use ext2 as an ex-
ample for implementation. Finally, we use simulations to
verify the correctness of our designs and to study the per-
formances.

1. Introduction

iSCSI [2] combines two popular and mature protocols
in the data storage area and the network communication
area- SCS| and TCP/IP. Small Computer System Interface
(SCSl) enables host computer systems to perform 1/O op-
erations of data blocks with peripheral devices. iSCSI ex-
tends the connection of SCSI from traditional paralel ca-
bles, which could only stretch to several meters, to ubiqui-
tous TCP/IP networks. iSCSI encapsulates and reliably de-
livers SCSI Protocol Data Units (PDUs) over TCP/IP net-
works.

iSCSI is expected to expand the coverage of System
AreaNetworks (SAN). One mgjor feature of SAN isto pro-
vide ashared pool of storage resources for multiple access-
ing hosts. As storage devices are not directly attached to
any hosts, they can be easily shared. However, data sharing
is going beyond sharing storage devices. With data shar-
ing, asingle piece of data could actually be shared by mul-
tiple clients. The integrity of data content has to be en-
forced. Therefore, concurrency control mechanism is nec-
essary when multiple hosts could read/write a single piece
of data concurrently.

*This project is partialy supported by members of DTC Intelligent
Storage Consortium (DISC) at UMN, and gifts from Intel and Cisco.
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Figure 1.iSCSI network architecture scenario

When using iSCSl-based storage subsystems, applica-
tion servers (as initiators) and their shared storage subsys-
tems (as targets) could be connected by TCP/IP networks
over long distances as depicted in Figure 1. Applications
like file systems on the application servers are not aware
of the fact that iSCSI-based storage subsystems are ac-
cessed and these storage subsystems are potentially shared
with other application servers. Remote iSCSI devices are
mounted at mounting points of application servers lo-
cal file systems and corresponding file system modules
are loaded to manage data blocks. The file systems for
mounted iSCSI devices are not adapted for iSCS| at all.
Although these mounted file system modules in IP hosts
are able to use their existing file system locks locally, mul-
tiple 1P hosts still can not guarantee consistent data sharing.
Therefore, our design is to coordinate the accesses of mul-
tiple iSCSI initiators.

Since iSCSI-based architectures could be deployed over
WAN:Ss, latency introduced by large physical distance will
be a severe restriction on performance. To improve per-
formance, caching at application servers is necessary. In
addition to hiding physical latency, caching at application



servers can also reduce load at iSCSI targets. However,
it incurs the problem of cache consistency, which is the
consistency between cached data on initiators (application
servers) and data on targets (iSCSI-based storage subsys-
tems). In our design, we will enforce strong consistency on
cached data by using a callback cache similar to the Coda
filesystem[6]. AniSCSI target keepstrack of cached phys-
ical blocks on all connected iSCS| initiators. The iSCS|
target forces the iSCSI initiators to discard their stale copy,
when it is going to modify aphysical block.

Metadata are also concurrently accessed, and cached by
multiple initiators. However, a general solution for both
metadata and normal file data would be inefficient since
metadata and norma file data are different in terms of ac-
cess patterns. We design different mechanisms for them
separately as discussed in Section 3.1 and Section 3.2.

Finally, most existing SAN file systems, such as Lus-
tre, only provide UNIX file sharing semantics. However,
the UNIX file sharing semanticsis not suitable for transac-
tional execution of a sequence of operations. In the trans-
action file sharing semantics, there should be a consistent
view of any involved data throughout the execution of a
transaction. Deadlocks are possible, so detection and res-
olution of deadlocks are considered. In addition, rollback
capability isrequired in case atransaction is unableto com-
plete due to deadlocks.

The rest of this paper is organized as following. In Sec-
tion 2, we will summarize related work. In Section 3, we
are going to give an overview of our design and implemen-
tation. In Section 4, we present the simulation results over
ns-2 simulator to study the performance of our design.

2. Related Work

The performance of iSCSI-based storage subsystemsis
studied by Luand Du in [3]. It is shown that iSCSI storage
with Gigabit connection could have performance very close
to directly attached FC-AL storage, and iSCSI storage in
campus network can achieve reasonable performance re-
stricted by available bandwidth. Tang et a [5] have study
performance of software-based iSCS| security using |PSec
and SSL. In application side, researchers start to consider
using iSCSI to implement hierarchical web proxy server
and remote mirroring and backup.

Several distributed or clustered file systems have de-
signed different data sharing schemes. GFS uses Device
Lock mechanisms, which has been included in SCSI 3
specification as Dlock command. The IBM Distributed
Lock Manager (DLM) is an implementation of the classic
VAX Cluster locking semantics. Another simpler imple-
mentation isthe DLM in Lustre with introduction of object
concept. Our work ismainly different from thesedesignsin
network environment and locking granularity. We explic-
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Table 1. Compatibility of metadata locks
M_.S | M_X
+
+

M_S
M_X

+

itly take possible long network latency into design consid-
eration. Our locking granularity is at physical block level.

3. Design Overview

Our proposed scheme for data sharing in iSCSI-based
file systems consists of two major parts. The first part is
a concurrency control mechanism to coordinate multiple
concurrent accesses for shared data. The second part is
a cache consistency control mechanism. We assume that
no single operation will involve data from more than one
iSCSI target/LUN.

Rosdlli et a [1] found that the percentage of metadata
reads is much larger than metadata writes. In order to take
advantage of thisfact, our design allowsiSCS| initiators to
cache shared locks (referred to as semi-preemptible shared
locks [4]) on metadata objects.

On the other hand, normal data are organized into files.
The access patterns for files are application dependent.
Therefore, in addition to integrity of shared data, we are
trying to design a general locking scheme to achieve high
concurrency and to reduce maintenance costs of locks. Un-
fortunately, these two goals are conflicting with each other.
Fine granularity of locks are preferred to maximize con-
currency, meanwhile coarse granularity reduces number of
locking reguests and memory space used to maintain locks.
Our design is trying to bal ance between these two conflict-
ing goals. The detail of our hierarchical locking scheme
will be discussed later in Section 3.2.

3.1. Locking schemefor metadata

The locks for metadata are applied on metadata objects.
We define following 5 kinds of metadata objects: 1) direc-
tory files, 2) normal file inodes, 3) super block, 4) inode
bitmap blocks, and 5) data-block bitmap blocks.

For each metadata object, there are two possible kinds of
locks: M_Sand M_X. M_Slock gives shared access to the
requested metadata object. M_X lock gives exclusive ac-
cess to the requested object. The compatibility of the locks
isshownin Table 1, where '+ indicates incompatibility.

The M_S lock is semi-preemptible. An initiator is a-
lowed to hold an M_Slock until the lock manager asks it
to release that M_S lock. A callback mechanism is used
to force the holder to release the lock, when some initiator
requests M_X on the same metadata object. The holding



Table 2. Compatibility of hierarchical locks

DS | DX | DIS| D.IX
D_.S + +
D_X + + + +
DS +
D_IX + +

initiator only comply the request when it has no conflicting
usage of the object.

An M_X lock for a metadata object is requested by an
initiator when it is going to modify the metadata object.
The M_X locks will not be cached at the initiators, so ini-
tiators have to contact targets every time. An M_X lock is
aways released immediately after the involved operations
have finished.

Another possible operation on an M_Slock isto upgrade
it toaM_X lock. This happens when an metadata object is
first read and cached locally, and later a write request for
the same metadata object arrives at the same initiator.

3.2. Locking schemefor normal data

Normal data are organized into files. In order to balance
between high concurrency and high resource consumption,
we design a two level hierarchical locking scheme. The
upper level isan entire file and the lower level contains fix-
sized block groups.

There are 4 possible locks applicable to nodes of such
hierarchy.

e D IS intention shared access, alowing explicitly
locking on descendant nodes in D_S or D_IS mode;
no implicit locking to the sub-tree.

e D_IX: intention exclusive access; allowing explicitly
locking on descendent nodes in D_X, D_S D_IX, or
D_ISmode; no implicit locking to the sub-tree.

e D_S shared access; implicit D_S locking to all de-
scendants.

e D_X: exclusive access; implicit D_X locking to al de-
scendants.

Intention mode is used to indicate that compatible locks
are going to be requested at finer level and thereby prevents
incompatible non-intention locks (D_S and D_X) on upper
level. Table 2 gives the compatibility of lock modes, where
"+ means conflict.

Locks are always requested from root to leaves. On the
other hand, locks should be reversely released from leaves
to root. Intention modes are not applicable to leaf nodes.
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3.3. Cacheconsistency control

Physical blocks fetched over networks are cached in
iSCSI initiators' buffer caches. Buffer caches will be
checked first when a physical block is requested. In or-
der to avoid revalidating consistency of cached data blocks
every time, we employ a mechanism based on callback. A
callback record will be set up on iSCSI target side when
a physical block is read out. When an iSCSI initiator is
going to write a physical block, it first sends a SCSI CDB
with write request. The iSCSI initiator will wait for a R2T
response before starting transmitting data. When an iSCSI
target receivesa SCSI CDB with writerequest, it will check
callback records for the requested physical blocks. If there
are outstanding callback records, callback requests will be
sent to those iISCSI initiators to ask them to purge the re-
quested physical blocks out of their buffer caches. A iSCSI
target will not send R2T response until it receives confir-
mations for all callback requeststhat it sent out.

3.4. Transaction file sharing semantics

In our design, file-accessing operations are grouped into
transactions. Every transaction will be assigned a unique
transaction id within the session between an iSCSI initiator
and an iSCSI target.

Deadlocks are going to happen since we are support-
ing transactions. Due to the nature of random access of
file data, it is difficult to prevent deadlocks from happen-
ing. Therefore, we use deadlock detection mechanism to
detect deadlock when they have happened. When detecting
adeadlock, avictim transaction will be selected and rolled
back. The mechanism to detect deadlocks isto find aloop
among transactions and locks.

3.5. Implementation components

Figure 2 shows the architecture overview of our imple-
mentations. We insert new modules in to both iSCSI ini-
tiators and iSCS| targets. Our implementation is based on
the ext2 file system. The metadata and file data stored on
storage devices are intact.

In iSCSI initiators, vfsis used between the upper level
system call layer and the lower level iSCSI layer. we have
inserted following two modules into the kernel of iSCSI
initiators.

e iSCSI client module is actually a modified ext2 file
system module. It manages transactions and various
metadata and normal data locks.

e Initiator cache manager module manages a dedi-
cated buffer cache for theiSCSI client module. It sup-
ports callback mechanism to assure cache consistency.
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Figure 2. Overview of the architecture

An iSCSI target is responsible for maintaining active
transactions, maintaining opened files, supporting call-
backs for cached physical blocks, and so on. IniSCSI tar-
gets, we have inserted following three modules into iSCS|
targets' kernel.

e Metadata lock manager module manages lock re-
quests for metadata objects mentioned in Section 3.1.
It handles deadlock detection and resol ution caused by
metadata locking requests.

e File lock manager module manages transaction re-
quests, file open/close requests, and block group lock
requests. It is also responsible for deadlock detection
and resolution.

e Target cache manager module maintains callback
records for physical blocks cached at iSCS initiators.
When thereisa SCSI CDB with write command trig-
gering callbacks, this module is aso responsible for
suspending the write command until all confirmations
for callback requests are received.

4. Simulation Results

We use network simulator ns-2 to simulate network en-
vironments. Our schemes areimplemented as modules run-
ning on host nodesin ns-2. Theimplementation isbased on
the ext2 file system as described in Section 3.5. Weimple-
ment application-level iSCSI initiators and iSCSI targets,
which contain components as presented in Section 3.5.

Table 3 shows the parameters we used for SCSI disk
modules in all of our simulations. These parameters are
following the specification of Seagate Cheetah 15K.3
family disk drives. However, no cache of disk modules

Laverage of 49 to 75 Mbytes/sec
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Table 3. Parameters of SCSI disk modules

Average Latency 2.0 msec
Average Read Seek Time 3.6 msec
Average Write Seek Time 3.9 msec

Internal Transfer Rate | 62 Mbytes/sec!

is assumed in our simulations. Once a Read/Write
command leaves the waiting queue on an iSCSl tar-
get for execution, the delay for Read/Write access
one block of data is computed as Delayreadwrite
AverageLatency +  AverageSeeKTimeread write
BlockSze/Internal Transfer Rate.

In our simulations, we let iSCSI drivers on iSCSI ini-
tiators send a SCSI CDB for every physical block. iSCSI
targets process requests, including locking requests and
read/write requests, sequentially.

+

4.1. Scheme Overhead

In order to investigate the overhead of our concurrency
control and cache consistency scheme, we run simulations
for single sequential writing of asinglefile. The operations
are run as a single transaction as defined in Section 3.4.
The file size we used in these simulations is 100MB. For
writing of each physical block, we assume that each physi-
cal block should be read from itsiSCSI target first and then
written back. We have run this simulation for several dif-
ferent network configurations. Due to space limit, we only
show the result that we get under one configuration. Fig-
ure 3 shows the composition of transaction time under this
configuration. We use different sizefor physical blocksand
different size for block groups defined in Section 3.2. For
certain block group size, the total transaction time will de-
creaseasthe physical block sizeincreasing. Thisisbecause
larger physical block size requiresless number of transmis-
sion and hence saves propagation delay. On the other hand,
when using the same physical block size and varying block
group size, the time spent on normal data locks decrease
as we increase block group size. Larger group size would
require less number of locking requests.

4.2. Effectiveness of Caching

In our design, physical blocks are cached in iSCSI ini-
tiators buffer cache to improve performance. Our next set
of simulations is trying to understand the effectiveness of
such caching as the environment of iSCSI extending from
LAN to WAN. In addition, we also try to investigate what
are the major factors affecting effectiveness of caching and
how.

In order to reflect file access patterns of real world, we
use trace data generated from modified TPC-C benchmark
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Figure 3. Composition of total transac-
tion time for sequential access with band-
width=100Mbps and latency=1msec

of the Transaction Processing Performance Council (TPC).
The TPC-C benchmark is an OnLine Transaction Process-
ing (OLTP) benchmark for database systems. We adapt this
benchmark to generate file access traces. TPC-C bench-
mark involves a warehouse management database with 9
relation tables. We view each relation table as afile storing
fix-sized records consecutively. TPC-C benchmark has 5
different transactionsin SQL. For each transaction, we only
trace thelocation of real reading or writing of recordsin the
table files. We totally ignore additional database metadata
such asindex for keysin real database systems. For atrans-
action involving one or more than one table files, al table
files are opened with proper mode before any reading or
writing of data blocks.

Network bandwidth and latency are two potential factors
that could affect effectiveness of iSCSI initiator caching.
We set up a configuration of TPC-C with 4 warehouses.
Each warehouse has 10 distinct districts. There are a num-
ber of customers registered to a district. Initially, we gen-
erate information to load the 9 table files. After loading
initial data, the size of these 9 files range from over 380B
to 120MB. We collect trace data from one client terminal,
which is bond to one of the 4 warehouses. There are 200
transactions generated from this client terminal. The dis-
tribution of these transaction is 45% new order, 43% pay-
ment, 4% order status, 4% delivery, and 4% store level.
In this set of simulation, we use 4K as physical block size
and 1 as block group size. In Table 4, we show the com-
parison of with and without iSCS| initiator caching. The
network bandwidth is 100Mbps and the network latency is
1msec. There are 724888 blocks accessed from cache. We
also run simulationsfor other network configuration, which
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Table 4. Comparison of w/ and w/o iSCSI
initiator caching bandwidth=100Mbps la-
tency=1lmsec

Time (sec) w/ cache | w/o cache
reading blocks 29.5 5785.5
total 50.2 5806.3

show the performance will be intolerable without caching
asiSCSI-based systems extend to WAN.

Our cache consistency scheme employs callback mech-
anism. A SCSI write command will be blocked at an iSCSI
target until all response for callback requests are received.
Therefore, access patterns for blocks will affect effective-
ness of caching and performance of caching consistency
control scheme. Still using the aforementioned TPC-C con-
figuration, we run simulations three times with 2, 3, and 4
client terminals, respectively. Each simulation is run for
3600 seconds. In each simulation, only one client is re-
peatedly writing 10 physical blocks. For the other clients,
they are repeatedly reading the same 10 physical blocks.
Each reading and each writing is a single transaction, so
no deadlock could happen. The result show that as the
number of concurrent readers increases, the single writer
spends more time on getting block from iSCS target. This
is caused by two reasons. First, with higher concurrency,
writing command conflicts more with reading command.
Secondly, with more reader, there is a higher chance that
when a write command is sent, a copy of the requested
block is cached on some other clients.
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1 Introduction

In this note, we introduce DataSpace Archives. DataSpace Archives are built on top
of DataSpace’s DSTP servers [2] and are designed not only to provide a long term
archiving of data, but also to enable the archived data to be discovered, explored,
integrated and mined.

DataSpace Archives are based upon web services. Web services” UDDI and WSDL
mechanisms provide a simple means for any web service client to discover relevant
archived data [7]. In addition, data in DataSpace Archives can carry a variety of XML
metadata, and the DSTP servers which underly the DataSpace Archives provide direct
access to this metadata.

Unfortunately, web services today do not provide the scalabilty required to work
with large remote data sets. For this reason, DataSpace Archives employ a scalable
web service we have developed called SOAP+.

As the amount of data grows, the ability to explore and browse remote and dis-
tributed archived data will become more and more important. For this reason, a
requirement of DataSpace Archives is that they support direct browsing of the data
they contain, without the necessity of first retrieving the data and then opening a lo-
cal application. DataSpace Archives also support a type of distributed database keys,
which are described below and which enable data sets in different DataSpace Archives
to be easily integrated.

Finally, DataSpace Archives use emerging internet storage platforms, such as IBP
[1] and OceanStore [6], as a basis for providing long term storage, long past the demise
of any individual disk or server.
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2 The DataSpace Transfer Protocol (DSTP)

In previous work we have developed a protocol called the the DataSpace Transport
Protocol or DSTP [2]. Data in DataSpace Archives can be accessed directly using
DSTP or indirectly using web service based DSTP operations. Here is a quick summary

of DSTP.

Data model. Data accessible via DSTP servers form a distributed collection of
attribute-based data (in contrast to the file-based data that is usually available in data
archives) that we refer to as DataSpace. At the simplest, data in DataSpace consists
of records which may be distributed across nodes either vertically (by attributes) or
horizontally (by records). Data records and data attributes are joined using universal
keys, which are described next.

Universal Keys. One of the novel aspects of DataSpace is that certain attributes can
be identified as universal (correlation) keys or UCKs by associating globally unique IDs
or GUIDs to them. The assumption in DataSpace is that two distributed attributes
having the same universal keys, as identified by their GUIDs, can be joined. This
simple mechanism enables DataSpace to support vertically partitioned data, that is
data records whose attributes are geographically distributed across DSTP servers.

In addition, universal keys may be attached to data sets and, in this way, data sets
may be horizontally partitioned. In other words, data records may be geographically
distributed across DSTP servers.

Metadata. The DataSpace infrastructure provides direct support for metadata. Each
data set and each attribute can have metadata associated with it. In general, we assume
that the metadata is in XML. Some DataSpace applications, with large amounts of
metadata, use alternate formats for metadata for greater efficiency.

Data Access. DSTP-based access to data is via SOAP /XML or what we call SOAP+.
SOAP+ is a variant of SOAP we have developed which employs a separate SOAP /XML-
based control channel together with a data channel which employs a streaming protocol
for moving large amounts of data or metadata efficiently. Depending upon the request,
DSTP servers may return one or more attributes, one or more records, or entire data
sets. DSTP servers can also return metadata about data sets or a list of universal keys
associated with a data set. Each DSTP server has a special file called the catalog file
containing XML metadata about the data sets on the server.

AAA Model. The default access and security model in DataSpace s a web-based
instead of a grid-based access mechanism. The difference is how authentication, au-
thorization, access (AAA) are handled. For long term stewardship, mechanisms to
manage AAA are quite challenging. The default assumption in DataSpace is that data
is open to anyone with a browser. Clearly, many data sets require some type of AAA
infrastructure. In these cases, a AAA infrastructure can be implemented using of the
standard approaches, such as Globus GSI, IETF SSL/TLS, etc.
DSTP clients and servers support the following services:
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e Discovery queries. Discovery in DataSpace is via web service’s WSDL and UDDI
mechanisms. This provides a standards based discovery mechanism for the dis-
covery of data sets, data attributes, metadata, etc.

e Metadata queries. DSTP servers automatically create XML metadata about the
data they serve and provide a simple mechanism for user supplied metadata.
DSTP Clients can request attribute based metadata, data set based metadata,
or metadata summarizing all the datasets managed by the DSTP server. For
example, metadata associated with an attribute typically contains the number
of data records on the DSTP server associated with that attribute, a description
of the attribute, the min and max values, and perhaps the providence of the
attribute.

e UCK queries. Several DSTP operations are based upon universal keys or UCks.
For example, a DSTP client can request all UCKs from two distributed DSTP
servers, set a UCK, and then request all attributes associated with that UCK to
join vertically partitioned data. Similarly, a DSTP client can request the UCKs
from two distributed DSTP servers associated with data sets on the server, set a
data set UCK, and retrieve all data records associated with that UCK to merge
two horizontally partitioned data sets.

e Range based queries. DSTP client and servers support range based queries.
Ranges may be determined using a single UCK or using several UCKs.

e Server side sampling. It is easy for DSTP Servers to overwhelm DSTP Client
applications with data. The DSTP servers support server side sampling so that
the appropriate amounts of data can be returned.

e Support for missing values. DSTP servers and clients support missing values as
a primitive data type. This is important for exploratory data analysis and many
data mining applications.

3 DataSpace Archives

We define a DataSpace Archive to consist of one or more DataSpace DSTP servers
with the following the additional structure:

e [nternet-based, replicated storage. Since we cannot guarantee over long periods
of time that DSTP servers will be backed up and that the hardware will be
maintained, we have decided instead to rely, in part, on distributed, replicated
internet based storage, such as that provided by the OceanStore Project [6] or an
Internet Backplane Protocol enabled storage system [1]. We are not suggesting
that either of these two projects is ready yet to provide the type of long term
storage required for archiving data, but rather that, in principle, this type of
approach may play a role in helping to ensure the long term survival of data.
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o XML based metadata. DSTP servers have a mechanism for attaching auxiliary
information, such as XML metadata, to data sets. For example, PMML data
may be attached to data sets in DSTP servers. The Predictive Model Markup
(PMML) Language is an XML based markup language for working with sta-
tistical and data mining data sets and models [3]. It can be used to describe
data attributes, data mining attributes, and some common transformations used
for preparing data for analysis and mining. Maintaining data over long peri-
ods of time is made more complex by the many transformations, normalizations,
and aggregations that are generally part of data prepration. The assumption in
DataSpace Archives is that these are done using the transformations specified by
an open XML-based standard, such as PMML.

e Physical replicas. In practice, one of the most durable mechanisms for preserving
data is paper, as well as other durable materials such as metal or stone. Al-
though neither practical nor desirable in many cases, it is still useful to be able
to associate physical replicas with DataSpace data sets. If an ID (bar code, ra-
dio frequency ID, etc.) is attached to the physical replica, then this ID may be
associated with the data set in a DataSpace Archive. More generally, GUIDS
of various types may be associated with attributes and data sets in DataSpace.
These can be used so that reports, laboratory books, disks, tapes, etc. can be
associated with attributes, collections of attributes, and data sets in DataSpace.

4 Implementation and Experimental Studies

To understand some of the stewardship issues associated with DataSpace Archives, we
have taken the data sets in the University of California at Irvine Knowledge Discovery
in Databases Archive (UCI KDD Archive) [5] and created a DataSpace Archive using
them. This is available on line at data.dataspaceweb.org.

Prior to the DataSpace Archive which we created, the only way to retrieve data
from the UCI KDD Archive was via ftp. Moreover, as far as we are aware, the UCK
KDD Archive was available on only a single server. Using a DataSpace Archive, UCI
KDD data can now not only be directly viewed, but in addition, it can be explored
with simple exploratory data analysis operations. In addition, XML based metadata
is readily available.

We have also integrated the DSTP server with the Internet Backplane Protocol or
IBP [1], which provides a baseline replication of the physical storage underlying the
DSTP server. We are currently exploring additional internet based storage approaches
in order to improve the long term survival of the data, such as OceanStore [6]. We
have not implemented any physical replicas yet.

Finally, we note that DataSpace’s support for UCKs allows UCK KDD Archive
data to be integrated and correlated with other DataSpace data for the first time.
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Number DSTP: DSTP: Speed-up
Records SOAP /XML SOAP/XML+

(sec) (sec)
10,000 0.65 0.21 3.10
50,000 177 0.72 245.83
150,000 673 125 5.38
375,000 3078 301 10.23
1,000,000 21121 823 25.66

Table 1: DSTP servers have two modes for data access. One mode uses SOAP /XML,
which works for small data sets, and (small) metadata. The other mode uses a new
protocol called SOAP+ with seperate control and data channels which scales much
better for large and complex data sets.
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Figure 1: We have put most of the data from the UCI KDD data sets into DataSpace
Archives. This figure illustrates the results of browsing one of the UCI KDD data sets
and graphing the results.
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5 Summary and Conclusion

In this note, we have introduced DataSpace Archives, which are archives for data sets
built on top of DataSpace’s DSTP servers. DataSpace Archives are designed to support
the long term archiving of data in a format in which it is easy to browse and explore
the archived data. In addition, DataSpace Archives enable geographically distributed
data to be integrated, even if the data comes from separate data sets. In general,
most current archives provide ftp access to data, but do not support the browsing,
exploration, and integration of large quantities of remote and distributed data.

We have implemented DataSpace Archives on top of Version 3.0 of DataSpace
and created an archive containing the University of California at Irvine Knowledge
Discovery in Databases Archive.

We are currently creating a DataSpace Archive containing approximately a hundred
data sets and about a Terabyte of data in order to test these ideas further.

We are also currently improving the internet based replicated storage for DataSpace
Archives, as well exploring additional mechanisms to ensure that long term survival of
the data is possible, such as the use of physical replicas for important data sets.

We are also working with the Data Mining Group [4] to standardize web services for
data discovery, data integration, and data mining so that DataSpace Archives remain
open and non-proprietary.
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Abstract

Promote-IT is an efficient heuristic scheduler that provides QoS guarantees for
accessing data from tertiary storage. It can deal with a wide variety of requests and
jukebox hardware. It provides short response and confirmation times, and makes good
use of the jukebox resources. It separates the scheduling and dispatching functionality
and effectively uses this separation to dispatch tasks earlier than scheduled, provided
that the resource constraints are respected and no task misses its deadline.

To provethe efficiency of Promote-1T weimplemented aternative schedul ers based
on different scheduling models and scheduling paradigms. The evaluation shows
that Promote-IT performs better than the other heuristic schedulers. Additionally,
Promote-IT provides response-times near the optimum in cases where the optimal
scheduler can be computed.

1 Introduction

Today multimedia data is generally stored in secondary storage (hard disks) and is from
there delivered to the users. However, the amount of storage capacity needed for a multi-
media archiveis large and constantly growing with the expectations of the users. Tertiary-
storage jukeboxes can provide the required storage capacity in an attractive way if the data
can be accessed with real-time guarantees.

A jukebox! is a large tertiary storage device that can access data from a large number
of removable storage media (RSM, for example DVDs or tapes) using a small number of
drives and one or more robotsto move RSM between their shelvesand the drives. A central
problem with this setup is that the RSM switching times are high, in the order of tens of
seconds. Thus, multiplexing between files may be many orders of magnitudes slower than
on a hard drive, where it takes only afew milliseconds. The second important problem is
the potential for resource contention that results from the shared resources in the jukebox.

1We use the term jukebox to refer to any type of Robotic Storage Library (RSL)
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Our hierarchical multimedia archive (HMA) is a service that provides flexible real-time
access to data stored in tertiary storage. The HMA can serve complex requests for the
real-time delivery of any combination of media files it stores. A request consists of a
deadline and a set of request units for individual files (or part of files). Such requests can
for instance result from a database query to compile a historical background for news on-
the-fly, or from a personalized entertainment program consisting of music video clips. The
HMA can also be used to provide real-time guarantees in the access of scientific data, e.g.,
earth measurements, weather forecast. In the latter cases it is especially important to be
ableto tell the users in advance when the data will be available in secondary storage.

Tertiary storage plays an important role in supercomputing environments and scientific
computing. Essential to these environments is the capacity to deal with petabytes of data
that must be easily accessibleto geographically distributed scientists. The storage hierarchy
that stores the data must be transparent to the users, except for the delays of accessing data
in tertiary storage. The IEEE Mass Storage System Reference Model [7] describes the
characteristics such systems should posses. Multiple hierarchical storage management
(HSM) systems have been developed, both conforming to the reference model and prior
to it. Some examples are the High Performance Storage System (HPSS) of the National
Storage Laboratory [23], and the Storage and Archive Manager File System (SAM-FS)
of Fujitsu [9]. The openness of the reference model permits to include specific real-time
services as future interfaces [23]. However, no HSM so far supports real-time services.
Our HMA can be incorporated in the reference model as a Sorage Server component.

The HMA uses secondary storage as a buffer and cache for the data in its tertiary-storage
jukeboxes. The jukebox scheduler is the key component of the HMA that guarantees the
in-time promotion of datafrom tertiary storage to secondary storage. Apart from providing
real-time guarantees, the scheduler also tries to minimize the number of rejected requests,
minimize the response time for ASAP requests, minimize the confirmation time, and opti-
mize hardware utilization.

We use a new design of jukebox schedulers, where the scheduling and dispatching func-
tionality are clearly separated. This separation alows us to improve the performance of
the system, because the optimality criteria of both functions are different. The goal of the
schedule builder is to find feasible schedules for the requested data. Thus, the scheduler
triesto build schedules as flexible as possible and is hot concerned about the optimal use of
the resources. The dispatcher, instead, is concerned about utilizing the jukebox resources
in an efficient manner. We introduce the concept of early dispatching, by which a dis-
patcher can dispatch the tasks earlier than scheduled as long as the resource constraints are
respected and no task missesits deadline.

The first step to build an efficient scheduler is to understand the scheduling problem thor-
oughly. On the one hand, we model the hardware and identify the parameters that define
the hardware behavior. Our model is flexible and can represent any present and expected
future jukebox hardware. On the other hand, we formalize the scheduling problem using
scheduling theory so that its characteristics and complexity can be analyzed, and the prob-
lem can be classified and compared with other scheduling problems. Given the complexity
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of the scheduling problem we are dealing with, there are many different ways in which it
can be model ed.

The most important of these models is the minimum switching model, which models the
problem as a flexible flow shop with three stages—load, read, unload. The model uses
shared resources to guarantee mutual exclusion in the use of the jukebox resources. This
model puts only a small restriction on the utilization of the resources, which additionally
resultsin better use of the resources and system performance. The model requires that once
an RSM isloaded in a drive, al the requested data of the RSM is read before the RSM is
unloaded. Thus, the schedules that can be built with this model have a minimum number
of switches.

Promote-IT is based on the minimum switching model. For every incoming request it
builds a new schedule that includes all the previously scheduled request units plus the
request units of the new request. It uses an efficient heuristic algorithm to find a solution
to an instance of the minimum switching model on-line. Promote-IT can deal with any
type of request and jukebox hardware. Additionally, it provides short response times and
confirmation times, and makes good use of the jukebox resources.

We defined different scheduling strategies for Promote-IT, which vary in the way in which
the jobs are added to the schedule. These strategies can be classified as Front-to-Back
(earliest deadline first (EDF) and earliest starting time first (ESTF)) and Back-to-Front
(latest deadline last (LDL) and latest starting time last (LSTL)). When using Front-to-
Back, each job is scheduled as early as possible, while with Back-to-Front, each job is
scheduled as |ate as possible. When using Back-to-Front, Promote-I T profits strongly from
the separation of scheduling and dispatching. The scheduler creates schedules with idle
times that are used by the dispatcher to dispatch tasks early. This combination proves
useful in many cases, especially when the use of a shared robot is the bottleneck in the
system.

The rest of the paper is organized as follows. Section 2 discusses related work. Section 3
presents some more details about Promote-1T. Section 4 evaluates Promote-1T, comparing
it's capabilities and performance with that of other schedulers. Finally, Section 5 concludes
the paper.

2 Redated Work

We first discuss two schedulers that can be used in a HMA. In Section 4 we compare the
performance of these schedulers with that of Promote-IT. Later in this section we briefly
discuss schedulers for more simpl e requests, schedul ers with unsolved contention problems
and schedulers for discrete-media.

Lau et a. [15] present an aperiodic scheduler for Video-on-Demand systems that can use
two scheduling strategies: aggressive and conservative. When using the aggressive strategy
each job is scheduled and dispatched as early as possible, while when using the conserva-
tive strategy each job is scheduled and dispatched as late as possible. These two strategies
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are similar to the EDF and LDL strategies that we use in Promote-IT. An important differ-
ence between the strategies of Lau et al. and Promote-IT isthat their strategies dispatch the
tasks in the same sequence and time as assigned in the schedule. Thus, the conservative
strategy performs poorly, because it leaves the resources idle, even when there are tasks
that need executing. Another important difference is that their algorithm handles the jobs
to include in the schedule as formed by a read task and a switch task. The switch task is
scheduled as a unity, although it involves unloading the RSM loaded in the drive and load-
ing the new RSM. Lau et a. assume that all the drives are identical and that the switching
time is constant, independently of the drive and shelf involved. The former assumption is
reasonable in many jukeboxes, but makes the algorithm difficult to generalize to the case
with non-identical drives. The latter assumption is not reasonable in most of the large juke-
boxes and forces the use of worst-case switching times when building the schedules. Using
more accurate switching times provides better schedules.

Federighi et al. [8] use requests similar to those of the HMA. In their system the videos
may be stored in multiple objects, with different sound tracks and subtitles corresponding
to each video. The requests in their system have soft deadlines, e.g., the data should be
available at around eight o' clock. Federighi et al. are mainly concerned about balancing
the load on distributed video file servers, which are placed near the users[2]. An important
difference with our approach is that, even if the requests consist of multiple objects, the
playback only begins once all the objects are available at the video file servers. We refer to
thistype of approach as Fully-Saged-Before-Sarting (FSBS).

There are multiple proposals for scheduling continuous data stored in one RSM [4, 6, 5,
21, 25, 11]. The main difference among these proposalsis whether the data should be fully
staged before starting, streamed directly to the user, or pipelined (i.e., the data of arequest
can be consumed while other data of the request is being staged). We show in our work
that pipelining the datais the best approach.

Various authors try to solve the problem of providing access to data contained in multiple
RSM, however their schedulers suffer from unsolved contention problems [1, 16, 12, 3].
Therefore, these schedulers cannot guarantee that the real-time deadlines are always met.
We analyze the faults in these schedulersin [17].

There are numerous proposal s for scheduling requests for discrete data [24, 10, 22, 19, 20].
The goal of these schedulers is to minimize the average response time. In all cases, the
conclusion is that as much data as possible should be read from an RSM when the RSM
isloaded in the drive. These results support the minimum switching model that we usein
Promote-IT.

More et a. [20] are concerned with performing queries on data that is stored in multiple
tapes. Thus, a query may have multiple request units without real-time constraints. Their
goal isto minimizethe response time of each query. They model the scheduling problem as
atwo-machine flow-shop with additional constraints. In their model, the unload and load of
atape are coupled. They proposethelongest transfer-timefirst (LtF) algorithm that for each
guery starts reading first the data of the sub-queriesthat require the longest transfer time. If
there are multiple sub-queries for the same tape they use the SORT algorithm proposed by
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Hillyer et al. [13] to decide the order in which the sub-queries should be read. Therationale
behind the LtF algorithm isthat while the data of the longest sub-query is being read, there
Istimeto switch the tapes on the other drives and read the data corresponding to the shorter
sub-queries. Through analytical analysis and simulationsthey show that LtF provides short
response times.

In our HMA we can represent the type of requests More et al. are concerned with as a
reguest with multiple request units with the same delta deadline (see Section 3 for details
about therequest of theHMA). The strategies of Promote-IT that use the latest starting time
as parameter to sort the jobs build similar schedules to those of LtF for thistype of requests,
evenif thelength of thetransfer isnot the scheduling parameter used by Promote-IT. Given
a set of RSM with the same deadline and different transfer times, the ones with longer
transfer times will have earlier latest-starting-times. Thus, these strategies of Promote-IT
will also schedule the RSM to begin earlier.

3 PromoteI T

A request r;, which a user issues to the Hierarchica Multimedia Archive, consist of a
deadline and a set of /; request units w;; for individual files (or part of files). The request
can represent any kind of static temporal relation between the request units. Formally we
express the user request structure in the following way:

r; = (cil, asap,;, maxConf,, {u;1, wa, . .., uy, })

uij = (Adij, mij, 0ij, sij, bij)

The deadline d; of the request is the time by which the user must have guaranteed access
to the data. The flag asap, indicates if the request should be scheduled as soon as possible.
The user may specify no deadline (d; = oo) if the only restriction is that the request should
be scheduled ASAP. The maximum confirmation time maxConf, is the time the user is
willing to wait in order to get a confirmation from the system, which indicates if the request
was accepted or rejected. The system must provide a confirmation before making the data
available, so maxConf; < d;.

The relative deadline of the request unit Aciij is the time at which the data of the request
unit should be available, relative to the starting time of the request. The other parameters of
the request unit m;;, o;;, s;; and b;; represent the RSM where the data is stored, the offset
inthe RSM, the size of the data, and the bandwidth with which the user wants to access the
data, respectively.

The starting time of the request must not be later than its deadline, so st;, < dy. If the
request is ASAP, the scheduler assigns the request the earliest possible starting time st
that will allow it to be incorporated into the system. Thus, the scheduler must find the
minimum starting time st;, that makes ¢/’ schedulable, where I/’ is the set of request units
that need scheduling. The scheduler tries different candidate starting times sty and selects
the earliest feasible st7. assigns it the starting time corresponding to its deadline. If the
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deadline of the request cannot be met, then the scheduler puts the request in the list of
unscheduled requests until it can schedule it or maxConf, is reached and the request is
rejected.

The structure of the scheduling algorithm of Promote-IT is the following:

1. Generate a candidate starting time st and update the deadline of each request unit
so that di; = sti + Ady;. The algorithm uses a variation of the bisection method for
finding roots of mathematical functions.

2. Model U/’ as an instance of the minimum switching model. We represent the instance
of the problem by the set 7 of jobsto schedule.

3. Compute the medium schedules. For each RSM, compute m medium schedules—
one MS for each drive. Set the parameters of the duration and deadline of the read
tasks 75; to the corresponding values of the computed MS

4. Compute the resource assignment. The algorithm must incorporate eachjob J; € J
into the schedule. If the algorithm succeeds in finding a valid resource assignment,
the output of this step isafeasible schedule S*; otherwise S* = (). The pair (57, st})
isincorporated into the list of analyzed solutions.

5. Repeat from step 1 until the bisection stop-criteria is fulfilled for the list of can-
didates, i.e. the time difference between the last unsuccessful and first successful
candidate is smaller than athreshold.

6. Select the best solution. The best solution is the earliest candidate starting time for
which step 4 could compute a feasible schedule (min{st; | S* # 0}). If thereisno
such st}, the request 7, is placed in the list of unscheduled requests to be scheduled
at alater time. Otherwise, the scheduler confirms the starting time st,, to the user and
replaces the active schedule with the new feasible schedule.

In the minimum switching model we limit the number of jobsto one per RSM. This model
requires that all the requested data from an RSM must be read before the RSM is unloaded
from a drive. The processing environment of our model is a flexible flow shop with three
stages (F'F3). Thefirst stage isto load an RSM to a drive, the second stage is to read the
datafrom an RSM and the third is to unload the RSM. The jobs to be processed are of the
form J; = {T1;, T»;, T3, }, with one task for each stage.

Both the drives and robots may all have different characteristics. Therefore, the processors
at each stage are modeled as unrelated. In thefirst stage there are | processors representing
the [ loader robots. In the second stage there are m processors representing the drives.
In the third stage there are u processors representing the unloader robots. The robots in
the first and third stage may have some elements in common and in the worst case all
the elements will be the same: when all robots are able to load and unload. Because the
robots may be limited to serve only a subset of drives and shelves, there are jobs that can
be executed only in a subset of resources. In the model we indicate this by using machine
eligibility restrictions.
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The processing time of areading task 75, is determined by computing a separate schedule
for all request unitsthat are grouped into .J;. We call this schedule for an RSM a Medium
Schedule (MS). An M'S determines in which order the data must be read once the RSM is
in the drive. Asthe drives may be non-identical, we compute a separate M S for each drive.
The optimization criterion for an MS is to maximize the time at which the RSM has to be
loaded in adriveto start reading datafrom it, in such away that the deadlines of the request
units are met. In other words we want to determine the latest possible starting time of the
read. If the RSM is already loaded in a drive, the goal isto read the requested data before
the RSM must be unloaded.

In step 4 we use a branch-and-bound algorithm to prune the tree of possible assignments
of jukebox resourcesto thejobsin 7. The branch-and-bound agorithm uses the best-drive
heuristic to choose which drive will be tried first to schedule a job and prune from the
tree the branches corresponding to drives which offer a worse solution. When pruning the
tree, the algorithm may be throwing away a feasible solution that an optimal scheduler
would find. But searching the wholetree of solutionsis computationally unacceptable. For
comparison, we have also implemented an optimal scheduler, but it can take up to several
daysto compute afeasible schedule for one new request, in contrast to the few milliseconds
needed by Promote-IT.

The jobs are incorporated to the schedule using any of the four strategies presented in Sec-
tion 1. None of the strategies is absolutely better than the others, because each strategy
can find schedules that cannot be found by the others. However, ESTF performs best in
most cases, and when the system load is very high it is convenient to use LDL. The dif-
ference in performance between the different strategiesis small when compared with other
schedulers. Therefore, in the next section we use only ESTF and LDL as representatives of
Promote-IT.

4 Evaluation

To prove the efficiency of Promote-IT, we implemented alternative schedulers based on
different scheduling models and scheduling paradigms. On the one hand, we designed two
new schedulers. the jukebox early quantum scheduler (JEQS) and the optimal scheduler.
On the other hand, we extended some heuristic schedulers proposed in the literature (see
Section 2): the extended aggressive strategy, the extended conservative strategy and Fully-
Saged-Before-Sarting (FSBS). Our extensions are able to deal with the requests used in
the HMA, and with jukeboxes with different drive models and multiple robots. Further-
more, they do not assume constant switching and reading times. The extended schedulers
have better properties than the original ones, while still keeping the features of the original
schedulers that we consider most important to evaluate.

The jukebox early quantum scheduler (JEQS) is a periodic scheduler. The basic heuristic
used by a periodic scheduler is to represent the requests as periodic tasks. A restriction
of periodic schedulers is that they can be used only for some special use cases of HMA,
as Video-on-Demand, because they are unable to deal with complex requests. Addition-
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aly, periodic schedulers have serious problems in avoiding resource-contention problems.
JEQS solves these problems by using the robots and drivesin a cyclic way. The robot ex-
changes the contents of each drive at regular, fixed intervals. Thisresultsin a cyclic use of
the drives, which are dedicated to reading data of an RSM while the other drives are being
served by the robot. To our best knowledge, JEQS is the only correct periodic jukebox
scheduler. The other periodic jukebox schedulers presented in the literature do not deal
correctly with the resource-contention problem.

JEQS usesthe scheduling theory on early quantumtasks (EQT) presented in [14]. An early
quantum task is atask whose first instance is executed in the next quantum after its arrival
and the rest of the instances are scheduled in a normal periodic way with the release time
immediately after the first execution. Although, JEQS is generally able to start incoming
requests in the next cycle of adrive, its performance is much worse than that of any of the
aperiodic schedulers.

The optimal scheduler is a scheduler that computes the minimum response time for each
incoming request. The objective of this scheduler is to be used as a baseline for evaluat-
ing the quality of the heuristic schedulers. The optimal scheduler cannot be used in a redl
environment due to its computing-time requirements. The computing time increases expo-
nentially with the complexity of the requests and the system load. Therefore, we can only
useit for evaluation of small test setsand relatively low system load. The comparisons that
we performed show that the performance of Promote-IT is near the optimum, at |east under
these special testing conditions.

The simulations shown in this section were performed with JukeTools [18], using in each
case representative jukebox architectures and request sets. Except when evaluating the
optimal scheduler, the size of the cache is 10% of the jukebox capacity. The number of
requeststhat can be handled by the schedulersin each of the examples shown depend on the
request set and the hardware used. In each of the individual comparisons all the schedulers
use the same request set and hardware simulation. Aswe show, some schedul ers can handle
load better than others, and in general the load shown in the graphics is determined by the
load that can be handled by the most restrictive scheduler being compared.

Figure 1(a) compares the response time of aperiodic and periodic schedulers. Aperiodic
scheduling is represented by Promote-IT and FSBS, periodic scheduling by JEQS. In this
comparison the performance of Promote-IT is representative for the performance of the
extended aggressive strategy and extended conservative strategy, because the difference
in performance among these schedulers is negligible when compared with the difference
among Promote-1T, FSBS and JEQS. For JEQS we consider two variations: scheduling
normal quantum tasks (shown in the plots as ‘ JEQS') and scheduling only EQTs (shown
inthe plotsas * JEQS only EQTS'). We use FSBS in this comparison, because even though
FSBSisvery simplein many casesit performs better than JEQS. FSBS has asimilar behav-
ior to a First-Come-First-Serve schedul er, which virtually means that no serious scheduling
isdone. It first serves arequest completely and only then it provides access to the data of
the request.
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Figure 1. Aperiodic vs. periodic scheduling.

Figure 2: Pipelining vs. full staging. Mean Response Time.
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Therequest set consistsof 1000 ASAP requeststhat follow a Zipf distribution. Each request
corresponds to one long-video file, because of the restrictionsimposed by JEQS. To be able
to use JEQS the request must be only for data stored in one RSM in a contiguous fashion.
Additionally, JEQS needs the data to be continuous-media. When using Promote-IT the
request is split in request units of 100 MB in size. The requests cannot be rejected, i.e.,
deadline and maximum confirmation time are infinite. The data in the jukebox is stored in
double-layered DVDs and each video is stored completely in one disk. However, one disk
may store multiple videos.

The jukebox has four identical DVD drives and one robot. The load time is between 21.8
and 24.8 seconds, while the unload time is between 14.3 and 17.4 seconds. The drives use
CAV technology and have atransfer speed that ranges between 7.96 and 20.53 MBps and
amaximum access time of 0.17 seconds.

The response time of Promote-IT is much shorter than the response time of JEQS. Asthe
system load increases, the performance of FSBS is also better than that of JEQS. JEQS
uses the resources poorly, because it performs multiple switches for reading data from an
RSM. In contrast, Promote-IT and FSBS use the resources efficiently by performing the
minimum amount of switches required to read the data.

The confirmation time of the aperiodic schedulers is shorter that that of JEQS (see Fig-
ure 1(b)). The main difference can be seen with * JEQS only EQTS', because this schedul er
walits to accept a request until it can schedule it as an EQT. As the system load increases,
the possibilities of accepting arequest as an EQT diminish drasticaly.

Periodic schedulers have aclear advantage over aperiodic schedulersin the computing time,
because they just need to evaluate a couple of formulaeto decideif arequest is schedulable.
However, this advantage is not visible to the end user, who notices only the response time
and the confirmation time. When evaluating the performance of the optimal scheduler, we
will show that the computing time becomes an important parameter when it influences the
confirmation time.

We conclude that periodic scheduling is abad technique for scheduling ajukebox, because
even the FSBS scheduler—which is extremely simple—in many cases performs better than
JEQS. The bad performance of JEQS is not a characteristic of this particular scheduler,
but isintrinsic to any periodic jukebox scheduler. A periodic scheduler either needs to use
the robot in a cyclic way, or take into account the worst-case time for robot contention in
the execution time of the tasks. Therefore, when using a periodic scheduler, the best-case
starting time for a request that does not produce a cache-hit is the maximum time needed to
switch all thedrives, even if the system load isvery low and al drivesareidle. In the same
scenario, the starting time for Promote-1T isin most cases just the time to load the RSM in
the drive and read the data of the first request unit. For FSBS it is the time needed to stage
all the data of the request.

The response time of Promote-IT is aso shorter than that of FSBS, as can be seen in
Figure 1(a). FSBS stages the whole file before giving access to the user. Therefore, the
response of FSBS has as lower limit the time to buffer the whole file, while the lower limit
for Promote-IT isthe time to buffer the first request unit.
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Figure 3: Early vs. conservative dispatching

Moreover, Figure 2 shows that the difference in performance between Promote-IT and
FSBS is even bigger when the data of a request is stored in multiple RSM. In this case,
FSBS needs to perform multiple switches before giving access to the data, while in most
cases Promote-IT only needs to perform one switch to read the data corresponding to the
first request unit and the rest of the switches are performed at a later time, when the sched-
uler finds time for them. In this case the data in the jukebox consists of 30% long videos,
30% short videos, 30% music and 10% discrete data. The requests follow that pattern as
well. The data of arequest may be stored in multiple RSM.

Figure 3(a) compares the response time of Promote-1T and the extended conservative strat-
egy (denoted as’ Conservative'). The main difference between LDL and the extended con-
servative strategy is the early dispatching of the tasks. As the system load increases, the
difference in performance between Promote-IT and Conservative grows very fast. At the
highest load level plotted, Conservative is unable to handle the load, because the waiting
gueue is too long. The test set is the same one described for comparing Promote-IT and
FSBS with the requested data stored in multiple RSM.

The response time and confirmation time of LDL and ESTF are very similar when com-
pared against the corresponding times of Conservative. Furthermore, when the system load
is high, LDL performs slightly better than ESTF. This reinforces the idea that Back-to-
Front is an interesting scheduling mechanism, when it is combined with early dispatching.

The confirmation time of Promote-IT is aso lower than of Conservative (see Figure 3(b)).
Conservative often fails to schedule incoming requests, because the starting time they
should be assigned is too far into the future. Thus, the requests stay in the queue of un-
scheduled requests until the scheduler can incorporate them to the schedule.

The robot and drive utilization of Conservative is much less than that of LDL. When not
using early dispatching, the resources are left idle, even if there are tasks in the schedule.
Thus, when new requests arrive, their chances to be scheduled immediately are lower, even
when the system load is low, because the scheduler has tasks scheduled for the future.
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Figure 4. Uncoupled vs. Coupled load and unload. Mean Response Time

Figure 4 compares the response time of Promote-1T and the extended aggressive strategy
(denoted as’ Aggressive’ ). The main difference between Aggressive and the ESTF strategy
of Promote-IT is that Aggressive couples the load and unload into a single switch opera-
tion. This means that the RSM stay loaded in the drives until the drives are needed again.
Therefore, Aggressive needs to perform first an unload before using a drive, even if the
drive and the robot are idle before the request arrival.

When the system load is low and medium, Promote-IT provides shorter response times
than Aggressive. However, when the system load is high and the robot is a clear bottleneck
in the system, as in the case plotted in Figure 4(a), Aggressive has a better mean response
time than Promote-IT. In this situation, the response time of Aggressive is similar to that
of LDL, athough Aggressive builds schedules Front-to-Back and LDL builds them Back-
to-Front. However, Aggressive delays the last unload of a drive as much as possible, until
the drive is needed again, which is the original goal of a Back-to-Front strategy. When the
system load is low or medium, it is highly probable that at the time when a new request
arrives there are idle resources. Therefore, delaying the unloads as much as Aggressive
does affects the performance negatively. When the load is high it does not really matter,
because there is no opportunity to unload the drives early anyhow. When the robot is
not a strong bottleneck, as in the case plotted in Figure 4(b), Promote-IT provides shorter
response times than Aggressive, even under high system loads. In this case unloading late
isnot beneficial: also ESTF performs better than LDL.

The request set used to compare Promote-IT and Aggressive is the same as the one used
for FSBS and the extended conservative strategy. The ‘ Fast Jukebox’ has the same config-
uration as previously described, in this configuration the robot is a clear bottleneck. The
‘Slow Jukebox’ has four DVD drives based on CLV technology with a transfer speed of
7.96 MBps and an maximum access time of 1.5 seconds.

Figure 5(a) shows that the response time provided by Promote-IT is near the optimal re-
sponse time. Moreover, the difference in response time between Promote-IT and the opti-
mal scheduler issmaller than the difference between Aggressive and Promote-1T. The plots
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Figure 5: Heuristic vs. Optimal

indicate that the difference in response time between Promote-1T and the optimal is larger
asthe system load increases. Therefore, we regret that we cannot run the optimal scheduler
with higher loads.

The computing time of the optimal scheduler increases exponentially when the load of the
system increases, while the computation time of the heuristic schedulers is nearly con-
stant (see Figure 5(b)). The computing times of the optimal scheduler are so high that the
scheduler cannot be used in an on-line system.

Additionally, we have observed that the optimal scheduler does not unload an RSM before
all the data has been read in any of the runs we have performed. Thisisan important result
in favor of the minimum switching model, on which Promote-IT is based, because even if
the optimal scheduler has the possibility of performing intermediate switches, it does not
do so.

Therequest set consists of 200 ASAP requests for long videos. The optimal scheduler does
not deal with the cache administration. Therefore, each request corresponds to a different
video and the cache is empty at the beginning of the runs. Thus, there are no cache-hits.

The jukebox only contains long videos, which were generated in the same way as those
described in the comparison against JEQS. However, the data in the jukebox is stored in
single-layered DVDs and the drives use CLV technology with a transfer speed of 6.45
MBps and a constant access time of 0.1 seconds.

When building the request sets we have to make a trade-off between keeping the number
of request units per request low and having more than one request unit per RSM. The com-
putational complexity of the optimal scheduler increases exponentially with the number of
request units to schedule, so we should only split each file in a small number of request
units. On the other hand, we want to give the optimal scheduler the possibility to switch
an RSM without reading all the requested data from the RSM. Therefore, it is desirable
to have more than one request unit per RSM. In the tests that we show here, we chose to
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Table 1. Summary of the performance comparison. The notation usedis: excellent (+++),
very good (++), good (+), bad (—), very bad (——), and unusable (———).

chop the files in request units of 2.5 GB. Thus, the number of request units per request is
between 1 and 4 and the number of RSM involvedis 1 or 2.

Throughout this section we have shown that Promote-IT performs better than the other
schedulers. However, the magnitude of the performance difference variesin each case. We
put the differences in context and compare all the schedulers among each other.

We evaluate the capacity of the schedulers to deal with flexible requests and hardware.
We also evaluate the schedul ers regarding the response time, confirmation time, computing
time and the capacity to deal with high load. Table 1 summarizes the evaluation. The clas-
sification we assigned to the schedulersin the last four categoriesis the result of observing
their performance in multiple test setups. Although, the classification is quite subjective
and difficult to quantify, we believe that it reflects correctly the average performance of
the schedulers. Note that the original conservative and aggressive strategy and FSBS can
only handle very limited types of jukeboxes and requests. The extensions we performed
arediscussed in [17].

5 Conclusions

Through Promote-IT we show that tertiary storage can be used effectively in systems with
real-time requirements, for instancein a hierarchical multimediaarchive. However, careful
scheduling is needed in order to provide those guarantees, to use the resources efficiently,
and to provide short response times to the users. A performance comparison of different
schedulers, showsthat Promote-IT performs better than the other heuristic schedulers, and
additionally provides response-times near the optimum in cases where the optimal sched-
uler can be evaluated.
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Abstract

As access to multi-teraflop platforms has become more available in the Department of
Energy Advanced Simulation Computing (ASCI) environment, large-scale simulations
are generating terabytes of data that may be located remotely to the site where the data
will be archived. This paper describes the Data Service Archive (DSA), a service
oriented capability for simplifying and optimizing the distributed archive activity. The
DSA is a distributed application that uses Grid components to allocate, coordinate, and
monitor operations required for archiving large datasets. Additional DSA components
provide optimization and resource management of striped tape storage.

1. Introduction

In the ASCI environment, deployment of massively parallel computational platforms and
distributed resource management infrastructure for remote access allows computations to
execute on the platform that can best perform the calculation. Data generated by very
large calculations can be hundreds of gigabytes to terabytes in size. Datasets are typically
distributed across hundreds to thousands of files that range in size from megabytes to
gigabytes. Extracting information from the data and transporting the reduced data to a
local platform that can provide the interactivity required for the analysis is used to
accomplish analysis and visualization of large datasets.

Large datasets typically remain in the site that generated the data until they are archived
to a locally managed parallel tape storage system (HPSS [1]). Although high-speed wide
area networks and parallel file transfer components allow high performance movement of
data, the amount of time required to transmit large datasets allows opportunities for errors
that abort the transfer. Recovery from aborted transfers requires retransmission of files. A
disk file system is used to buffer the dataset files before they are transferred across the
local area network to HPSS parallel tape storage. Both the wide-area and the local-area
transfers cause sustained high-speed bursts of data. Until the file data has been placed
onto tape storage, files remain on file system storage. Without resource control and
coordination, multiple occurrences of this activity can overwhelm both the intermediate
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file system and the archival system, especially as more capability platforms, like ASCI Q,
Purple, and Red Storm, are deployed.

Grid middleware [2] can address some of the issues involved in archiving large
distributed datasets. Core services in Grid middleware provide uniform methods for
scheduling, allocating resources, and monitoring data transfer processes on distributed
systems. More recently, middleware developed for Data Grids address issues involving
data location, storage resources, and cache management. The SDSC Storage Resource
Broker (SRB [3]) supports location transparency and data replication. Storage Resource
Managers [4], [5] implement storage access and cache management policies. Current
Data Grids [6], [7], [8], [9] are built to support efficient and cost effective access to large
data collections for a geographically distributed community of scientists. Because of this,
the focus has been on enabling distributed access to a store of metadata and data, which
may also be replicated in the data grid. Our focus is on usability, robustness, and resource
issues involved in transferring large datasets to a parallel tape archival storage.

We describe the Data Service Archive (DSA), a service oriented capability for
simplifying and optimizing the distributed archive activity. The DSA is a distributed
application that uses Grid components to allocate, coordinate, and monitor operations
required for archiving large datasets. Additional DSA components provide optimization
and resource management capabilities for striped tape storage. The following sections
present requirements, a functional overview, and performance of the DSA application.
Planned extensions to the DSA are also discussed.

2. High Level Requirements

The requirements for the DSA include the usual requirements of a simple, easily
managed user interface to make archival and retrieval requests. Ease of use includes
desktop access to clear interfaces for control and status as well as to a well-defined
mechanism for making archive requests. The DSA should mitigate complexities of the
distributed environment by providing a common interface regardless of data location and
recovery from system failures where possible; however, file and resource brokering are
not required. Any desktop software should have minimal prerequisites with automated
installation and update procedures. Command line invocation is also required to support
requests from running processes.

Resource management requirements for the DSA include managing concurrent archival
requests, scheduling requests and data transfers, optimizing data transfers, and balancing
the load on the file system cache and the tape storage system. Optimizing data transfers
and balancing the load on the parallel tape storage system requires obtaining knowledge
of network topology, tape drive resources, and striping policies of the tape system.

Software management requirements call for a clean integration with HPSS, preserving

the storage system namespace and storage system policies. Accessing the storage system
must be through supported mechanisms.
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Additional functional requirements for the DSA include support for data integrity
features, multiple storage patterns, and archive persistence management. Data integrity
features should be available to verify correct wide area network transfers as well as the
final image on tape storage. Storage patterns initially to be supported include requests to
create an archive of tarred files as well as a directory hierarchy of files. Archive
persistence introduces the notion of useful data lifetime for an archive.

3. DSA Architecture and Functional Overview

The DSA is a distributed application with components (shown in Figure 1) located on the
user’s desktop, a web server, the remote platform where the dataset resides, and the local
data analysis cluster that is integrated with HPSS.

The DSA GUI is started from the user’s desktop by accessing the Data Services DSA
URL, which automatically checks for updates and optionally downloads the latest
software release. The GUI allows users to define an archive request, which requires
filling in a minimal amount of information required for data transfer. Features for archive
formats and data integrity options may also be selected. An optional comment field is
available that can be viewed in context of the archive action request. When the request is
submitted for execution, DSA prompts for an identification that will be used to generate
an archive identification that uniquely identifies this archive action from all others. The
user may check status from the GUI or close it and check status at a later time through
the information management service interface in the GUL

Desktop Web server
Grid
Services
HPSS '\‘>
HPSS client
Scheduler/
g Shpss node]|
HPSS mover
Tape nodes
Silos A
1
1
1 Remote
1 Platform
% Comm
- 1/0 nodes | qgmm node D —
Data Analysis Cluster
Figure 1.

Desktop software interacts with a servlet on the DSA web server to transmit the archive
action request. The servlet maintains state throughout the archive process to enable
recovery, restart, or cancellation. The servlet creates metadata that identifies the archive
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request, then starts a two-step process to archive the data to HPSS. The servlet constructs
and submits a transfer request to the scheduler on the data analysis cluster. Once
scheduled, the request is sent to the grid services application server, which starts an
instance of the dataset transfer program (Zephyr) on the remote platform in behalf of the
user.

Zephyr, which runs with the user’s credentials, determines what files are to be transferred
and how the transfer is to take place. If verification is requested, a checksum is generated
for each file and the checksum information is placed in the archive. If a format option is
selected, the data is processed on the remote platform. After completing the information
gathering and formatting steps, Zephyr transfers the data to a Parallel Virtual File System
(PVFS [10]) disk storage on the data analysis cluster using a parallel file transfer
protocol. This completes the first step of the archive process.

The current DSA implementation does not preallocate space on the PVFS disk cache. If a
storage ceiling threshold is reached on the file system, the DSA service becomes
unavailable until space is reclaimed. Dataset transfer operations detect the error and may
be recovered through normal DSA recovery mechanisms.

The transfer to HPSS is scheduled immediately after completion of the transfer from the
remote platform by a component called shpss. When data files are transferred as a
directory hierarchy, shpss places files in groups called partitions. Files in a partition have
the same approximate file characteristics (currently file size) so they will be placed in the
same storage class on HPSS and, consequently, use the same tape resources. The number
of files in a partition is limited to facilitate recovery if errors occur and to improve overall
transfer throughput by preventing large transfers from starving small transfers in the
scheduling process.

Shpss acts as tape resource manager by placing partition transfers in queues based on the
partition file characteristics. The shpss queues use a node allocation mechanism to model
the scheduling activity so that it tracks HPSS allocation of tape units. Use of this node
allocation mechanism allows management of queues and queuing policies through
standard system queue manager commands. If enough tape units are available, the
transfer starts immediately. The partition transfer uses the HPSS parallel file transfer
protocol interface with local file system commands to move data from PVFS on the data
analysis cluster to tape over the cluster interconnect. Once files in a partition have been
transferred to HPSS, they are removed from the PVFS.

DSA retrieval requests are initiated through the DSA user interface, as are archival
requests. Users can request retrieval of individual files or directories of files based on the
HPSS namespace to a target system and directory. Retrieval requests, like the archival
requests, are processed by web service middleware that maintains state and starts a two-
step process to retrieve the data from the tape storage system and place the data onto the
target directory. Shpss is launched on the data analysis system to stage the data from tape
storage to the PVFS disk cache. As in archival requests, shpss groups file retrievals into
partitions and places each partition into a scheduling queue based on the tape resource
requirements. If tape resources are available, transfers start immediately. When all data
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for a retrieval request has been staged to the disk cache, the web middleware starts a
Zephyr process to move the data to the target directory.

For shpss to set up partition groups for a retrieval operation, it must query HPSS to
obtain information about each file in the retrieval request. Currently, only tape striping
information is obtained. File media identification information is not queried. Delays can
occur if files are not co-located on media or they are retrieved in a different order than
stored.

The DSA gives users complete control over the portion of the HPSS namespace where
their data is written. Therefore it is possible for more than one archive request to reside in
a common part of the namespace (e.g. subdirectory). As HPSS performance can be
affected by read requests not matching the tape file patterns created during the write
process, it is possible for users to present read requests through the DSA that are less than
efficient. In the ASCI environment, retrieval requests from the tape archive are made
much less frequently than storage requests. Considerable thought was given to tracking
tape storage patterns within the HPSS namespace. It was determined that at the present
time the cost/benefit of ordering read requests to tape file images was not economical in
light of the amount of work required to add the capability and the complexity introduced
into the overall system. If a read request points to the ‘top’ of a single archive in the
HPSS namespace, the file read ordering will be the same as the original write ordering

4. DSA and other Technologies

Sandia National Laboratories has had a grid in place since 2001 [11] based upon a
workflow processor layered on top of the globus toolkit. Being a distributed application,
the DSA exploits grid technologies by using the grid workflow processor to sequence the
Zephyr and shpss components. The Globus toolkit is used for submitting partitions when
scheduling transfers within shpss. Some modifications were made to the globus toolkit to
enhance the operation of the DSA. Run time stdout/stderr capability was added to get
immediate feedback from components running in PBS, and the ability to request DSA
specific resources within the cluster where added.

As mentioned above the DSA is manipulated using servlets on a web server. This
presents a well-defined API for building additional features into the system. The DSA,
through the web server, can be managed either through traditional POST and GET
operations through HTTPS, or by passing java objects to requisite servlets themselves.
The SimTracker [12] application, being developed at the three primary weapons
laboratories, is in the process of integrating DSA into its functionality through this
interface.

The DSA does not use data grid technologies in the classic sense, although it is possible
that gridftp [13] could be used for remote transfers. This is primarily due to a differing set
of requirements between the programs. The file-tracking requirement employed in the
data grid is not necessary since there is only one HPSS system where data is stored to
tape and the user controls where files go in the HPSS namespace. An evaluation of
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current requirements is underway that may lead to rudimentary replica management to
enhance the robustness of the archive.

The ability to integrate DSA with other archiving technologies or intermediate data stores
is also being examined. The infrastructure where DSA resides includes a file migration
capability to assist analysts with moving data between computational resources. Each
resource has its own file system(s), which are dedicated to work performed on the
resource. The DSA has access to these resources and can read or write data to and from
any system supporting parallel ftp.

5. Performance

Moving large data sets within the ASCI environment creates contention for infrastructure
resources. The impact and severity of this contention is dependent upon the location of
the data and the performance capability of the resources affected. Significant effort has
been put forth to implement performance enhanced resources. High-speed networks,
parallel file systems and HPSS are examples of resources where significant investment
has produced high performance point solutions within the distributed architecture.
However, relying on point solutions as general mechanisms for moving large amounts of
data is often inefficient, impractical or requires a large investment in user effort and
education.

The DSA examines three key areas that affect performance when users manually store
data in the HPSS system—resource contention, storage patterns, and scheduling
algorithms. HPSS integration in the computational environment looks at issues involved
in resource contention in normal and failure conditions. Storage patterns affect how
efficiently an archive can be placed into HPSS as well as how efficiently the tape storage
is used. Scheduling algorithms impact system overhead and tape resource. HPSS
schedules tape mounts within the system where it has knowledge only of the current file
request and not the entire archive request. Integrating advanced scheduling with HPSS
can eliminate system overhead by holding transfer sessions that cannot immediately be
serviced and increase tape utilization by the algorithms used to select transfers to run.

5.1 HPSS Integration in the Computational Environment

Upon completion of a computation, data is not 'local' to the HPSS system. By local it is
meant that there are systems and networks extraneous to HPSS that are involved in the
movement of the computational data. These systems and networks are not dedicated to
the archival process, thus are shared with other processes causing potential bottlenecks
and points of failure. Contention for resource can affect the performance of data
movement causing poor performance for the activity at hand as well as for other work
that is contending for that resource. While poor performance can be unacceptable in the
computational environment, in the worse case, resource failure can occur.

Intermittent resource failure is considered performance degradation, and must be
managed by the DSA. In a manual process this is often handled by restarting the entire
archival operation, as the user does not have the capability or time to manage
intermediate restarts. Whether the simulation data resides on the same network as HPSS
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or across the wide area, it may not be practical or possible for the user to manage the
involved systems and networks. Thus the most practical method for eliminating the
probability of resource failure is to reduce the number of failure points in any given
process.

In order to reduce resource contention, the DSA moves data to a file system that is
directly accessible by HPSS tape movers. At first glance this seems counterproductive
since the data is actually moved twice. However experience has shown that increased
performance in network throughput and the localizing process of data to HPSS outweighs
the duplicated movement. This is especially true when the data resides at a remote
location over the wide area where the network is unable to reach even modest levels of
performance.

5.2 Storage Patterns

The HPSS system achieves much of its performance by striping files across multiple tape
drives. This allows data to be written in parallel increasing writes speeds by a factor
equivalent to the number of tape drives involved in the write process. The number of tape
drives used during a write is determined by two factors:

1. The size of the file will determine a stripe width through an internal mapping
defined in HPSS.
2. The ftp client may force a stripe width through a class of service request.

Both of the above features have tradeoffs in either HPSS overhead or in the ability to
efficiently read data back from HPSS. The user does not want to be concerned with the
details of how to effectively write data to HPSS. Furthermore, the ftp client does not lend
itself to storing multiple directories of varying file sizes, some very large and some
relatively small. This often leads to bulk transfers on a directory basis regardless of file
size and the number of striping changes that can occur.

Using the internal mapping mechanism can cause tapes to be mounted and dismounted
many times during a transfer. Long delays may be experienced due to waiting for one or
more tape units to become free. In an oversubscribed HPSS system, the results can be
drastic as data transfers contend for tape units. Client connections time out, small data
transfers are starved by large transfers and the user must be vigilant in monitoring the
entire activity to assure all their data is successfully stored.

By using the client specified mechanism, all data is stored in the same striping scheme.
If the client chooses a stripe width that is too narrow, large files are written inefficiently
which also affects HPSS overall throughput. If the client chooses a striping width that is
too wide, small files are split across many tapes and the transfer must wait for drives to
become available.

Again, in an oversubscribed HPSS system, these effects are magnified.
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By using either of these methods, large data movements starve smaller ones. This has two
affects on practical data storage. First, by design, the ftp client-server model can time out
if asked to wait too long for an activity. Second, in the ASCI environment, security
credentials can time out causing any automation of transfers to fail.

The DSA manages these issues by partitioning an entire transfer, including files in
multiple directories, into data movements that share a common stripe width. Each
partition is transferred one after the other at a time determined by the DSA scheduler (see
below). Partitions also have finite length thus allowing the scheduling of smaller transfers
between larger ones.

5.3 Scheduling Techniques

Integrating with a sophisticated system such as HPSS can be performed in two ways. The
DSA can both tightly couple with internal information and state through some well-
defined interface, or it can couple in a loose fashion by modeling the HPSS information
and state through an external mechanism. The DSA chooses the latter in order to simplify
its architecture and reduce development time. DSA transfers data using the common
HPSS ftp client and models tape drive allocation using a batch queuing system scheduler.

There are two primary reasons to schedule data transfers into HPSS. First is to put on
hold any ftp sessions that cannot be immediately serviced by HPSS, thus eliminating
unnecessary system overhead. This situation is made worse when an active ftp
connection that is transferring data alters its required HPSS resource (number of tape
drives) and cannot immediately be serviced. Such situations can result in protocol
timeouts and a general level of confusion on the part of the user. The second reason for
scheduling data transfers is to increase HPSS utilization.

HPSS schedules tape resources in a FIFO manner when a file is opened for reading or
writing. Such FIFO queuing is known to be less than optimal when there are free
resources (tape drives) and a pending request that could use those resources but is not at
the head of the queue.

The DSA models HPSS storage resources in a similar fashion as nodes in a cluster. The
number of tape drives is managed by the queuing system and the DSA requests a specific
number of tape drives when submitting a transfer. This requires the DSA to examine the
size of the data to be transferred and to map that size to a particular stripe width. This
also requires that data be grouped into partitions that do not violate HPSS stripe width
policy for any given transfer request.

In order to optimize transfer requests, the batch queuing system scheduler is configured
to use a technique called backfill. When scheduling jobs (transfers) using backfill, a
standard FIFO queue is employed to determine when a job should start. However, when
the job at the head of the queue cannot be started because the amount of free resources is
not sufficient, the scheduler looks ‘back’ into the queue to see if any other pending job
can be satisfied by the amount of free resources. If such a job exists and the amount of
time required by that job is not longer than the wait time for the request at the head of the

268



queue, the backfill job is started. Such a technique requires that DSA calculate the
amount of time required for a transfer to take place.

Determining the exact amount of time required to transfer a group of files into HPSS is
not necessarily possible. While transfer rates onto tape are fairly well behaved, it is not
possible to determine with high certainty, the number of tapes that will be required to
service a particular transfer which effects the calculation of total transfer time. Hardware
compression, the amount of existing data on a tape and the number of tape loads that
must be serviced prior to any given load operation all play a roll in the level of
uncertainty. The DSA uses the following equation to estimate the amount of time
required to perform a given transfer:

i=N
T}ob = Tiogin + z [T startup + |_()(1 / Rrate) + (Swidth X ﬂoad)]

i=l
The total time required to perform a transfer (7o) equals the amount of time required to
perform an ftp client login (7igin) plus the sum of the amount of time for each individual
file to transfer. The time to transfer an individual file is a factor of some startup time for
the transfer (7uarwp), the file size (X;) divided by transfer rate (Rya), and the time required
to perform a new load of all required tapes (SwigthXTi0ad). It 1S known that this estimation
is less than optimal since files can span tape volumes, which would require additional
tape loads. It could be possible to obtain a fair estimate of how many tape loads a
particular transfer will require, but at this point we leave such optimization to future
work.

Lastly, knowing that external influences can affect a transfer and cause the time needed
to move the data onto tape to exceed the requested job time, the DSA has the ability to
track what files have been successfully moved. This permits ‘retrying’ files that did not
move by creating a new partition containing the files that did not transfer and repeating
this process.

5.4 Transfer Comparisons

A complete treatment of DSA performance is a paper unto itself. We try here to give a
heads up of how well the unique features of the DSA compare to conventional manual
processes for moving data. There are three questions we want to answer:

1. Does the partitioning of data files into common storage class transfers increase
performance over the practice of 'mput *'?

2. Can we schedule data for transfer that will make more efficient use of HPSS
resources (tape drives) and increase throughput?

3. What performance is gained when minimizing network resource utilization by
staging data to a file system that is directly accessed by the HPSS movers?

To help answer these questions we ran simple experiments that transferred data into

HPSS in a controlled environment. No other activity was permitted when the experiments
where run. Care was taken to keep comparisons as equal as possible taking into account
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that seek times would increase and deferred mounts could skew results when compared to
actual mounts.

For the first question we ran ten transfers—five for an shpss run and five that performed
the local file mput for pftp. All transfers used the same data set that was located on a file
system mounted on the machines where the HPSS mover processes ran. Sufficient time
was given between transfers to allow HPSS to settle into a common state. The data set
was approximately 34 gigabytes of simulation data made up of 23 files purposefully
named such that HPSS would have to request a varying number of tape drives during the
pftp process.

The results were that the standard local file pftp processes averaged 15 minutes to
perform the transfer while the shpss processes averaged 13 minutes. We expect this
difference to grow, in favor of shpss, when the number of files and changes in class of
service increases.

To examine scheduled transfers, the same considerations above were used. The HPSS
system was configured with eight tape drives. Two sessions were run with each
transferring nine data sets concurrently. One session started nine shpss processes in a
scheduler configured to perform backfill, and one that simply ran nine different pftp
sessions using mlfput. The average time taken to complete the nine pftp/mlfput transfers
was 33 minutes. The average time for the nine shpss sessions to complete was 27
minutes.

To evaluate the affect of reducing network resource utilization, the first suite of tests was
rerun with the standard pftp process using the normal mput command that transfers data
to HPSS movers over the local area network. Results from this test showed an order of
magnitude improvement in performance when the locally accessible file system cache
was used.

In all, this is a brief glimpse at performance. We feel that other variables in HPSS not
present during these tests could alter results. Further investigation is planned to help
understand the DSA environment better and improve its performance.

6. Conclusions and Future Work

The focus of the DSA work to date has been on simplifying and optimizing the process of
archiving large datasets. Initial testing indicates that reducing resource utilization,
managing storage patterns, and scheduling transfers have accomplished performance
improvements. In the near future we will be integrating the DSA service with a
simulation tracking service, which maintains metadata and snapshots of results from
simulation runs. We also plan to support video archiving for a video editing system. We
expect these applications will require additional cache management support for retrieval
operations.
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Abstract

As demand for storage bandwidth and capacity grows,
designers have proposed the construction of petabyte-
scale storage systems. Rather than relying upon a few
very large storage arrays, these petabyte-scale systems
have thousands of individual disks working together to
provide aggregate storage system bandwidth exceeding
100GB/s. However, providing this bandwidth to storage
system clients becomes difficult due to limits in network
technology. This paper discusses different interconnection
topologies for large disk-based systems, drawing on previ-
ous experience fromthe parallel computing community. By
choosing the right network, storage system designers can
eliminate the need for expensive high-bandwidth commu-
nication links and provide a highly-redundant network re-
silient against single node failures. We analyze several dif-
ferent topology choices and explore the tradeoffs between
cost and performance. Using simulations, we uncover po-
tential pitfalls, such as the placement of connections be-
tween the storage system network and its clients, that may
arise when designing such a large system.

1. Introduction

Modern high-performance computing systems require
storage systems capable of storing petabytes' of data,
and delivering that data to thousands of computing el-
ements at aggregate speeds exceeding 100GB/s.  Just
as high-performance computers have shifted from a few
very powerful computation elements to networks of thou-
sands of commodity-type computing el ements, storage sys-
tems must make the transition from relatively few high-
performance storage engines to thousands of networked
commodity-type storage devices.

1A petabyte (PB) is 2% bytes.
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The first part of this shift is already occurring at the
storage device level. Today, many storage subsystems uti-
lize low-cost commoadity storage in the form of 3.5” hard
disk drives. The heads, media and electronics of these de-
vicesare often identical to storage used on desktop comput-
ers. Theonly remaining differentiator between desktop and
server storage is the interface. At present, Fibre-Channel
and SCSI remain the choice of large, high-end storage sys-
temswhile the AT attachment (ATA) remains the choice of
desktop storage. However, the introduction of the Serial
ATA interface provides nearly equivalent performance and
agreatly reduced cost to attach storage.

Most current designs for such petabyte-scale systems
rely upon relatively large individual storage systems that
must be connected by very high-speed networksin order to
providethe required transfer bandwidthsto each storage el-
ement. We have developed alternativesto this design tech-
nique using 1 Gb/s network speeds and small (4-12 port)
switching elementsto connect individual object-based stor-
age devices, usually single disks. By including a small-
scale switch on each drive, we develop adesign that ismore
scalable and less expensive than using larger storage ele-
ments because we can use cheaper networks and switches.
Moreover, our design ismoreresistant to failures—if asin-
gle switch or node fails, data can simply flow around it.
Since failure of a single switch typically makes data from
at least one storage element unavailable, maintaining less
data per storage element makes the overall storage system
more resilient.

In this paper, we present alternative interconnection net-
work designsfor apetabyte-scale storage system built from
individual nodes consisting of a disk drive and 4-12 port
gigabit network switch. We explore alternative network
topologies, focusing on overall performance and resistance
to individual switch failures. We are less concerned with
disk failures—disks will fail regardless of interconnection
network topology, and there is other research on redun-
dancy schemes for massive-scal e storage systems [16].



2. Background

There are many existing techniques that provide high-
bandwidth file service, including RAID, storage area net-
works, and network-attached storage. However, these tech-
nigues cannot provide 100 GB/s on their own, and each has
limitations that manifest in a petabyte-scale storage sys
tem. Rather, network topologies originally developed for
massively parallel computers are better suited to construct
massive storage systems.

2.1. Existing Storage Architectures

RAID (Redundant Array of Independent Disks) [2] pro-
tects a disk array againgt failure of an individual drive.
However, the RAID system is limited to the aggregate per-
formance of the underlying array. RAID arrays are typi-
cally limited to about 16 disks; larger arrays begin to suffer
from reliability problems and issues of internal bandwidth.
Systems such as Swift [9] have proposed the use of RAID
on very large disk arrays by computing parity across sub-
sections of disks, thus allowing the construction of larger
arrays. However, such systems still suffer from a basic
problem: connections between the disks in the array and
to the outside world are limited by the speed of the inter-
connection network.

Storage area networks (SANS) aggregate many de-
vices together at the block level. Storage systems are
connected together via network, typically FibreChannel,
through high-performance switches. This arrangement al-
lows serversto share a pool of storage, and can enable the
use of hundreds of disksin a single system. However, the
primary use of SANs is to decouple servers from storage
devices, not to provide high bandwidth. While SANs are
appropriate for high 1/0 rate systems, they cannot provide
high bandwidth without appropriate interconnection net-
work topology.

Network-attached storage [6] (NAS) is similar to SAN-
based storage in that both designs have pools of storage
connected to servers via networks. In NAS, however, in-
dividual devices present storage at the file level rather than
the block level. This means that individual devices are re-
sponsible for managing their own data layout; in SANs,
data layout is managed by the servers. While most exist-
ing network-attached storage isimplemented in the form of
CIFS- or NFS-style file systems, object-based storage [15]
is fast becoming a good choice for large-scale storage sys-
tems [16]. Current object-based file systems such as Lus-
tre [13] use relatively large storage nodes, each imple-
mented as a standard network file server with dozens of
disks. Asaresult, they must use relatively high-speedinter-
connectionsto provide the necessary aggregate bandwidth.
In contrast, tightly coupling switches and individual disks
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can provide the same high bandwidth with much less ex-
pensive, lower-speed networks and switches.

2.2. Parallel Processing

Interconnection networks for computing elements have
long been the subject of parallel computing research. No
clear winner has emerged; rather, there are many different
interconnection topologies, each with its own advantages
and disadvantages, as discussed in Section 3. Traditional
multiprocessors such as the Intel Touchstone Delta [14]
and the CM-5 [10] segregated 1/0O nodes from computing
nodes, typically placing I/O nodes at the edge of the par-
allel computer. File systems developed for these configu-
rations were capable of high performance [3, 12] using a
relatively small number of RAID-based arrays, eliminating
the need for more complex interconnection networksin the
storage system.

There have been a few systems that suggested embed-
ding storage in a multiprocessor network. In RAMA [11],
every multiprocessor compute node had its own disk and
switch. RAMA, however, did not consider storage systems
on the scale that are necessary for today’s systems, and did
not consider the wide range of topologies discussed in this
paper.

Fortunately, storage systems place different, and some-
what less stringent, demands on the interconnection net-
work than parallel processors. Computing nodes typically
communicate using small, low latency messages, but stor-
age access involves large transfers and relatively high la-
tency. Asaresult, paralel computers require custom net-
work hardware, while storage interconnection networks,
because of their tolerance for higher latency, can exploit
commodity technologies such as gigabit Ethernet.

2.3. Issueswith Large Storage Scaling

A petabyte-scale storage system must meet many de-
mands. it must provide high bandwidth at reasonable la-
tency, it must be both continuously available and reliable, it
must not lose data, and its performance must scale asits ca-
pacity increases. Existing large-scale storage systems have
some of these characteristics, but not all of them. For exam-
ple, most existing storage systems are scaled by replacing
the entire storage system in a “forklift upgrade.” This ap-
proach is unacceptable in a system containing petabytes of
data because the system is simply too large. While there
are techniques for dynamically adding storage capacity to
aexisting system [7], the inability of such systemsto scale
in performance remains an issue.

One petabyte of storage capacity requires about 4096
(212) storage devices of 250GB each; disks with this ca-
pacity are appearing in the consumer desktop market in
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Figure 1. Disk throughput as a function of
transfer size.

early 2004. A typical high-performance disk, the Seagate
Cheetah 10K, has a 200 MB/s FibreChannel interface and
spins at 10000 RPM with a 5.3ms average seek time and
sustained transfer rate of 44MB/s. In a typica transac-
tion processing environment, the Cheetah would service a
4KB request in about 8.3ms for a maximum of 120 1/Os
per second, or 0.5MB/s from each drive. The aggregate
from al 4096 drives would be 4096 x 0.5MB/s, or only
2 GB/s—far below the required bandwidth of 100 GB/s. By
increasing therequest sizeto 512 KB, disk throughputisin-
creased to 25 M B/s per drive, for an aggregate bandwidth of
100GB/s. Alternatively, Figure 1 shows that low-cost se-
rial ATA drives, such asthe 7200 RPM Seagate Barracuda
7200, could also meet the 100 GB/s requirement with a
dlightly larger request size of 1 MB.

3. Interconnection Strategies

The interconnection network in a petabyte-scale storage
system must be capable of handling an aggregate band-
width of 100GB/s as well as providing a connection to
each n-storage node capable of transferring 25nMB/s of
data. Thus, a 1 Gh/s network link can support nodes with
at most 2—3 disks, and a 10 Gb/s network link can support
up to 25 disks per node. As with any technology, however,
faster is more expensive—1 Gb/s networks cost less than
$20 per port, while 10Gb/s can cost $5000 per port. In
time, 10 Gb/s networks will drop in price, but it is likely
that storage bandwidth demands will increase, making a
tradeoff still necessary. This non-linear tradeoff in cost-
performance compels us to consider complex architectures
that can leverage 1 Gb/s interconnects.

The challenge facing storage system designersis an ar-
chitecture that connects the storage to servers. Figure 2(a)
shows a simple strategy that connects a server to 32 stor-
age devices through a switch. Simple replication of this
strategy 128 times yields a system capable of meeting the
requirement. This strategy is remarkably similar to RAID
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10 GB/s 1 GB/s

(a) Disks connected to a single server. This configuration is sus-
ceptible to loss of availability if asingle switch or server fails.

10 GB/s ~

(b) Disks connected to redundant servers. Switch failureisstill an
issue, but routers allow for more redundancy.

Figure 2. Simple interconnection strategies.

level 0, known as Just a Bunch of Disks (JBOD), and suf-
fers from similar issues with reliability described later in
the paper. Here, the port cost would be 4096 switch ports
of 1 Gb/sand 128 portsof 10 Gb/s. However, the placement
of data becomes crucial in order to keep all storage devices
active. Sinceindividual serverscan only communicatewith
asmall fraction of thetotal disk, clients must send their re-
queststo the correct server. Unlessthereis a switching net-
work comparable to that in the designs we discuss below
interposed between the clients and the servers, this design
isnot viable. If there is a switching fabric between clients
and servers, the designs below provide guidelines for how
the network should be designed.



3.1. Fat Trees

Figure 2(b) showsahierarchical strategy similar to afat-
tree that provides redundant connections between compo-
nents. This strategy expandsto have each server connect to
two of eight routersthat interconnect with the 128 switches
that finally attach the 4096 storage devices. Each router
has 32 ports attached to the servers and 128 ports attached
to each of the switches and seven additional ports to the
other routers. The port cost would be 4096 ports of 1 Gb/s,
2048 ports of 10 Gb/s that connect the 128 switches to the
8 routers (one port at either end), 112 ports of 10 Gb/s that
interconnect the 8 routers, and 256 ports of 10Gb/s that
connect each serversto two routers. This configuration has
the added drawback that the routersmust be very large; itis
typically not possible to build monolithic network devices
with over 100 ports, so the routers would have to be con-
structed as multi-stage devices. While this device would
alow any client to access any disk, the routersin this con-
figuration would be very expensive. Furthermore, the 2418
ports of 10 Gb/s add nearly $10M to the overall cost, mak-
ing this configuration a poor choice.

3.2. Butterfly Networks

Butterfly networks provide a structure similar to the hi-
erarchical strategy at a more reasonable cost. Figure 3
shows a butterfly network interconnection strategy that
connects disks to servers. The butterfly network can have
relatively few links, but the links may need to be faster be-
cause each layer of the network must carry the entiretraffic
load on its links. In order to keep the individual links be-
low 1Gb/s, the butterfly network would need 1024 links
per level for an aggregate throughput of 100 GB/s. Build-
ing afull butterfly network for 4096 disks using 1024 links
and 128 switches per level would require three levels of
16-port switches and an additional level of 36-port “con-
centrators’ to route data to and from 32 disks. Alterna
tively, the switching network could be built entirely from
five levels of 8-port switches, using an additional level of
10-port switches to aggregate individual diskstogether. We
use this second configuration in the remainder of the paper
because, while 16 port switches are possible, we believe
that the 8 port switches necessary for the second design are
more reasonable.

While butterfly networks appear attractive in many
ways, they do not have the fault-tolerance provided by
cube-style networks such as meshes and torii. In fact, only
asingle path exists between any pair of server and storage
devices connected by the butterfly network. In traditional
paralel computers, network failures could be handled ei-
ther by shutting down the affected nodes or by shutting
down the entire system. Storage fabrics, on the other hand,
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Figure 3. Disks connected in a butterfly net-
work topology.

must continue to run even in the face of network failures,
making butterfly networks less attractive unless there is a
method to route traffic around failed links. Cube-style net-
works have many routes between any two nodesin the fab-
ric, making them more tolerant of link failures.

3.3. Meshesand Torii

Figure 4(a) shows a mesh strategy that combines the
storage devicewith asmall switch that containsfour 1 GB/s
ports. The 4096 storage devices would be arranged as
a 64 x 64 mesh with routers connecting the edge of the
mesh to the servers. This configuration would require eight
routers to connect to 128 servers to provide the necessary
100GB/s bandwidth. This configuration would require
16384 1 Gb/s ports for the storage, 256 10 Gb/s ports that
connect the 8 routers to the servers on two edges of the
mesh, and the 256 10 Gb/s ports that connect the serversto
the routers. Optionally, another 256 ports would connect
all four sides of the mesh to the routers, although thismuch
redundancy is not likely to be necessary. Router intercon-
nects are no longer necessary because the mesh provides
alternate pathsin case of failure.

Torus topologies, shown in Figure 4(b), are similar to
meshes, but with the addition of “wrap-around” connec-
tions between opposing edges. The inclusion of these ad-
ditional connections does not greatly increase cost, but it
cuts the average path length—the distance between servers
and storage for a given request—nby a factor of two, reduc-
ing required bandwidth and contention for network links.
However, this design choice requires external connectivity
into the storage fabric through routers placed at dedicated
locations within the torus.

Mesh and torus topologies are likely a good fit for large
scale storage systems built from “bricks,” as proposed by
IBM (IceCube [8]) and Hewlett Packard (Federated Ar-
ray of Bricks [5]). Such topologies are naturally limited
to three dimensions (six connections) per element, though
they may resembl e hypercubesif multiple highly connected
disks are packed into asingle “brick.”
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(b) Disks connected in atorus topology.

Figure 4. Mesh and torus interconnection
topologies.

3.4. Hypercubes

Figure 5 shows a hypercube strategy [1] of a two-
dimensional hypercube of degree four that interspersesthe
routers and storage devices throughout the hypercube. In a
4096 node storage system, 3968 storage devices and 128
routers could be arranged in a hypercube of degree 12.
Each nodein this configuration has twelve 1 Gb/s ports and
each router has two additional 10Gb/s ports that connect
to two servers. Bandwidth in the hypercube topology may
scale better than in the mesh and torus topologies, but the
cost is higher because the number of connections at each
node increases as the system gets larger. Note also that hy-
percubes are a special case of torii; for example, a degree
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Figure 5. Disks connected in a hypercube
topology.

12 hypercube can aso be considered a 6-D symmetrical
torus. Furthermore, the hypercube can be extended as a
torus by adding nodes in one dimension; there is no need
to add nodes in powers of two.

Hypercubesand high-dimensional torii need not be built
from individual disks and routers. To make packaging less
expensive, a small group of disks may be assembled into
a unit, and the units connected together using a lower-
dimensional torus. For unitswith eight disksin adegree 12
hypercube, this approach requires each unit to have 48 ex-
ternal connections—eight connections per cube face. This
isnot an unreasonabl e requirement if the system uses giga-
bit Ethernet or optical fiber network connections.

4. Analytic Results

All of the topologies listed in Section 3 appear capable
of providing 100 GB/s bandwidth from a cluster of 4096
disks. Further inspection shows that, because of limitations
inlink capacities, thisisnot the case. Moreover, the topolo-
giesdiffer in several critical ways, including overall system
cost, aggregate bandwidth, latency and resistance to com-
ponent failures. We analyzed the basic characteristics of
seven specific topologies, listed in Table 1.

4.1. System Cost

One benefit for the designs in which switches are em-
bedded in the “ storage fabric” is that they requirefar fewer
high speed ports at the cost of additional low speed ports.
The 2004 cost of a gigabit Ethernet port is less than $20,
whereas the cost of a 10 gigabit Ethernet port is on the or-



Network Dimensions Ports
Fat Tree 32-8-32-1024 6,512
2D mesh 64 x 64 16,384
2D torus 64 x64 16,384
3D torus 16x16x 16 24,576
4D torus 8x8x8x8 32,768
5D torus 4x8x4x8x4 40,960
6D hypercube A4x4x4x4x4x4 49152
Butterfly 256 4 x 4 switches/layer 14,336

Table 1. Switching fabric topologies to ac-
commodate about 4000 disks.
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Figure 6. Average number of network hops
and expected per-link bandwidth for each in-
terconnection network topology. The “inde-
pendent” topology is omitted because it re-
lies upon the host computer for communica-
tion between storage nodes.

der of $5000. This non-linear tradeoff makes the fabric-
type structures more appealing than the other structures be-
causethey simply cost less. The overall cost of a4096 node
system with different configurationsis shown in Figure 7.
The “independent” system is shown as a baseline; in such
a system, each disk is connected to exactly one server, and
servers are not connected to one another. While thisis by
far the least expensive option, it requires that the file sys-
tem use the network of host serversto manage client access
of data from the entire storage system, and limits the stor-
age system’s ability to perform internal communication for
reliability and other functions. Among the other options,
lower dimensionality “cubes’ are the least expensive, with
higher-dimension and cubes and torii being the most ex-
pensive and butterfly networksin between.
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Figure 7. Total system cost for different in-
terconnection network topologies. The “in-
dependent” topology relies upon the host
computer for communication between stor-
age nodes.

4.2. System Bandwidth

Another consideration for massive storage systems is
the average number of network hops between a disk and
a server, as shown in Figure 6. The number of hops is
crucial because the maximum simultaneous bandwidth to
all disks is " P muTRe 9T INS, - Systems with a small
number of links but few average hops may perform bet-
ter than systems with more links but longer average path
distances between the disk and the server. For example,
a 16 x 16 x 16 torus might seem like a good topology be-
causeit isrelatively low cost and is easy to assemble. How-
ever, this topology would have 4096 x 6/2 = 12288 links,
and the average distance from an edge to a desired node
would be16/4+16/4+ 16/4= 12 hops. Thiswould limit
the theoretical bandwidth to 1 x 12288/12 = 1024 Gb/s, or
128 GBY/s at most, which might be insufficient to meet the
100GB/s demand. Figure 6 shows the expected number
of hops for each network topology as well as the expected
load on each network link.

Our models have assumed that links are half-duplex. If
full-duplex links are used, individual links can double their
theoretical maximum bandwidth. However, this doubling
isonly realized if the load on the link is the same in both
directions. For mesh and torus topologies the load in both
directions will depend on the location of the router nodes.
However, for butterfly and fat-tree topol ogies, the ability to
do full-duplex transmission is largely wasted because, for
large reads, data flows in only direction through the net-
work: from disksto routers. Large writeswork similarly—
data flowsin one direction only, from routersto disks.



A prime consideration is the ability of individua con-
nections into the storage fabric to supply the necessary
bandwidth. For a 4096 node system supplying 100 GB/s,
we have assumed that 128 external connections would be
sufficient; certainly, 128 links at 10 Gb/s could indeed pro-
vide 100 GB/s of aggregate bandwidth. However, designs
in which individual nodes have relatively few links can-
not support such routers because the intra-fabric bandwidth
available to arouter is too low to support an external link
of 10 Gb/s. For example, atwo-dimensional fabric hasfour
ports per node; at 1 Gh/s/port, the total bandwidth available
to an external link is about 4 Gb/s, far less than the 10 Gb/s
capacity of the external link and insufficient to allow 128
such nodes to provide 100 GB/s to the outside world.

Figure 6 shows that the link bandwidth required by the
4-D, 5-D and 6-D configurations could be served by 1 Gb/s
interconnects, such as Gigabit Ethernet. Unfortunately, the
bandwidth needs of the 2-D and 3-D configurationsrequire
the use of afaster interconnect, such as 10 Gigabit Ether-
net, to meet the 100 GB/s requirement of the overall sys-
tem. The cost of the necessary 10 Gb/s ports add $80M to
the 2-D configuration, and a whopping $100M to the 3-D
configuration.

Figures 6 and 7 make it clear that, although low-
dimensionality torii are attractive because of the low num-
ber of linksthey require, they cannot meet the 100 GB/s re-
quirement without resorting to more costly interconnects.
On the other hand, high-dimensionality hypercubesrequire
less bandwidth per link, yet have many links and require
switches with many ports. The 4-D and 5-D torii appear to
have the best combination of relatively low cost, acceptable
bandwidth on individual links and reasonable path lengths.
Compared to butterfly networks, the resiliency of the 4-D
and 5-D torii offset the 30% to 40% added cost.

The 6-D hypercube has the highest cost and highest ag-
gregate throughput performance. Dividing the cost by ag-
gregate throughput, as shown in Figure 8, shows that the
cost per GB/s of bandwidth is nearly identical for the but-
terfly and hypercube topologies. The 6-D hypercube be-
comes a cost effective choice for a large reliable system
with quality of service constraints.

5. Simulation Results

While analytic results show theoretical performance,
there are many real-world considerationsthat affect perfor-
mance. We simulated usage of the networks whose perfor-
mance was analyzed in Section 4, using a simple simulator
that modeled network traffic |oads along the network links.
Each router between outside clients and disksmade 0.5 MB
requests of randomly-selected data that induced load suffi-
cient to drive the overall system bandwidth to 100 GB/s.
Requests were routed through mesh, torus, and hypercube
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Figure 8. Cost per gigabyte per second
for different interconnection network topolo-
gies.

interconnection networks using dimensional routing [4];
routing in butterfly networks is fixed because there exists
only one route between requester and disk.

We generated a range of interconnection networks with
4096 nodes, including either 128 routers through which
clients would connect to the storage fabric; the remainder
of the nodes were storage nodes. The butterfly networks,
on the other hand, had 4096 nodes connected through a
switching fabric to 128 routers. The specific fabrics we
tested arelisted in Table 1.

In our first cube-style networks (meshes, torii, and hy-
percubes), we connected external clients through routers
placed at regular locations within the network. This re-
sulted in very poor performance due to congestion near the
router nodes, as shown in Figure 9. A histogram of load
distributiononindividual linksina4 x 4 x 4 x 4 x 4 x 4 hy-
percubeis shown in Figure 9(a). When routerswere placed
in a regular arrangement, some links had bandwidths of
1.25-2.25Gb/s. Individual disks require about 25% of a
single 1 Gb/s link’s bandwidth and are not affected greatly
by requests that “pass through” the switch next to the disk.
Routers, on the other hand, require nearly the full band-
width of al the incoming connections. When routers are
adjacent, the bandwidth is greatest nearest the routers and
fals off further from the routers, resulting in overloaded
linksin part of the fabric and underloaded links el sewhere.
Figure 9(a) shows that, in addition to overloading some
links, regular placement underloads most of the remain-
ing links—the histogram is shifted to the left rel ative to that
for random node placement. The cumulative distribution of
link load is shown in Figure 9(b); under regular placement,
about 5% of all links experience overload.

We addressed the problem of crowding by placing
routers randomly throughout the storage fabric. While this



Regular router placement

Excess load on links near routers

T T T T

Percent of links
o
|

80 7 Random router placement

20

10

O | Hulin T Al T T T

0 0.5 1 1.5 2 25
Average link load (Gb/s)
(a) Histogram of link load.

100

90
£ 80 i
£
5 707 ‘Maximum link bandwidth
L 60 —
o 50 - i Regular placement
>
£ 40 - — Random placement
g 30 -
3 20

10

0 T T T T 1

0 0.5 1 1.5 2 25

“Average link bandwidth (Gb/s)

(b) Cumulative distribution of link load.

Figure 9. Distribution of load on links in a 4 x
4x4x4x4x4hypercube. Randomly-placed
router nodes improve the evenness of load
in the fabric.

did not decrease average path length, it dramatically re-
duced the congestion we noticed in our origina network
designs, as Figure 9 shows. As a result, bandwidth was
spread more evenly throughout the storage fabric, reduc-
ing the maximum load on any given link. We believe that
it might be possible to further balance load by devising an
optimal placement; however, this placement is beyond the
scope of this paper.

6. FutureWork

This paper merely scratches the surface of issues in
network design for petabyte-scale storage systems. Some
of the unanswered questions about this design can be an-
swered best by building an inexpensive proof of concept
system using commodity drives, gigabit networking, and
small-scale switches. This setup would allow us to verify
our models against a small system, providing some confi-
dence that the large systems we are modeling will perform
as expected.

As with many other computer systems, changes in the
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ratios between disk bandwidth and network bandwidth will
also affect storage system design. For example, when
10Gb/s network connections become inexpensive, it is
likely that designs with multiple disks per switch will be-
come feasible. Given the aggregate bandwidth limitations
using 1 Gb/slinks, however, placing two or three disks per
switch will overload the network for most topologies.

Of course, standard issues such as protocol choice, stor-
age system network congestion, and reliability concernsare
relevant to systems in which storage is embedded in a net-
work fabric. However, other questions such as the place-
ment of connections into the network (edge or core), the
use of afew “shortcut” linksto reduce dimensionality, and
other problems specific to dense interconnection networks
will be relevant to designs such as those presented in this
paper.

Perhaps the most important question, though, iswhether
this design is applicable to commercia environments, in
which bandwidth is less crucial, as well as scientific com-
puting environments. If this design is a good fit to com-
mercial systems, it islikely that the “bricks’ used to build a
storage fabric will become cheaper, allowing the construc-
tion of higher performance scientific computing storage
systems as well as faster, more reliable commercia stor-
age systems.

7. Conclusions

In this paper, we have introduced the concept of build-
ing a multiprocessor-style interconnection network solely
for storage systems. While this idea has been aluded to
in the past, our research shows the tradeoffs between dif-
ferent configurations and demonstrates that “storage fab-
rics’ based on commodity components configured as torii
and hypercubesimprovereliability aswell as performance.
More specifically, the 4-D and 5-D torii appear to be rea-
sonable design choices for a 4096 node storage system ca-
pableof delivering 100 GB/sfrom 1 PB. Furthermore, these
designs become faster as the system grows, removing the
need to replace the entire storage system as capacity and
bandwidth demandsincrease. It isfor these reasonsthat we
believe that storage network topologies as described in this
paper will become crucia to the construction of petabyte-
scale storage systems.
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Abstract

The object-based storage model, in which files are made up of one or more data objects stored on
self-contained Object-Based Storage Devices (OSDs), is emerging as an architecture for distributed
storage systems. The workload presented to the OSDs will be quite different from that of general-
purpose file systems, yet many distributed file systems employ general-purposefile systems as their
underlying file system. We present OBFS, asmall and highly efficient file system designed for use
in OSDs. Our experiments show that our user-level implementation of OBFS outperforms Linux
Ext2 and Ext3 by afactor of two or three, and while OBFS is 1/25 the size of XFS, it provides only
dlightly lower read performance and 10%-40% higher write performance.

1. Introduction

Obj ect-based storage systems represent files as sets of objects stored on self-contained Object-Based
Storage Devices (OSDs). By distributing the objects across many devices, these systems have the
potential to provide high capacity, throughput, reliability, availability and scalability. We are de-
veloping an object-based storage system with a target capacity of 2 petabytes and throughput of
100 gigabytes per second. In this system as, we expect, in many others, files will be striped across
OSDs. The stripe unit size of the system will determine the maximum object size and will be
the most common object size in the system. Because files will generally consist of many objects
and objects will be distributed across many OSDs, there will be little locality of reference within
each OSD. The workload presented to the OSDs in this system will be quite different from that of
general-purpose file systems. In object-based systems that do not employ this architecture we can
still expect that files will be distributed across multiple objects, objects will be distributed across
multiple OSDs, and there will be little locality of reference. Even so, many distributed file systems
employ general-purpose file systems as their underlying file system.

We present OBFS, avery small, highly efficient object-based file system developed for usein OSDs
in large-scale distributed storage systems. The basic idea of OBFS is to optimize the disk layout
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based on our knowledge of the workload. OBFS uses two block sizes: small blocks, equivalent
to the blocks in general-purpose file systems, and large blocks, equal to the maximum object size,
to greatly improve the object throughput while still maintaining good disk utilization. OBFS uses
regions to collocate blocks of the same size, resulting in relatively little fragmentation as the file
system ages. Compared with Linux Ext2 and Ext3 [3, 28], OBFS has better data layout and more
efficiently manages the flat name space exported by OSDs. Although developed for a workload
consisting mostly of large objects, OBFS does well on a mixed workload and on a workload con-
sisting of all small objects. Thus, in addition to being highly suitable for use in high-performance
computing environments where large files (and hence objects) dominate, we believe that it may also
prove effective in general-purpose computing environments where small files dominate.

Our results show that our user-level implementation of OBFS outperforms Linux kernel implemen-
tations of Ext2 and Ext3 by a factor of 2 to 3, regardless of the object size. Our user-level im-
plementation of OBFS is alittle slower than a kernel implementation of XFS [19, 27] when doing
object reads, but has 10% to 40% better performance on object writes. We expect the performance
to improve further once we have fully implemented OBFS in the kernel to avoid extra buffer copies.

OBFSissignificantly smaller than Linux XFS, using only about 2,000 lines of code compared with
over 50,000 lines of code in XFS. Thisfactor of 25 size difference and the corresponding simplicity
of OBFS make OBFS easy to verify, maintain, modify, and port to other platforms. OBFS also
provides strong reliability guarantees in addition to high throughput and small code size; the disk
layout of OBFS allows it to update metadata with very low overhead, so OBFS updates metadata
synchronously.

2. Background

A new generation of high-performance distributed file systems are being developed, motivated by
the need for ever greater capacity and bandwidth. These file systems are built to support high-
performance computing environments which have strong scalability and reliability requirements.
To satisfy these requirements, the functionality of traditional file systems has been divided into two
separate logical components: afile manager and a storage manager. The file manager isin charge
of hierarchy management, naming and access control, while the storage manager handles the actual
storage and retrieval of data. In large-scale distributed storage systems, the storage manager runson
many independent storage servers.

Distributed object-based storage systems, first used in Swift [6] and currently used in systems such
as Lustre [4] and Slice [1], are built on this model. However, in object-based systems the storage
manager is an object-based storage device (OSD or OSD) [30], which provides an object-level
interface to the file data. OSDs abstract away file storage details such as allocation and scheduling,
semi-independently managing all of the data storage issues and leaving al of the file metadata
management to the file manager.

In atypical instance of this architecture, a metadata server cluster services all metadata requests,
managing namespace, authentication, and protection, and providing clients with the file to object
mapping. Clients contact the OSDs directly to retrieve the objects corresponding to the files they
wish to access. One motivation behind this new architecture isto provide highly-scalable aggregate
bandwidth by directly transferring data between storage devices and clients. It eliminates the file
server as a bottleneck by offloading storage management to the OSDs [8] and enables load balanc-
ing and high performance by striping data from a single file across multiple OSDs. It also enables
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high levels of security by using cryptographically secured capabilities and local data security mech-
anisms.

Much research has gone into hierarchy management, scalability, and availability of distributed file
systemsin projects such as AFS[18], Coda[11], GPFS[22], GFS[26] and Lustre[4], but relatively
little research has been aimed toward improving the performance of the storage manager. Because
modern distributed file systems may employ thousands of storage devices, even asmall inefficiency
in the storage manager can result in a significant loss of performance in the overall storage system.
In practice, general-purpose file systems are often used as the storage manager. For example, Lustre
usesthe Linux Ext3 file system asits storage manager [4]. Since the workload offered to OSDs may
be quite different from that of general-purpose file systems, we can build a better storage manager
by matching its characteristics to the workload.

File systems such as Ext2 and Ext3 are optimized for general-purpose Unix environments in which
small files dominate and the file sizes vary significantly. They have severa disadvantages that limit
their effectiveness in large object-based storage systems. Ext2 caches metadata updates in memory
for better performance. Although it flushes the metadata back to disk periodically, it cannot provide
the high reliability we require. Both Ext3 and XFS employ write-ahead logs to update the metadata
changes, but the lazy log write policy used by both of them can still lose important metadata (and
therefore data) in some situations.

These general -purpose file systems trade off the reliability for better performance. If we force them
to synchronously update object data and metadata for better reliability, their performance degrades
significantly. Our experimental results shows that in synchronous mode, their write throughput is
only several MB/second. Many general-purpose file systems such as Ext2 and Ext3 use flat directo-
riesin atree-like hierarchy, which resultsin relatively poor searching performance for directories of
more than athousand objects. XFS uses B+-Trees to address this problem. OBFS uses hash tables
to obtain very high performance directory operations on the flat object namespace.

In our object-based storage system as, we expect, in many others, RAID-style striping with par-
ity and/or replication is used to achieve high performance, reliability, availability, and scalability.
Unlike RAID, the devices are semi-autonomous, internally managing al allocation and scheduling
details for the storage they contain. The devices themselves may use RAID internally to achieve
high performance. In this architecture, each stripe unit is stored in a single object. Thus, the maxi-
mum size of the objects is the stripe unit size of the distributed file system, and most of the objects
will be thissize. At the OSD level, objects typically have no logica relationship, presenting aflat
name space. As aresult, general-purpose file systems, which are usually optimized for workloads
exhibiting relatively small variable-sized files, relatively small hierarchical directories, and some
degree of locality, do not perform particularly well under this workload.

3. Assumptionsand Design Principles

Our OBFS is designed to be the storage manager on each OSD as part of a large-scale distributed
object-based storage system [13], which is currently being devel oped at the University of California,
Santa Cruz, Storage System Research Center (SSRC). Our object-based storage system has three
major components, the Metadata Server Cluster (MDSC), the Client Interface (Cl), and the Storage
Managers (SMs). File system functionality is partitioned among these components. The MDSC
is in charge of file and directory management, authentication and protection, distributing work-
load among OSDs, and providing redundancy and failure recovery. The ClI, running on the client

285



machines, providesthefile system API to the application software running on the client nodes, com-
municates with the MDSC and SMs, and manages a local file system cache. The SMs, running on
the OSDs, provide object storage and manage local request scheduling and allocation.

The operation of the storage systemis as follows: Application software running on client machines
make file system requests to the Cls on those machines. The Cls preprocess the requests and query
the MDSC to open the files and get information used to determine which objects comprise the files.
The Cls then contact the appropriate SMs to access the objects that contain the requested data, and
provide that data to the applications.

In our system, abjects are limited by the stripe unit size of the system. Thus, in contrast to a
file, whose size may vary from bytes to terabytes, the size variance of an object is much smaller.
Moreover, the delayed writes in the file cache at the client side will absorb most small writes and
result in relatively large object reads and writes. We provide a more detailed analysis of the object
workload characteristicsin Section 4.

To enable parallel 1/0, files are striped into fixed size objects and spread across different OSDs.
The specific OSDs are selected based on the overall workload distribution intended to avoid " hot
spots’ and increase potential parallelism[13]. From the viewpoint of asingle OSD, incoming object
accesses will be relatively random. Thus inter-object locality will be insignificant.

Most file systems cache writes for fast response, to coalesce many small writes into fewer larger
ones, and to alow the file system to exploit locality of reference within the request stream. In
object-based storage systems, most asynchronous writeswill therefore be cached by theclient. Asa
result, amost all of the writesto the OSDs will be synchronous. Thus, the SMs should probably not
cache incoming writes in the OSDs. Furthermore, because logically contiguous data is distributed
across many objects in many different OSDs, there is no locality of reference to be leveraged by
caching writes of different objects.

Another caching-related concern arises due to the black-box nature of the OSDs. Because the OSDs
provide a very high-level interface to the data, caching can cause the storage system as a whole to
believe that the data has been saved, while data has actually been lost due to power failure or other
hardware failures. While this may be addressable, we have not addressed it in thisversion of OBFS.

On each OSD there is a complete lack of information about relationships between objects. Thus
a flat name space is used to manage the objects on each OSD. Because hundreds of thousands
of objects might coexist on a single OSD, efficient searching in this flat name space is a primary
requirement for the SMs.

As mentioned above, most of the incoming write requests will be synchronous. A client expectsthe
data to be on the permanent storage when it commits its writes. This requires the OSDs to flush
the objects to permanent storage before committing them. This also means the metadata of those
objects should also be kept safely. In effect, OSDs in object-based storage systems are like disksin
traditional storage systems, and file systems expect disksto actually store committed write requests
rather than caching them.
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Figure 1. Data distribution in a large high-performance distributed storage system (data
courtesy of LLNL)

4. Workload Characteristics

Very large-scale distributed file systems may exhibit very different performance characteristicsthan
general-purpose file systems. The total volume of a large-scale distributed file system may range
from several terabytesto several petabytes, orders of magnitude larger than typical general-purpose
file systems. The averagefile sizein such adistributed file system may also be much larger than that
of current general-purpose file systems. Although our intent is to develop aflexible and general file
system applicablein many different situations, one of our performance goalsisto handle workloads
encountered in high-performance computing environments with tens or hundreds of thousands of
processors simultaneously accessing many filesin many directories, many filesin asingle directory,
or even asinglefile. These environments place extremely high demands on the storage system.

Figure 1 shows the data distribution across files in a high-performance distributed file system from
Lawrence Livermore National Laboratory (LLNL). Figure 1(a) shows the file size distribution for
the more than 1.5 million filesin this system. Most of thefilesare larger than 4 KB and the majority
of al filesare distributed between 32 KB and 8 MB. Thosefilesthat are smaller than 4 KB (atypical
block size for a general-purpose file system) only account for avery small portion of the total files.
However, almost all of the disk space is occupied by files larger than 4 MB and the magjority of all
bytes are in files between 4 MB and 1 GB, as shown in Figure 1(b). The total number of bytes
in files smaller than 256 KB is insignificant. Though the files larger than 1 GB are only a small
percentage of the files, the total number of bytes in such files account for more than 15% of the
bytesin the system.

The file access pattern of such systems is aso different from that of atypical general-purpose file
system. In the LLNL workload, most data transferred between the processors and the file system
arein several megabyte chunks. Most files are accessed simultaneously by hundreds of processors.
and instead of flushing dirty datadirectly back to the storage device, each processor caches the data
initslocal memory and only writes the data once the buffer is full.

Object-based storage may be used for smaller file systems as well. Systems like those traced by
Rosdlli, et al. [20] have many small files; in the systems they studied, 60—70% of the bytes trans-
ferred were from files smaller than 512 KB. Clearly, an OSD file system must also be able to
efficiently handle workloads composed primarily of small objects.
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For the OSDs to achieve the high throughput required of the system and to fully take advantage
of the object-based storage model, our system stripes file data across the OSDs. This is a very
compelling choice, analogous to that of earlier systems such as Swift [6] and Zebra [9], and we
believe that this will be an architecture of choice in large-scale object-based storage systems. In
such systems, each object stored on an OSD will be a stripe unit (or partial stripe unit) of datafrom
afile.

The system stripe unit size depends on the design requirements of the individual system. Stripe
units that are too small will decrease the throughput of each OSD while stripe units that are too
large will decrease the potential parallelism of each file. Assuming a stripe unit size of 512 KB,
large files will be divided into several 512 KB objects and files smaller than 512 KB will be stored
in a single object. Consequently, no object in the system will ever exceed the system stripe unit
size. In the LLNL workload we estimate that about 85% of all objects will be 512 KB and 15% of
all objectswill be smaller than 512 KB. We will refer to objects that are the same size as the system
stripe unit size as large objects and the rest as small objects. Workstation workloads[20] will likely
have more small objects and fewer large objects.

Because the object-based storage system is expected to spread the objects evenly across all of the
OSD devices, the object size distribution in the workload of a single OSD device will be the same
as that of the larger storage system. Thus, a single OSD device under the LLNL workload should
expect that 85% of incoming objects are large objects and the rest are small objects. Sincefiles are
distributed across many OSDs and directory hierarchies are managed above the OSD level, there
is no inter-object locality that can be exploited in the OSDs. The workload of OSDs in this type
of system will be dominated by large fixed-size objects exhibiting no inter-object locality. Under
workstation workloads, in contrast, the object size distribution will be closer to 25% large objects
and 75% small objects. An OSD file system should be able to handle either type of workload.

5. Design and I mplementation

As described in Section 4, the expected workload of our OSDsis composed of many objects whose
sizes range from a few bytes up to the file system stripe unit size. Therefore, OBFS needs to
optimize large object performance to provide substantially higher overall throughput, but without
overcommitting resources to small objects. Simply increasing the file system block size can provide
the throughput needed for large objects, but at the cost of wasted storage space due to interna
fragmentation for small objects. For the LLNL workload, more than 10% of the available storage
space would be wasted if 512 KB blocks are used, while less than 1% of the space would be lost if
4 KB blocks are used. In a2 PB storage system, this 9% difference represents about 18 TB. The
situation is even worse for a workstation file system, where 512 KB blocks would waste more than
50% of the space in such a system.

To use large blocks without wasting space, small objects must be stored in a more efficient way.
OBFS therefore employs multiple block sizes and uses regions, analogous to cylinder groups in
FFS [15], to keep blocks of the same size together. Thus, the read/write performance of large
objects can be greatly improved by using very large blocks, while small objects can be efficiently
stored using small blocks.

Another important feature of OBFSisthe use of aflat name space. Asthelow-level storage manager
in an object-based distributed file system, OBFS has no information about the logical relationship
among objects. No directory information is available and no useful locality information is likely to
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be available. Note that in a small system where an OSD may hold severa objects of afile, some
locality information may available, but this does not extend to multiplefilesin the same directory or
other tidbitsthat are useful to general-purposefile systems. Many genera -purpose file systems such
as Linux Ext2 are extremely inefficient in managing very large directories due to the fact that they
do linear search, resulting in O(n) performance on simpledirectory operations. To avoid this, OBFS
uses hash tables (like Ext3 [28]) to organize the objects and achieve much higher performance on
directory operations.

5.1. Regionsand Variable-Size Blocks

The user-level implementation of OBFS separates the raw disk into regions. As shown in Figure 2,
regionsarelocated in fixed positionson the disk and have uniform sizes. All of the blocksinaregion
have the same size, but the block sizesin different regions may be different. The block sizein afree
region is undefined until that regionisinitialized. Regions areinitialized when there are insufficient
free blocks in any initialized region to satisfy a write request. In this case, OBFS allocates a free
region and initializes all of its blocks to the desired block size. When all of the blocks in a used
region are freed, OBFS returns the region to the free region list.

Although our region policy supports as many different block sizes as there are regions, too many
different block sizes will make space allocation and data management excessively complicated.
In our current implementation, OBFS uses two block sizes: small and large. Small blocks are
4 KB, thelogical block sizein Linux, and large blocks are 512 KB, the system stripe unit size and
twice the block size of GPFS (256 KB). Those regions that contain large blocks are called large
block regions and those regions that contain small blocks are called small block regions. With this
strategy, large objects can belaid out contiguously on disk in asinglelarge block. Thethroughput of
large objectsis greatly improved by the reduction in seek time and reduced metadata operationsthat
are inherent in such a design. Only one disk seek is incurred during the transfer of a large object.
OBFS diminates additional operations on metadata by removing the need for indirect blocks for
large objects. Dividing the file system into regions also reduces the size of other FS data structures
such asfreeblock lists or maps and thus make the operations on those data structures more efficient.

This scheme reduces file system fragmentation, avoids unnecessary wasted space and more effec-
tively usesthe available disk bandwidth. By separating the large blocksin different regions from the
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small blocks, OBFS can reserve contiguous space for large objects and prevent small objects from
using too much space. Region fragmentation will only become a problem in the rare case that the
ratio of large to small objects changes significantly during the lifetime of the system, as described
in Section 5.6.

Higher throughput in OBFS does not come at the cost of wasted disk space. Internal fragmentation
in OBFS is no worse than in a general-purpose Unix file system because the small block size in
OBFSisthe sameasthe block sizein most Unix file systems. Large blocks do not waste much space
because they are only used for objects that will fill or nearly fill the blocks. The only wasted space
will be due to objects stored in large blocks that are nearly, but not quite, as large as a stripe unit.
This can be limited with a suitable size threshold for selecting the block size to use for an object.
One minor complication can occur if an object starts small and then grows past this threshold. Our
current implementation recopiesthe object into alarge block when this occurs. Although this sounds
expensive, it will happen rarely enough (due to aggressive write coalescing in the client caches) that
it does not have a significant impact on system performance, and the inter-region locality of the
small blocks makes this a very efficient operation.

5.2. Object Metadata

Object metadata, referred as an onode, is used to track the status of each object. Onodes are preal-
located in fixed positions at the head of small block regions, similar to the way inodes are placed in
cylinder groupsin FFS[15]. In large block regions, shown in Figure 3, onodes are packed together
with the data block on the disk, similar to embedded inodes [7]. This alows for very low overhead
metadata updates as the metadata can be written with the corresponding data block.

Figure 3 shows that each onode has a unique 32-bit identifier consisting of two parts. a 16 bit region
identifier and a 16 bit in-region object identifier. If aregion occupies 256 MB on disk, this scheme
will support OSDs of up to 16 TB, and larger OSDs are possible with larger regions. To locate
adesired object, OBFS first finds the region using the region identifier and then uses the in-region
object identifier to index the onode. Thisis particularly effective for large objects because the object
index points directly to the onode and the object data, which are stored contiguously.

In the current implementation, onodes for both large and small objects are 512 bytes, allowing
OBFS to avoid using indirect blocks entirely. The maximum size of a small object will always
be less than the stripe unit size, which is 512 KB in our design. Because the OBFS layout policy
assigns objectsto asingle region, we can use the relative address to track the blocks. Assuming the
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region sizeis 256 MB and the small block sizeis4 KB, there will be fewer than 216 small blocksin
aregion, allowing atwo-byte addresses to index all of the blocks in the region. In the worse case,
asmall object will be alittle smaller than 512 KB, requiring 128 data blocks. Thus, the maximum
amount of space that may be needed to index the small blocksin an object is 256 bytes, which can
easily fit into a 512 byte onode.

5.3. Object Lookup

Given an object identifier, we need to retrieve the object from the disk. In a hierarchical name
space, datalookup isimplemented by foll owing the path associated with the object to the destination
directory and searching (often linearly) for the object in that directory. In aflat name space, linear
search is prohibitively expensive, so OBFS uses a hash table, the Object Lookup Table (OLT), to
manage the mapping between the object identifier and the onode identifier. Each valid object hasan
entry in the OLT that records the object identifier and the corresponding onode identifier. The size
of the OLT is proportiona to the number of objectsin the OSD: with 20,000 objects residing in an
OSD, the OLT requires 233 KB. For efficiency, the OLT is loaded into main memory and updated
asynchronously.

Each region has a region head which stores information about the region, including pointers to the
free block bitmap and the free onode bitmap. All of the region heads are linked into the Region
Head List (RHL). On an 80 GB disk, the RHL occupies8 MB of disk space. Likethe OLT, the RHL
is loaded into memory and updated asynchronously. After obtaining an onode identifier, OBFS
searches the RHL using the upper 16 bits of the onode identifier to obtain the corresponding region
type. If the onode belongsto alarge block region, the object data address can be directly calculated.
Otherwise, OBFS searches the in-memory onode cacheto find that onode. A disk copy of the onode
will be loaded into the onode cache if the search fails.

5.4. Disk Layout Palicy

The disk layout policy of OBFS is quite simple. For each incoming request, OBFS first decides
what type of block(s) the object should use. If the object size is above the utilization threshold of
the large blocks, alarge block is assigned to the object; otherwise, it uses small blocks.

For those aobjects that use large blocks, OBFS only needs to find the nearest large-block region
that contains a free block, mark it as used, and write the object to that block. For objects that use
small blocks, an FFS-like allocation policy is employed. OBFS searches the active region list to
find the nearest region that has enough free small blocks for the incoming object. After identifying
a region with sufficient space, OBFS tries to find a contiguous chunk of free blocks that is large
enough for the incoming object. If such a chunk of blocks is not available, the largest contiguous
chunk of blocksin that region is assigned to the abject. The amount of space alocated in this step
is subtracted from the object size, and the process is repeated until the entire object is stored within
theregion. If no region has the desired number and type of free blocks, the nearest free region will
be initialized and put into the active region list. The incoming object will then be allocated to this
new region.

The OBFS data allocation policy guaranteesthat each of the large objectsis allocated contiguously
and each of the small objects is alocated in a single region. No extra seeks are needed during a
large object transfer and only short seeks are needed to read or write the small objects, no matter
how long the file system has been running. Compared with a general-purpose file system, OBFS
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is much less fragmented after running for along time, minimizing performance degradation as the
system ages.

5.5. Reliability and Integrity

As mentioned in section 5.3, OBFS asynchronously updates important data structures such as the
OLT and the RHL to achieve better performance. In order to guarantee system reliability, OBFS
updates some important information in the onodes synchronoudly. If the system crashes, OBFS
will scan all of the onodes on the disk to rebuild the OLT and the RHL. For each object, the object
identifier and the region identifier are used to assemble anew entry in the OLT. The block addresses
for each object are then used to rebuild each region free block bitmap. Because the onodes are
synchronously updated, we can eventually rebuild the OLT and RHL and restore the system. As
mentioned above, OBFS updates metadata either without an extra disk seek or with one short disk
seek. In so doing, it keeps the file system reliable and maintain system integrity with very little
overhead.

5.6. Region Cleaning

Since OBFS uses regions to organize different types of blocks, one potentia problem is that there
will be no free regions and no free space in regions of the desired type. Unlike LFS [21], which
must clean segments on a regular basis, OBFS will never need cleaning unless the ratio between
large and small objects changes significantly over time on an OSD which has been nearly full. This
can only happen when the object size characteristic of the workload changes significantly when the
file systemis near its capacity. We do not expect this to happen very often in practice. However, if it
happens, it can result in many full regions of one type, many underutilized regions of the other type,
and no free regions. In this situation, the cleaner can coal esce the data in the underutilized regions
and create free regions which can be used for regions of desired type.

If al of the regions are highly utilized, cleaning will not help much: the disk is simply full. Low
utilization regions can only be produced when many objects are written to disk and then deleted,
leaving “holes” in regions. However, unlike in LFS, these holes are reused for new objects without
the need for cleaning. The only time cleaning is needed is when all of the holes are in the wrong
kind of region e.g., the holes are in small block regions, and OBFS is trying to write a large block.
This situation only occurs when the ratio between large objects and small objects changes. In our
experiments, we only observed the need for the cleaner when we artificially changed the workload
ratios on a nearly full disk.

Because cleaningisrarely, if ever, necessary, it will have anegligibleimpact on OBFS performance.
However, cleaning can be used to improve file system performance by defragmenting small-block
regions to keep blocks of individual objects together. This process would copy all used blocks of
a region to a free region on the disk, sorting the blocks as it goes. Because this would occur on a
region-by-region basis and because a new region will always have enough free space for al of the
blocksin an old region, it would be trivial to implement. The system need never do this, however.

6. OBFS Performance

We compared the performance of OBFSto that of Linux Ext2, Ext3 and XFS. Ext2 isawidely-used
general-purpose file system. Ext3 is used by Lustre for object storage and has the same disk layout
as Ext2 but adds a journal for reliability. XFS is a modern high-performance general-purpose file
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Capacity 80 GB

Controller Ultra ATA/133
Track-to-track seek 0.8 ms
Average seek 8.5ms
Rotation speed 7200 RPM

Sustained transfer rate 24.2—-44.4 MB/s

Table 1. Specifications of the Maxtor D740X-6L disk used in the experiments

system that uses B-trees and extent-based allocation. While Ext2, Ext3, and XFS run as in-kernel
file systems, the version of OBFS used in these experimentsis a user-level file system. An in-kernel
implementation of OBFS would take advantage of the very effective caching provided by the Linux
kernel, but our user-level implementation cannot. Thus, in order to alow for afair comparison, we
executed the following experiments with the system buffer cache bypassed: al of the file systems
were mounted using the “-0 sync” parameter, which forced the system buffer cache to use awrite-
through policy. The results generated evaluates disk layout policies of different file systems. With
caching enabled, al threefile systemswill achieve higher performance. We expect the performance
change of OBFS to be comparable to those of XFS, Ext2, and Ext3.

6.1. Experimental Setup

All of the experiments were executed on a PC with a1l GHZ Pentium 111 CPU and 512 MB of RAM,
running Red Hat Linux, kernel version 2.4.0. To examine the performance of the file systems with
minimal impact from other operating system activities, we dedicated an 80 GB Maxtor D740X-6L
disk (see Table 1) to the experiments. This disk was divided into multiple 8 GB partitions. The first
partition was used to install file systemsand run experiments. The rest were used to backup aged file
system images. We used aged file systems to more accurately measure the long-term performance
of the file systems. For each experiment, we copied an aged file system to the first partition of
the disk, unmounted the disk and rebooted Linux to clean the buffer cache, then mounted the aged
partition to run the benchmarks. We repeated these steps three times and took the average of the
performance numbers obtai ned.

Smith, et al. [25] used file system snapshots and traces to approximate the possible activitiesin file
systems. No object-based storage system snapshots are currently available so we used the simplest
approach: generate 200,000 to 300,000 randomly distributed create and delete requests and feed
these requests to a new file system. The create/del ete ratio was dynamically adjusted based on the
disk usage, which guaranteed that it neither filled nor emptied the available disk space.

Because our user-level implementation of OBFS bypasses the buffer cache, al three file systems
were forced to use synchronous file I/O to alow for afair comparison of the performance. Ext2
uses asynchronous metadata 1/0 to achieve high throughput even if synchronousfile I/O is used, so
we mounted the partitionsin synchronous mode to force them to always flush the data in the buffer
cache back to disk.

The benchmarks we used consisted of semi-random sequences of object requests whose character-
istics were derived from the LLNL workload described in Section 4. On average, 80% of all objects
were large objects (512 KB). The rest were small objects whose size was uniformly distributed
between 1 KB and 512 KB. To examine the performance of the various file system, we generated
two kinds of benchmarks: microbenchmarks and macrobenchmarks. Our microbenchmarks each
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Benchmark | Benchmark |1
# of ops(total size) # of ops(total size)
Reads 16854 (7.4GB) 4049 (1.8GB)
Writes 4577 (2.0GB) 8969 (4.0GB)
Rewrites 4214 (1.8GB) 8531 (3.8GB)
Deletes 4356 (1.9GB) 8147 (3.9GB)
Sum 30001 (13.1GB) 29696 (12.5GB)

Table 2. Benchmark parameters
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Figure 4. Performance on a workload of mixed-size objects.

consisted of 10,000 requests of asingle request type—read, write, or rewrite—and allowed usto ex-
amine the performance of the file systems on that request type. Our macrobenchmarks consisted of
synthetic workloads composed of create, read, rewrite, and del ete operationsin ratios determined by
the workload mentioned above. These allowed usto examine the performance of thefile systemson
the expected workload. We used two different macrobenchmarks, Benchmark | and Benchmark I1,
whose parameters are listed in table 2. Benchmark | is a read-intensive workload in which reads
account for 56% of all requests and the total size of the read requestsis around 7.4 GB. The writes,
rewrites, and deletes account for 15.3%, 14.0%, and 14.5% of the requests. In Benchmark |1, reads
account for 13.6% of the requests and writes, rewrites, and deletes account for 29.8%, 28.4%, and
27.1%.

6.2. Results

Figure 4 shows the performance of Ext2, Ext3, XFS, and OBFS on a mixed workload consisting of
80% large objects and 20% small objects!. As seen in Figure 4(b), OBFS exhibits very good write
performance, almost twice that of Ext2 and Ext3 and 10% to 20% better than XFS. The large block
scheme of OBFS contributes a lot to the strong write performance. With large blocks, contiguous
space has been reserved for the large objects, allowing large objects to be written with only one
disk seek. Because OBFS uses regions to organize large and small blocks, limiting the amount of
external fragmentation, the performance of OBFS remains good as disk usage increases. At the
same time, the performance of Ext2 and Ext3 drops significantly due to the insufficient availability
of large contiguous regions, as seen in Figures 4(b), 5(b), and 6(b).

INote that in all of the microbenchmark graphs write performance is displayed starting at 0% disk utilization but
because reads and rewrites cannot be done on an empty disk we chose to start those experiments at 25% utilization.
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Figure 5. Performance on a workload of large objects.
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Figure 6. Performance on a workload of small objects.

OBFS outperforms Ext2 and Ext3 by nearly 3 times, but is about 10% slower than XFS, as Fig-
ure 4(a) shows. We suspect that a more optimized implementation of XFS contributes to its dightly
better read performance. As seen in Figure 4(c), the rewrite performance of OBFS beats that of
Ext2 and Ext3 by about 3 times, and beats XFS by about 20-30%. The poor performance of Ext2
and Ext3 in both read and rewrite can be explained by their allocation policies and small blocks.
XFS uses extents rather than blocks to organize files, so most files can get contiguous space. This
results in excellent performance in both read and write. However, OBFS still shows slightly better
performance on object rewrite.

Figure 5 shows the performance of the four file systems on large aobjects and Figure 6 shows the
performance on small objects. Figure 5 is almost the same as Figure 4 because large objects domi-
nate the mixed workload of Figure 4. In Figure 6, we see that OBFS meets the performance of XFS,
almost triples the performance of Ext2 and Ext3 when doing reads and rewrites, and exceeds the
performance of all three when doing creates.

The benchmark results are shown in Figures 7 and 8. As described above, Benchmark | is aread-
intensive workload and Benchmark 11 is awrite-intensive workload. Notice that in our benchmarks,
XFS beats both Ext2 and Ext3 by a large margin in al cases; this differs from other benchmark
studies [5] that found that Ext2 and XFS have comparable performance. There are three factors
in our experiments that favor XFS over Ext2 and Ext3. First, our benchmarks include many large
objects, which benefit from XFS extent-based allocation, especially when disk utilization is high.
Second, while other benchmarks used fresh disks, our benchmarks use disks subjected to long-term
aging [25] to reflect more realistic scenarios. After aging, the performance of Ext2 and Ext3 drops
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Figure 7. Performance under Benchmark I.

dramatically after aging dueto disk fragmentation, while X FS maintains good performance because
of its extent-based allocation policy. Third, in our object-based benchmarks, we assume aflat name
space in which al objects are allocated in the root directory in al file systems. The linear search
of directories used by Ext2 and Ext3 performs poorly when the number of objects scales to tens of
thousands. XFS uses B+trees to store its directories, ensuring fast name lookup even in very large
directories.

Ext2 and Ext3 outperform OBFS when the disk is nearly empty, as shown in Figures 7(a) and 8(a).
This is due in part to the significant likelihood that an object will be in the buffer cache because
of the low number of objects that exist in a nearly empty disk. For example, an 8 GB partition at
10% utilization has only 800 MB of data. With 512 MB of main memory, most objects will be
in memory and Linux Ext2, Ext3 and XFS reads will proceed at memory speeds while our user-
level implementation of OBFS gains no advantage from the buffer cache and must therefore always
access the disk. However, as disk usage increases, this effect is minimized and Ext2 and Ext3
read performance decreases rapidly while OBFS performance remains essentially constant. The net
result is that OBFS read performance is two or three times that of Ext2 and Ext3. OBFSis till
about 10% slower than XFS on reads, similar to the results from earlier read microbenchmarks.
OBFS outperforms all three other file systems on writes, however, as Figures 7(b) and 8(b) show.
For writes, OBFS is 30-40% faster than XFS and 2—3 times faster than Ext3. Overdl, OBFS and
XFS are within 10% of each other on the two macrobenchmarks, with one file system winning each
benchmark. OBFS clearly beats both Ext2 and Ext3, however, running three times faster on both
benchmarks.

Although our macrobenchmarks focused on large-object performance, Figure 6 shows that OBFS
meets or exceeds the performance of the other file systems on a workload consisting entirely of
small objects, those less than 512 KB. OBFS doubles or triples the performance of Ext2 and Ext3
and matches that of XFS on reads and rewrites and exceeds it by about 25% on writes. As OBFS
also does well on large objects, we conclude that it is as well suited to general-purpose object-
based storage system workloads as it is to terascale high-performance object-based storage system
workloads.

7. Related Work

Many other file systems have been proposed for storing data on disk; however, nearly al of them
have been optimized for storing files rather than objects. The Berkeley Fast File System (FFS) [15]
and related file systems such as Ext2 and Ext3 [28] are widely used today. They all try to store
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Figure 8. Performance under Benchmark II.

file data contiguously in cylinder groups—regions with thousands of contiguous disk blocks. This
strategy can lead to fragmentation so techniques such as extents and clustering [16, 24] are used
to group blocks together to decrease seek time. Analysis [23, 24] has shown that clustering can
improve performance by a factor of two or three, but it is difficult to find contiguous blocks for
clustered allocation in aged file systems.

Log-structured file systems[21] group data by optimizing thefile system for writesrather than reads,
writing data and metadata to segments of the disk as it arrives. This works well if files are written
in their entirety, but can suffer on an active file system because files can be interleaved, scattering a
file's data among many segments. In addition, log-structured file systems require cleaning, which
can reduce overall performance[2].

XFS[19, 27] isahighly optimized file system that uses extents and B-trees to provide high perfor-
mance. This performance comes at acost: the file system has grown from 50,000 to nearly 200,000
lines of code, making it potentialy less reliable and less attractive for commaodity storage devices
because such devices cannot afford data corruption due to file system errors. In addition, porting
such afile system isamajor effort [19].

Gibson, et al. have proposed network-attached storage devices [8], but spent little time describing
the internal data layout of such devices. WAFL [10], a file system for network-attached storage
servers that can write data and metadata to any free location, is optimized for huge numbers of
small files distributed over many centrally-controlled disks.

Many scalable storage systems such as GPFS [22], GFS [26], Petal [12], Swift [6], RAMA [17],
Slice[1] and Zebra[9] stripe files across individual storage servers. These designs are most similar
to the file systems that will use OSDs for data storage; Slice explicitly discusses the use of OSDsto
store data[1]. In systems such as GFS, clients manage low-level alocation, making the system less
scalable. Systems such as Zebra, Slice, Petal, and RAMA |eave alocation to the individual storage
servers, reducing the bottlenecks; such file systems can take advantage of our file system running
on an OSD. In GPFS, alaocation is done in large blocks, allowing the file system to guarantee few
disk seeks, but resulting in very low storage utilization for small files.

Existing file systems must do more than allocate data. They must also manage large amounts of
metadata and directory information. Most systems do not store data contiguously with metadata,
decreasing performance because of the need for multiple writes. Log-structured file systems and
embedded inodes [ 7] store metadata and data contiguously, avoiding this problem, though they till
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suffer from the need to update a directory tree correctly. Techniques such as logging [29] and soft
updates [14] can reduce the penalty associated with metadata writes, but cannot eliminate it.

8. Conclusions

Object-based storage systems are a promising architecture for large-scale high-performance dis-
tributed storage systems. By simplifying and distributing the storage management problem, they
provide both performance and scalability. Through standard striping, replication, and parity tech-
niques they can also provide high availability and reliability. However, the workload characteristics
observed by OSDswill be quite different from those of general purpose file systemsin terms of size
distributions, locality of reference, and other characteristics.

To address the needs of such systems, we have developed OBFS, avery small and highly efficient
file system targeted specifically for the workloads that will be seen by these object-based storage
devices. OBFS currently uses two block sizes. small blocks, roughly equivalent to the blocksin
general purpose file systems, and large blocks, equal to the maximum object size. Blocks are laid
out in regions that contain both the object data and the onodes for the objects. Free blocks of the
appropriate size are allocated sequentially, with no effort made to enforce locality beyond single-
region object allocation and the collocation of objects and their onodes.

At present, we have tested OBFS as auser-level file system. Our experiments show that the through-
put of OBFSistwo to three times that of Linux Ext2 and Ext3, regardless of the object size. OBFS
provides dightly lower read performance than Linux XFS, but 10%6-40% higher write performance.
At afraction of the size of XFS—2,000 lines of code versus over 50,000 for XFS—OBFS is both
smaller and more efficient, making it more suitable for compact embedded implementations. Ulti-
mately, because of its small size and simplicity, we expect that it will also prove to be both more
robust and more maintainable than XFS, Ext2, or Ext3.

Finally, we successfully implemented a kernel-level version of the OBFSfile system in about three
person-weeks. The short implementation time was possible because of OBFS's simplicity and very
compact code. At present the performance of our in-kernel implementation does not match that of
our user-level implementation because our carefully managed large blocks get broken into small
blocks by the Linux buffer management layer, as encountered by the XFS developers. We intend to
rewrite the buffer management code, asthey did, to avoid this problem. With this change, we expect
the in-kernel OBFS performance to exceed that of the user-level implementation, further solidifying
OBFS's advantage over general-purpose file systems for use in object-based storage devices.
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Abstract

Duplicate Data Elimination (DDE) is our method for
identifying and coalescing identical data blocks in Storage
Tank, a SAN file system. On-line file systems pose a unique
set of performance and implementation challenges for this
feature. Existing techniques, which are used to improve
both storage and network utilization, do not satisfy these
constraints. Our design employs a combination of con-
tent hashing, copy-on-write, and lazy updates to achieve its
functional and performance goals. DDE executes primarily
as a background process. The design also builds on Storage
Tank’s FlashCopy function to ease implementation.

We include an analysis of selected real-world data sets
that is aimed at demonstrating the space-saving potential of
coalescing duplicate data. Our results show that DDE can
reduce storage consumption by up to 80% in some applica-
tion environments. The analysis explores several additional
features, such as the impact of varying file block size and
the contribution of whole file duplication to the net savings.

1. Introduction

Duplicate data can occupy a substantial portion of a stor-
age system. Often the duplication is intentional: files are
copied for safe keeping or for historical records. Just as
often, the duplicate data appear through independent chan-
nels: individuals who save the same email attachments or
who download the same files from the web. It seems in-
tuitive that addressing all of this unrecognized redundancy
could result in storage resources being used more effi-
ciently.

Our research goal is to reduce the amount of duplicated

I'Storage Tank technology is available today in the IBM Total Storage
SAN File System (SANFS). However, this paper and research is based on
underlying Storage Tank technology and may not become part of the IBM
TotalStorage SAN File System product.
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data in on-line file systems without significantly impacting
system performance. This performance requirement is what
differentiates our approach, which we call Duplicate Data
Elimination (DDE), from those used in backup and archival
storage systems [1, 6, 23]. To minimize its performance
impact, DDE executes primarily as a background process
that operates in a lazy, best-effort fashion whenever possi-
ble. Data is written to the file system as usual, and then
some time later, background threads find duplicates and co-
alesce them to save storage. DDE is transparent to users. It
is also flexible enough to be enabled and disabled on an ex-
isting file system without disrupting its operation, and flex-
ible enough to be used on parts of the file system, such as
select directories or particular file types.

Duplicate Data Elimination (DDE) is designed for IBM
Storage Tank [17], a heterogeneous, scalable SAN file sys-
tem. In Storage Tank, file system clients coordinate their
actions through meta-data servers, but access the storage
devices directly without involving servers in the data path.
DDE uses three key techniques to address its design goals:
content-based hashing, copy-on-write (COW), and lazy up-
date. DDE detects duplicate data on the logical block level
by comparing hashes of the block contents; it guarantees
consistency between block contents and their hashes by us-
ing copy-on-write. Data is coalesced by changing corre-
sponding file block allocation maps. COW and lazy update
allow us to update the file block allocation maps without
revoking the file’s data locks. Together these techniques
minimize DDE’s performance impact.

Figure 1 shows an example of coalescing duplicate data
blocks in an on-line file system. Before coalescing, files F1,
F, and F3 consume 11 blocks. However, they each contain
a common piece of data that is three blocks in size. Clients
are unaware of this duplication when they write these files.
The server detects the common data later and coalesces the
identical blocks. After coalescing, F'j—F3 consume only five
blocks in total by sharing the same three blocks. Six blocks
are saved, resulting in a 55% storage reduction.



After coalesce

Before coalesce

Tank

Figure 1. An example of coalescing duplicate
data blocks.

2. Background

IBM Storage Tank is a multi-platform, scalable file sys-
tem that works with storage area networks (SANs) [17]. In
Storage Tank, data is stored on devices that can be directly
accessed through a SAN, while meta-data is managed sep-
arately by one or more specialized Storage Tank meta-data
servers. Storage Tank clients are designed to direct all meta-
data operations to Storage Tank servers and to direct all data
operations to storage devices. Storage Tank servers are not
involved in the data path.

The current version of Storage Tank works with ordi-
nary block-addressable storage devices such as disk drives
and RAID systems. The basic I/O operation unit in Storage
Tank is a block. The storage devices are required to have no
more intelligence than the ability to read and write blocks
from the volumes (LUNSs) they present. Storage Tank file
data is also managed in block units. The size of a file block
is typically a multiple of the device block size.

Storage Tank exposes three new abstractions called file
sets, storage pools, and arenas. These are in addition to the
traditional abstractions found in file systems such as files,
directories, and volumes. A file set is a subtree of the global
namespace. It groups a set of Storage Tank files and direc-
tories for the purpose of load balancing and management. A
storage pool is a collection of one or more volumes. It pro-
vides a logical grouping of the volumes for the allocation
of space to file sets. A file set can cross multiple storage
pools. An arena provides the mapping between a file set
and a storage pool. As such, there is one arena for each
file set that has files in a particular storage pool. The arena
abstraction is strictly internal to the Storage Tank server,
but is an important element in duplicate data elimination.
Using an arena, Storage Tank can track the used and free
space owned by a file set in a storage pool, and specifies the
logical to physical mapping of space in the file set to the
volumes in the storage pool.

The Storage Tank Protocol provides a rich locking
scheme that enables file sharing among Storage Tank clients
or, when necessary, allows clients to have exclusive ac-
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cesses to files [5, 7, 8]. A Storage Tank server grants locks
to clients, and the lock granularity is per file. There are three
file lock modes in Storage Tank: 1) exclusive (X), which al-
lows a single client to cache both data and metadata, which
it can read and modify; 2) Shared Read (SR), which allows
clients to cache data and metadata for read operations, and
3) Shared Write (SW), in which mode clients cannot cache
data but can cache metadata in read-only mode. The Stor-
age Tank Protocol also provides copy-on-write capability to
support file system snapshots. The server can mark blocks
as read-only to enforce copy-on-write.

Storage Tank technology is available today in the IBM
Total Storage SAN File System (SANFS). However, this pa-
per and research is based on underlying Storage Tank tech-
nology and may not become part of the IBM TotalStorage
SAN File System product.

3. Related Work

Data duplication is ubiquitous. Different techniques
have been proposed to identify commonality in data, and
to exploit this knowledge for reducing storage and network
resource consumption due to storing and transferring dupli-
cate data.

Our work was directly inspired by Venti [23]. Venti is a
network storage system intended for archival data. In Venti,
the unique SHA-1 [12] hash of a block acts as the block
identifier, which is used in place of the block address for
read and write operations. Venti also implements a write-
once policy that prohibits data from being deleted once it is
stored. This write-once policy becomes practical, in part,
because Venti stores only one copy of each unique data
block.

In o